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N3ucKBaHHA KbM p3rpax/iane Ha Oe3xkuaHH (THIL WiFi) MpekH B HAYAJHH H
OCHOBHM YYWJIHIIA

Apxure a

IIpe/iiOKEHOTO PEIICHHE TpsbBa 12 MOKPHBA M3MCKBAHMATA 32 MPOQECHOHATHO peLIeHHE.
[IpuunHa 3a TOBa € HYX/aTa OT €IHOBPEMCHEH JOCTBI Ha TosiM GpoH yHCHHIW W YYHTENH,
FOJISIMOTO KOTHYECTBO BB3MOXKHA KOHKYPEHTHH BPB3KH KbM TOUKMTE 3a IOCTBIT Ha MayIKa IOl 1
¢ BHCOKA IUTHTHOCT, HAJIAYHETO Ha [HKOBE B JOCTBIIa KbM Mpexkata, Hy)KjaTa OT OBp3 ¥ HaIEH/ICH
JIOCTBII, 32 JIa Ce TI03BOJH 6e3npobIeMHOTO dyHKIMOHHpaAHE Ha yueOHMs POTIEC.

3a Ta3u 1 MPEIOKCHHTE apXUTEKTYPH TpaGBa Aa mpearat CTaHAApPTHHTE KOMIIOHCHTH,
HaJMYHK B MPO(ECHOHATHHTE MpEJKH - 3alMTHa CTCHA, KOHTPOJEP ¥ TOUKH 33 nocten(T/L).

Kondurypauus MEHHKMBHT

Kondurypauuara Ha GespuHATa Mpeka Tps0Ba J1a e JIecHa. B yumIHIIETO CE npeAnonara Ia
JMa MHOXECTBO TOYKH 32 JOCTRIL xouto TpaOBa na morar Ja 6paaT KOHOUIypHpaHH H
MeHKUPaHH [eHTPATH3Hpano, Ges 1a ce Haara HHIMBHIyaIHa HACTpOiiKa Ha BCAKA OT TiX.

TIpu BB3MOXKHOCT 1 IIPH HaTMYHE HA BA U IIOBEYE JOCTaBIMKA Ha MHTEepHET NPH IHPBOHATAIHO
KoH(pUTrypHpaHe Ha obopyBaHETO Jia GBIaT CBBP3aHM B pe3ePBHPAH pexum (Failover win Load
balancing).

CurypHocT ¥ 3alMTEHOCT
PemieHneTo TPsOBa /1a M103B0IABA ynorpebara Ha uHTepHET QUITPH 32 ChIBpPIKAHUE, 3 J1a CC

npeIassT JAenara oT onacHo takoBa. [lpyri BayKHH acTIeKTH Ca 6I0KHpAHETO Ha PasIHIHH BHJIOBE
aTakH, Bh3MOKHOCTHUTE 32 KpUITHpPaHe Ha BPB3KATa, sauuTa oT craM. BeHuKH Te3H 3aIUTH HE
TpsbBa 1a mpedar Ha HOPMANHOTO GYHKIMOHUPAHE Ha Mpekara [pH CKOPOCT Mo3BOJIABAIIA
6e3npobIeMHOTO NPOTHIAHE Ha yueOHHMsS HpOLEC. MudopMaIOHHATA nHdpacTpyKTYpa Ha
YUHITHILETO TpsiGBa fa Gbae 3amuTeHa OT BELHIIHM aTaK| Ype3 M3MoJI3BaHe Ha ,,yMHE" GUITPH U
CIMCHIIM 33 KOHTPOJI Ha I0CThIIA.

3abIKUTETHO CIIE/1BA 1d GwaaT akTuBUpany GuiTpu 3a HEIOAXO/IANIO0 ChABPKAHKC (nacuime,
noprorpadus, 3ajaranus, TOpEHTH 1 APYTH) IIPH TPBOHAYAIHO KoHdurypupane sa 06opyBaHETO.
[lo mpeleHKa Ha Y4HJIHIIHATA oOImHOCT, KaKTO H 33 yloBIETBOpPsBAHE HA obGpa3oBaTeIHuTe
0Tpe6HOCTH Ha YICHHITHTE MOTaT /13 ObaT HalaraHi PECTPHKIIH 34 JOCTBIT [0 COTIHATTHH MPEKH,
CTpHMIMHHT, HTPH ¥ JPYTH.

IIpu BB3MOXKHOCT 3aIMTHATA XapyepHa CTeHa 1a 6be Taka KOHQUTypHpaHa, 9e 1a 3alIUTaBa
4 ChlIECTByBaliaTa JOKalHa Mpexka B yUMIMINATA, KOMTO A uMaT wu3rpajeHa, ¢ OrIeH
Le1echoOPa3HOTO | MBJIHOICHHO H3TOM3BAHE HA PA3XOMTE 32 THICH3A K 000py/BaHETO

Tps6Ba Ja MMa BB3MOKHOCT 3a 3alATA HA CHIICCTBYBAIIH B yauamara web u TIOIIEHCKH
CHPBBPH, 33 KpUITHpaHE Ha KOMYHHMKAIMATa M TyHCIHA CBBP3aHOCT KbM PErMOHANHA WU
[IeHTpAJTHA TOUKA.

ABTeHTHKANUA
3a yueHHIUTE H yUIUTENHTE TpsibBa 12 € yIEeCHEHO BPB3BAHETO KBM YUMIHIHATA MPEXKa ChC



cOBCTBEHH MOBGMIHM YCTPOMCTBA, MOCPENCTBOM JIOTHH CTPAHUIA, cepru(uKaTH, aBTOMATHIHA
uaeHTH(QUKALNS Ha YyCTPOHCTBA.

Kananurer Ha Mpexara
MOGHIIHHTE YCTPOMCTBA Ca BCE MO-0CTBIIHHA  C TOBA KOHIIEMIUATA 38 HOCEHE H ynorpeda Ha

COBCTBEHH YCTPOMCTBA B YUU/IHINE H TION3BAHETO UM B yueGHHs IPOIIEC CTAaBa BCE MO-aKTyalHa.
[lopaau TOBa KIIOUOBO M3HCKBAHE KbM MpEkKarta € BB3MOKHOCTTa Jia Ce CIpaBsi C MHOIO
noTpeOUTE M CBBP3aHH KbM MpEXaTa, HaMHUpallli ce Ha CPaBHUTEJTHO MAJIKa TUIONL, CIIPABSHKH ce
¢ mpoGIemMu CBEP3aHH ¢ MHTEPPEPEHIIMS HA KAHATHTE. Pemenuero TpsAGBa Ja npejuiara HAKOIKO
KOH(UIypaIuy 3a KaHaTH W IOKPHTHA, 32 Ja Ce ONpOCTH HHCTAJAUATA KOJIKOTO € BBE3MOXKHO
[oBede, HO 3ama3BaiKM CErMEHTHPAHETO Ha Tpapuka, OEKMYHMTE BBIMOKHOCTH H
IPOM3BOAUTETHOCT.

M3HcKBAHMSTA 32 MOKPHTHE HA 0e3KHYHATA MpEkKa
Mpexara TpsGBa /1a MpejUIara IOKPUTHE BB BCHIKH ¢TaM, B KOMTO Ce MpoBekaa ydeOeH

porec.

KayecTBo Ha YCJAYIHTe

VyeGHMAT mpotiec He TpsAOBa [1a ce HaKbCBA OT HCHAACHKIHA mpexa. Tpsabsa a ce OCHIypH
HY)KHATa CKOPOCT ¥ CTA0MIIHOCT, 32 1a MOXKE y4eOHHUAT IPOIIEC /12 BBPBU IJIA/IKO.

PemeHuero na no3BoisBa AeGUHHPAHETO HA TPYIH OT noTpeGUTENN U NPaBUia 33 TEXHHA
JIOCTBIL.

Cpul0 Taka pelieHHeTo TPsAOBAa Ja paspemiaBa ONPEICIAHETO Ha HOJMTHKH CIPAMO
YCTPOHCTBOTO, KOETO Ce € CBBP3aII0 U AIUTHKAIMHTE, KOHTO Ch3/1aBaT MPEXKOB TpaduK, a TaKa CHIIO
1 BB3MOXHOCTH 3a IPUOPUTH3HPAHE HAa PECYPCH.

Pemerueto TpsOBa 1a Obe MAKCHMAIHO I'BBKABO TPH METOLUTE 32 yIOCTOBEPABAHE, 33 Ja
MOJKE JIa Cé MHTErpUpa BbB BCAKAKBB THII MPEXOBH CPEIIH Ge3 Ia ce yCIOXKHABA MpoLielypara mno
no6aBsHe Ha MOTpe6UTEeNCKUTE TIPOGHITH, nebuHUpaHe Ha MOJMTUKHA W TAXHOTO yNpPaBJICHHE.

3a 7a ce OCMIypH IBUIOCTHA 3alMTa OT HEOTOPM3UPaH N0CTHIL 10 J0KamHaTa Mpexa, €
HeobOX0IMMO /12 Ce MOALBLPXKAT AcHUHHPAHH OT norpeduTENs CHTHATYPH K 6nokupané Ha ONUTU
3a CBBP3BAHE OT CTPAHA Ha CbPBBPH 32 YMPABICHHC H KOHTPOT (C & C cbpBBpH).

Heobxomumo e pemrenuero Aa npemiara Quality of Service (QoS) MONMTHKH, rapaHTHPAIIH
[IPHOPUTH3MpPaHeTO Ha TpadHKa. HanpuMep amKauu C TECTOBE H 3ajadd, MaTyph,
obpazoBaTenHu Bujea, yeOHHapH, KOH(EPEHTHH pasroopu, TpsdBa na Morar ja ce
MPHOPHTH3UPAT.

Mpe:xa
Mpexca'ra TpHGBa na npe,unara BB3MOXKHOCT 34 Ch3/1aBaHC Ha OTAEIHH Bnp'ryanﬂn MpE)KH 3a

NpPEenoaBaTeIuTe U y4CHHIHTE.

TpsabBa fa ¥Ma BB3MOXKHOCT 32 GenKUYHO CBBP3BAHE HA TOUKM 32 JOCTHII NMPH JIHMICA HA
KkabenHo Tpace (aKO YUMIMIIETO asiojiara ¢ HAKOJIKO CIpaj, MeXy KOWTO TakoBa Tpace €
HEBB3MOXKHO).



Iloozomoska obopyodsanemo 3a uszpaxcoane na eupmyanna wacmua mpedica (VPN) medsicoy
yuebHomo 3asedenue. u yenmpanna mouxa. Toea e e HeobxX00uMo 3a cevp3gane ¢ YeHmpanHuim
yenmwvp om oannu na MOH.

3a n1a ce ocurypu 6e3npoGIEeMHOTO CBBP3BAaHE C JIOKAIHMS OCTABYHK HA WntepHer u
HMIUIEMCHTAIUATA Ha YCTPOHCTBOTO, PENICHHETO TPAGBA /1a MOATbPKA Pa3THIHH IPOTOKOIH 33
MapuIpyTH3aLHs U 112 OCHI'ypsABa paboTa B pa3IndHH PEKUMH.

3a z1a ce ocurypu HempeKkbCHaTaTa paboTa Ha BPB3KaTa M B CHHXPOH C ILIaHa 33 H3rpax/IaHe
Ha CBBP3aHOCT 110 YYMIIMINATA, CIIC/IBA Jla CE TMPEABHIN BE3MOXKHOCT 33 M3MOJI3BaHe W OalaHc Ha
HAKOJIKO BEHIIMH BPB3KH. MpejkoBara cBEp3aHOCT 112 Ob/je peausupal ¢ MeIHH KabelH, KaTo ce
CrasBaT MaKCHMAJIHO JIOMYCTHMHTE IBJDKHHH 33 ChOTBETHATa Kateropus. KaGena 3a msrpaxiane
TpsibBa 1a uMa GabpuyHa, HEM3TPHBaEMa MapKUPOBKA Ha BCEKH METBD C yKa3aH IPOM3BOMTEI,
MCTPa’K, THIT U KaTErOpHs, 3a KOATO € CepTH(UIMpPaH. MUHUMATHHTE M3UCKBAHHUS 3a KabeabT ca

-na nokpusa Cat.5e, AWG24 (number of pairs 4)

Benyku kabennu tpaceta na 6b4aT U3BEIEHH B KOMYHHKAIHOHEH mkad. ChIus 1a OCHrypsBsa
BCHYKH BB3MOXKHOCTH (ILION, 3aXpaHBaHe, yIpaBJIeHHe Ha CPEIATa | JIP.) 32 [TACHBHHUTE €JIEMEHTH,
pasnonoxenu B Hero. B mkada na ce npensuam cBoGOAHO MSACTO 32 MOHTHpAaHe HA aKTHBHO
obopyzBaHe u OBICIIO pa3LIMPEHHE.

Mpe:xara na 6n1e obesnedena ¢ Komyratop(), OCHIYpsBaIll CBBP3aHOCTTA HA OE3KUIHUTE
TOYKH 3a JIOCTBII, KAKTO M TAXHOTO 3axpaHBaHe(PoE).

BL3MoKHOCTH 3a pa3sliHpeHne

/la ce npeBI/M BB3MOXKHOCT 3a pasiLUpPsIBaHE HA H3TPAJEHOTO PEIICHHE:

- JlobaBsne Ha HOoBH T/]

- [obapsue Ha HOBH OTpeOUTEH/yCTPOHCTBA

- YBenuyaBaHe Ha OPOS JIOTHYECKH MpEXKH

- Bw3mokHoCT 3a u3nonspane Ha VoIP tenedonn

- Cb3naBaHe Ha BHPTYalHH YaCTHM MPEXKH C MOBEYE OT €JHA TOYKA
(Zpyru yumiMIa, perHOHAIHH LIEHTPOBE M T.H.)

Tapanuus
I'apanTHpana ot npousBoAMTENsS HA 000pyABaHETO MHHMMYM 3 TOAMHH Ha XapAyepHHTE

KOMITOHCHTH.

Oo6vuenue
HocraBunnure Ha yciyrata ga MPENOCTABAT HAa JIMLIATA B YYHIHINE, KOMTO HMAaT

3a]IbJDKEHHETO 112 00y4aT, B MHCMEH BHJI PHKOBOICTBO/MHCTPYKIMS 3a YIIPABIICHHE HA MPEXKaTa,
B KOCTO Jia Ca yKa3aHH CTBIIKHMTE 3a OCHOBHHMTE JECHHOCTH — CMAHA Ha Maponu, 100aBsSHE WK °
3abpansBaHe Ha (QYHKIIHOHATHOCTH, N00ABAHE WM M3KIIIOYBAHE HA MOTpeOUTENH, BEBEXKIAHE HA
PECTPHKIIMH 33 JOCTBII O CAHTOBE ¢ HETIOAXOAIIO ChABPIKAHUE U JIP.



3a4b/IKUTENHN MUHUMANHU U3UCKBAHUA KbM KOMMNOHEeHTUTE Ha apXUTeKTypara

HaumeHoBaHue

MUHUMaNHKU TEXHUYECKH XapaKTepuCTHKM

3awmrTHa creHa (NGFW)-
man 1

*(3a yumnuwa, B Kouto
NOKPUTHMETO Ha CTawuTe,
IMOXe Aa ce ocurypu ¢ Ao
6 TOYKM 3a gocTen)

*  MuHumym 4 LAN u 2 WAN nopma

* Bcuyku nopmose da ca RJ45,10/100/1000T

* [lponyckamenHa cnoco6HOCM HA 3aWUMHAMA CMeHa - MuHUMyM - 1 Gbit/s cvanacHo RFC
2544 (1 518 6aiimosu UDP nakemu)

* |IDP nponyckamenHa cnoco6Hocm (¢ KOHMpon Ha npunoxeruama) - MuHumym 150 Mbps

* AHmusupycHa nponyckamenHa cnocobHocm - muHumym 90 Mbit/s

* VPN nponyckamenna cnocobHocm - munumym 180 Mbit/s

* KoHKypeHmHu cecuu -100 000

* Bwamowmrocm 3a ynpasneHue Ha Gesxu4dHu movKu 3a docmun (AP) - MUHUMYM 6 AP

* Memodu 3a ydocmosepssaHe - local, RADIUS, AD, LDAP, TACACS+ Captive portal,
dsygarmopra aemenmurayus (SSL VPN, Mompe6umencku nopman, AdMuHucmpamopcku
nopmasn)

* 3awuma om npoHukeaHe - 10ddpbIKa Ha degpuHuparu om nompeGumen IDP cuzHamypu,
brokupaHe Ha onumu 3a cevpssare Kem Command&Control copevpu, DNS, AFC u firewall

e VYeb cuzypHocm:

- Bb3MOMHOCTM 30 2bBKABU NMOAUMUKU Ype3 npedynpexcdeHue, 3a6paHU, paspeweHua no
npomoxonu, pazauyHu dedicmeus 3a HTTP u HTTPs, 6asupaHu Ha nompe6umenu, 2pynu,
epemesu UHMepaanu u Keomu

- GHMUBUpPYCHA 3aWuma - nocew,asaHe Ha 3apaseHu calimose, usmeznaHe Ha 3apa3eHu
thatinose, 6nokupare Ha ghalinose, koumo He Mozam da 660am CKAHUPAHU
*  CueypHocm Ha eneKMpOHHAMA MOWGE - GHMUCAAGM U QHMU QUWUHZ 3aWuma,
unmpupare Ha melinu Ha 6a3a NPosepKa Ha CbObPHAHUE, nposepka Ha Knovyosu Oymu,
npoeepka Ha npuka4eHu ¢aiinoee, cKAHUPAGHe 3a 8Upycu 8 npukayeHu ¢aiinose 3a SMTP,
POP3, IMAP
®  3gwuma u KOHMPOA Ha NPUAOHEHUA
*  3awuma Ha web cbpsbpu (WAF)
. Mpexosa sbamoxHocmu:

- UHCnekmupaxe Ha nakemu - ,,0b160K0" UHCNEKMuUpaHe Ha nakemume

- mapwpymusayua - CmamuyHu, Dynamic - BPG, OSPF, RIP,

- @b3Mo}HOCm 3a paboma 6 pasauyHu pexcumu - Bridge - mparcneparmen (STP, ARP u
VLAN forwarding), Router - gateway

- Virtual Private Networks - VLAN

- noddpuwicka Ha DHCP - Server u Relay

- Mpeseryus Ha amaku 3a omkas om ycayau - DoS, DDoS u portscan

- ynpaeneHue Ha mHoxcecmeo WAN epwvaku - Failover/ Loadbalance ¢ pasnuvna
mexcecm,

- 8b3MOMHOCM 30 ABMOMAMUYHO MPeBKMoY8aHe

- nmpuopumu3ayusa Ha mpaguka - Quality of Service (QoS), keomu

- Voice over IP (VoIP) onmumu3zayus - Real-Time

* BuptyanHu mpexu VPN Otaaneyenu notpebutenu -SSL, IPsec, L2TP, TLS, DES, AES

* BupTyanHu mpexu VPN Site to Site:

- SSL - RDP, HTTP, HTTPS, SSH, SMB, VNC
- IPsec - IKEv1 u IKEv2 - X.509 cert. u PSK
- GRE

- TLS

- DES

- AES




e YnpaeneHue u AOMUHUCMPAYUA

- :Ye6 uumepgpelic, command line (CLI), koH30neH nopm

- HHecmpymeHnmu 3a duazHocmuka - Packet Capture, epagpuku

- BwamoxHocm 3a ueHmpanu3upaHo ynpasneHue - 06na4yHo 6a3upaHo
= Bwv3amoxtHocm 3a uHmez2pauyus ¢ dpyau ycnyau - API

e B cnyyaume, Kozamo 3aujumHama cmeHa u3uckea aboHameHm 3a onpedeneHu
(pyHKYUOHAAHOCMU, U3UCKEaHU KAmMo MmuHumanuu, aboHamenma mpabsa da nokpuea
MUHUMYM 3 200uwWweH nepuod!

3awmtHa creHa (NGFW)-
TN 2

*(3a yumnuwa, B KOUTO 33
locurypsAiBaHe NOKPUTUETO
Ha craure cal
Heob6XxoauMM Hag 6 TOUKH
3a gocTbn)

J MuHumym 4 LAN/DMZ nopta, 2 WAN nopra, 1 LAN/WAN/DMZ koHdurypupyem nopt

. Bcuukm noptose ga ca RJ45, 10/100/1000T

o MponyckaTenHa cnocobHOCT Ha 3alUTHaTa CTeHa - MUHUMYM - 1,9 Gbit/s cbrnacHo RFC
2544 (1 518 baitroeu UDP nakeTu)

. IDP nponyckaTesniHa cnocobHOCT (C KOHTPOA Ha NPUAOKEHUATA) - MUHUMYM 650 Mbps

. AHTMBMPYCHa NponyckaTenHa cnocobHOCT - MuHMMYM 500 Mbit/s

° VPN nponyckatenHa cnocobHocT - MuHumMym 500 Mbit/s

. KoHKypeHTHU cecum - 200 000

. Bb3MOXHOCT 3a ynpaBneHue Ha 6e3:KuuYHM TouKKM 3a focTon (AP) - muuumym 20 AP

o MeToau 3a yaoctosepasaHe - local, RADIUS, AD, eDirectory, LDAP, TACACS+, Captive
portal, asydaxktopHa asteHTMKauua (SSL VPN, MoTpebuTtencku noptan, AOMWHUCTPATOPCKK
nopran)

. 3awmTa OT NpoHWKBaHe - NOAAPBIKKA Ha AedpuHMpaHu oT notpebuten IDP curHatypu,

6nokupaHe Ha oNWUTY 3a cBbp3BaHe Kbm Command&Control cbpabpw, DNS, AFC u firewall

. Yeb curypHocT:

- 8b3MONCHOCM 30 2bBKABU NOAUMUKU Ype3 npedynpexcdeHue, 3a6paHu, paspeweHus no
npomokonu, pasnu4yHu delicmeua 3a HTTP u HTTPs, 6asupaHu Ha nompebumenu, 2pynu,
epemesu UHMepsanu u Keomu

- GHMUBUPYCHA 3aUjUMa - NOCeWa8aHe Ha 3apa3eHu calimose, usme2naHe Ha 3apaseHu
¢halinose, 6nokupaHe Ha galinose, koumo He mozam 0a 6v0am CKAHUPAHU

. CUrypHOCT Ha eNeKTPOHHaTa MOl - aHTUCNAaM WM aHTW GULLKMHT 3awmTa, GUNTpUpaHe Ha
melinn Ha 6asa npoBepKka Ha CbAbpiKaHWe, MPOBEPKa Ha KAYOBM AYyMW, NpoBepKa Ha
npukayeHu ¢ainose, cKaHUpaHe 3a BUpYCH B NpuKadveHu ¢ainose 3a SMTP, POP3, IMAP

. 3alinTa U KOHTPOA Ha NPUNOXKEHNA
. 3awwTa Ha web cbpebpu (WAF)
. MpenoBa Bb3MOMXKHOCTH: z

- uHCneKmMupaHe Ha nakemu - ,0b160K0" UHCNeKMUpPaHe Ha nakemume

- mapwpymu3sayus - CmamuyHu, Dynamic - BPG, OSPF, RIP,

- 8b3MOMHOCM 3a paboma 6 pasnuYHU pexumu - Bridge - mpa+Hcnepanmen (STP, ARP u
VLAN forwarding), Router - gateway

- Virtual Private Networks - VLAN

- noddpvyka Ha DHCP - Server u Relay

- npeseHyuA Ha amaku 3a omkas om ycayau - DoS, DDoS u portscan

- ynpasneHue Ha mHoxcecmao WAN epb3ku - Failover / Loadbalance ¢ paznuyHa mexcecm,
- 8b3MOMCHOCM 30 ABMOMAMUYHO NPEBKAY8aHe

- npuopumu3ayus Ha mpaduka - Quality of Service (QoS), keomu

E Voice over IP (VolP) onmumu3sayus - Real-Time

. BupTtyanuu mpexun VPN Otganeuenm notpebutenm -SSL, IPsec, L2TP, TLS, DES, AES
° BuptyanHu mpexxu VPN Site to Site:

- SSL - RDP, HTTP, HTTPS, SSH, SMB, VNC

- IPsec - IKEvl u IKEv2 - X.509 cert. u PSK

- GRE




T
- DES
- AES

* YnpaBneHue U agMUHUCTPaLUA:
- Ye6 unmepgpelic, command line (CLl), koH30neH nopm
- MHcmpymeumu 3a duazHocmuka - Packet Capture, 2paguku
- BwamoxcHocm 3a paboma 8 knbcmbp - High Availability (Active - Active, Active - Passive)
- Bw3amoxHocm 3a yeHmpanu3upaHo ynpaeneHue - Obna4yHo 6a3upaHo
- Bw3mMoxcHocm 3a uHmezpayuA ¢ dpyau ycayau - API

* B cayyaume, Kozamo 3aujumHama cmeHa u3uckea aboHameHm 3a onpedeneHu
I:yunquonanuocmu, U3UCKBAHU KAmo MuHumanHu, aboHamewma mpsabea Oa nokpusa
uHumym 3 200uweH nepuod!

Touka 3a gocTen *  MuHumym 1 nopt 1 Gbit(PoE)

e CKopocT Ha TpaHcdep Ha AaHHU - MUHUMYM 300 Mbit/s Ha 2.4 GHz + 800 Mbit/s Ha 5 GHz

* [lopabpxaHu npotokonm IEEE 802.11a/b/g/n/ac

¢ [opapbrka Ha MUHUMYM 2x2 MIMO

* [lopapbxka Ha yectotute 2.4 GHz u 5 GHz,

¢ [oanpbHKa Ha MHOMXecTBO SSID - MUHUMYM 8

* [Mopapbrka Ha 802.1x u RADIUS aBTeHTMKauumA

* [lofapbiKKa Ha ynpasneHWe OT KOHTPO/Iep C aBTOMaTU4HO OTKPUBAHE, aBTOMaTUYHO
3apasaHe Ha IP agpec, orpaHuyeHne Ha 6poi KNMeHTH, orpaHuyYeHne Ha Tpaduka

* [loaapbKa Ha UHTenureHTeH poymunr 802.11k, 802.11v u 802.11r

¢ Pabota npu Temnepatypwu ot 0 ao +40 rpagyca

¢ Bb3MOXHOCTM 3a YAOCTOBEPABAHE W KpUNTMpaHe Ha 6asata Ha WPA/WPA2-PSK/WEP

* Bb3moKHOCT 3a ygocToBepasBaHe no MAC agpec v yaocToBepsABaHe npes nopran

Ynpasnaem PoE| * MuHumym 8 nopta (10/100/1000 GbE, 802.3at/af PoE+)
KOoMmyTaTop * [lpousBoguTenHocT - MuHumym 10 Mpps

* [loaapbrkKa Ha Jumbo Frame - MuHumym 9 K

* MAC agpecu - MUHUMYM 8 K

* PoE 6rogxeT, 06wo - MuHUMYM 70W

* [logopwbika Ha VLAN

KomyHUKaLMOHEH * MUHMMaNHW pasmepy Ha KOMYHUKaLMOHHUA WKad - MuH. 9U ¢ abnboypHa 450mm
wrad

Hgannna 34 H3IThJIHEHHE:

» Pemenuero TpsidBa Ja BK/JIWYBA [J0CTABKA, MOHTAX, WHCTAJHpPAHEe H NbPBOHAYAIHO
KoHuUrypupane na obopyaBanero.

» Ilpn BBL3MONKHOCT 3aIMTHATA XapAyepHAa CTeHAa Ja ObJe TaKa HHCTAIMPAHA H
KOH(QUIypHpaHa, Ye A 3aI[MTABA H ChIIECTBYBANIATA JOKAJIHA Mpexka B YYHIHIIATA, C
orjel 0eaecboOpPa3’HOTO M IBLJIHOLEHHO H3MOJ3BAHE HA Pa3XoAMTe 32 JHIEH3H H
oGopynBane.

» IlbpBonauannaTa KOHGHUIypanus cjieBa Ia BKJIIOYBA KATO MAHUMYM Ch3afeHn 4 THna
norpeduTenu - (IlpumepHo - aAMHHHCTPATHBHO yIPaBJIeHHE, YIHTEIH, YIeHHIIH H FOCTH),




¢ pa3InYHHU MpaBa.

» 3alb/UKHTENHO A2 6bIaT AKTHBHPAHH (QHITPH 32 HEMOAXOAMAIIO ChbAbpPXKaHHe (HACH/IHE,
nopHorpadus, 3ajlaranus, TopeHTH H Apyru). Ilo npemenka Ha yYwJIHIHATA OOLIHOCT,
KAaKTO M 32 YI0BJeTBOpPSABaHe Ha 00pa3oBaTe/JHHTe MOTPeOHOCTH HA yYeHHIIHTE MOraT J1a
0bJaT HAJMAraHH PeCTPHKIHH 3a JOCTBI A0 CONHAJTHH MPEeXKH, CTPHHMMHI, HIPH H
APYTrH.pUATPH 32 ChABPKAHHE M TPHOPHTH3HPaHe Ha Tpaduka B 3aBHCHMOCT OT
KOHKPETHHUTE HYXK/IH.

» HamsicTo ciieiBa 1a ce H3BLPIIH 00yYeHHe HA MHHHUMYM eIHH CJIYKHTEI HA Bh3JI0KHTEIs.

> JlocTABYMIHTE HA YCJAYraTa NpeJOCTABAT HA JHIATA B YYHIHIIE, KOHTO HMAT
3aJbJIKEHHETO Ja 00y4aT H HA JHPEKTOPAa PBKOBOACTBO/HHCTPYKLMS 32 yNpaB/JeHHE HA
MpekKaTa, B KOETO /1a ¢a YKA3aHH CTBhIKHTE 32 OCHOBHHTE JeHHOCTH (CMSIHA HA MAPOJIM,
Jo0aBsiHe HJIM M3K/JII0OYBAHE HA NMOTpPeOHTeN M, BbBeXKAaHe HA PeCTPHKIMH 32 AOCTHI 10
caTOBe ¢ HEMOAXOAALIO ChbALPKAHHE, IPHOPHTH3HPaHe HA TPaduKa U Ap.).

Yuununiara, onpenenenu u yrespaeHd or MOH creziBa a W3KCKar Mo KOHKYPEHTHA MpOIEAypa
odepTH OT TOCTaBYMIH, KOHTO A2 ChOTBETCTBAT HA 3aIb/UKHTEIHHTE MUHHMAIHH H3MCKBAHHSA 32

H3rpaxaaHe Ha Oe3KUIHI MPEXKH.

M3nbaHuTeNs, 10 KOHTPOJIA HAa BB3JIOKHUTENS, ClIe/iBa a OCHTYPH ONTHMAJHOTO pa3Xo/BaHe Ha
NOTY4€HOTO (PMHAHCUPAHE.

Ha onnaitn mnardopmara Ha MOH 3a HanmmoHamHHM NpOTrpamMH 3a pa3sBHTHE Ha 00pa30BaHHETO
(https://np2018.mon.bg) — ,,M3rpaxkaane u pa3BuTHe Ha GE3IKHUTHH MPEKH 38 HY)KIHUTE HA ABPKABHHTE H
obmmHcky yaumma 3a 2019 r. —- HAYAJIHM U OCHOBHU YUYMUJTUII[A® mupexTopHTe Ha yUUITHINA

MoJaaBaT 3asBKa 3a INPOBCPKAa Ha CBOTBECTCTBHETO Ha onbepnpaHOTo 060py1113ane C MHHHMAIIHHUTE

TeXHUYECKH H3HCKBAHHA.

Cnen mpukiIrouBaHe Ha JeHHOCTHTE mMo m3rpaxaane Ha WiFi, Ho He mo-kscHO oT 31.07.2019 r.,
JUPEKTOPUTE HA YYHIMILATA NPHKayaT B miardopMmara pa3xoJ0OoNpaBIaTeleH NOKYMEHT H IpPHEMO-
IIpeJaBaTelieH MPOTOKOI. B mpoTokona H3pHYHO TpAOBa J1a € YIIOMEeHAaTO HMETO Ha IMOHE €HH CITYKHTEN
OT YYHJIHIIETO, KOHTO /12 € 00y4eH 3a paboTa ¢ NpeIoKeHOTO PelieHHe U a ObJaT BIMCAHH CePUIHHUTE

HOMCEpa Ha JOCTaBEHAaTa TEXHHUKA.



