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I. OcuoBuH e na Impasiinara sa Oe301macHoCT B KOMITIOThpHATa MPCIKa:

® [dpaHTHpart npaBoTo Ha OCTCT 0.’)"~IL’H HIIMTE Ha JO0CTbIT 10 NOAXO0/s11a H][(])()D]\'IHU,HQ H
MATCPpHAIN B MpeikarTa,

® OCBUHICCTBABAT IPEBCHINA H CHHTEC3WPAT HA €IHO MACTO HH(]]OpMﬂLLI-iHTEi 34
ONAaCHOCTHTC B MHTCPHET,

¢ NPCAOCTABAT KOHKPCTHH HACOKH 34 3aKpHJia Ha ACTETO H 0e30racHo HOBEJICHHE B
KOMIIOTBEPHATA MPEKa B JACTCKATa TPa/IMHA U B YUHJIMIIE H B MHTEPHET,

® ﬂOHOﬁpHBaT KOOPJHHAIHATA U OTTOBOPHOCTHTE HA y4aCTHHLHUTE W/MIH BCHYKH
3AHHTCPECOBANH CTPAHH.

Coraacno ui. 18, 1. 1 n 2 or Konsenuusita na OOH 3a npaBara Ha JeTeTo.,
POAUTEIUTE UMAT MBPBOCTEIICHHA OTIOBOPHOCT 3a OCHTYpsiBaHE BUCLIMTE HHTEPECH Ha
JETETO Jia ObJaT NbPBOCTENEHHO choOpakenue. PouTenure nitn, criope ciiydas, 3aKOHHUTE
HACTOMHUIIM, MONCYNUTETH UIIW JIPYTH JIIA, TPH KOMTO JAETETO € HACTAHEHO, HOCAT
OTIOBOPHOCT 3@ OTIJICXKAAHETO U PA3BUTHETO Ha JIETETO.

Jbpxasata, upes HeliHUTE Opranu, TPAOBA A NpenpUeMe NOAXOMSIIN CTHITKH, 32 Jia
NOAKPEenyu pOAUTEIATE MPH H3ITBIHEHHETO HA TEXHUTE OTIOBOPHOCTH. AKO HIKOM POJIHTEIIH
HE MOTraT | Ce 3aTPY/IHABAT, TO B TE3H ClIyYaH ce HaMecrar OTTOBOPHHTC IbpyKaBHH
HHCTHTYIIHH, 334 /1a OCHTI'YPAT CHIa3BaHETO Ha IMpaBaTa Ha JIeTeTo H 3aJ10BOJSABAHCTO Ha
HCTOBHTC HYWKIIH. 3&1}_’[’]1.'11}1{6]-11’16 Ha ObpiKaBaTta ¢ OCUTYPABAHC PA3BUTUCTO HA HHCTHUTYIIHH,
3aBCJ/ICHUA M YCIIYTH. B tasmn BPB3KA poJiATa HA 06[)213033'["0."[1'1”'1‘6 HHCTHTYIIHH €
H3KJIFOUMTEIIHO BakHa U KitodoBa. Te Morar /1a nonpunecaT 3a 00y4eHHETO W TIPEBEHIHATA
Ha PUCKOBETE HE CaMO Ha JIeLaTa, HO ¥ Ha POJIUTENINTE, KaTo 110 TO3M HAYHH MOTAT JIa UMaT
JBOITHA 10JI3a 3a Jienara. B Tasu nmocoka HacTOAIMTE MPaBWIIA, J1aBAT OCHOBHH MO3HAHKS 3a
OIACHOCTUTE, KOWTO KPHE BUPTYAIHOTO IIPOCTPAHCTBO C [eJT OCHTYPSBaHe 3aKpujara Ha
JIETETO OT BPE/IHM 3a Hero nH(OpMaLHs, MAaTePHAITH U KOHTAKTH.

I1. OcnopuuTe NpHHIMNNT 32 paboTa B KOMIFOTEPHATA MPeka B ICTCKA I'PaIMHA 1
VUUIIHUILE ¥ B MHTEPHET ca:

1. PaBen 1ocTh Ha BCHUKH JIela M YUSHHIH;

2. 3amuTa Ha /Ieuarta v yYeHHIHTE OT BPE/IHO HIIA HE3AKOHHO ChIIbPIKAHHE K
uH(OpMaIKs KaTO: CAMOHAPaHABaHE, ThPIOBHUSI C HAPKOTHILK, Xa3apT, pONaranjMpase Ha
BPC/IHM M OITACHH HABHLIN M JICHCTBUA KAaTO aHOPEKCHs, Oynumus, nopHorpadus, Toliepupane
Ha pa3inyHy (POPMHU HA HACHIIME. TTPOTOBS/IBAHE HA TEPOPHIBM, ETHHYECKA H PEIUTHO3HA
HETOJIEPAHTHOCT. CAaMOYOHHCTBO H JIp.;

3. 3auuTaHe M 3alIUTA HA IMYHATA HETIPUKOCHOBEHOCT

4. IloaroToBKa M KOHTPOI Ha Jielara 1 yUeHHUIUTE 3a 5e30MacHO W OTIOBOPHO
NOBEJICHUE OHTIANH;

5. ChTpyAHMYECTBO B JIyX HA TOIEPAHTHOCT U JIOOPOHAMEPEHOCT MENTY JAeTCKATA
rpaavHa/yuuJIMIIEeTO U POAUTEINTE/HACTOHHHIINTE.

HOE\‘II’IIOT”b]]HElTa Mpe&a B JCTCKa I'pa/iMHd U YUHITHUIIIC CE W3I110J13BAa B
NEAArorH4ecKuTe CHTYan 1 y49eOHH JacoBe camo 3a odpazosarennu uein. L{smara Mpexa
00XBallad KOMIIOTPHTE, CBBP3aHH ¢ KaOeIHH M/MJIK OE3)KHIHH BPH3KU, CATYHPAHH B
KOMITIOTbPHUTE KAOMHETH, 000PYABAHH KITACHU CTaM ¥ aIMHHMCTPATUBHUTE MTOMEIIEHUS Ha
oOpasoBaTenHaTa MHCTUTYLMA, KAKTO M yCTpoiicTBaTa (IIEPCOHAIHN cMapThOHHU, JAITONH U
TabaeTH) ¢ 6e3KUYEH JOCTBIT IO HHTEPHET.

Jleuara i ydeHHIHTE UMAT NIPABO HA:
1. Pagen gocten 0 Mpekata Ha oOpazoBaTellHATA MHCTHTYIHS, ¢ HM3KIIOUEHHE Ha
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KOMITIOTPUTE B aIMWHUCTPATHBHUTE TIOMELLIEHHUS,

2. PaGora ¢ ycrpoiicTBara (KOMIIOTPH, Nanrony u TabieT) B Mpexkara ¢ mojKpenara Ha
11€/1IarOrHYECKH CIICIHAIMCT.,

3. OBydenue 3a Oe3omacHO W OTFOBOPHO IOBEJACHUEC B Mpexara Ha oOpasoBateiHata
VMHCTUTYLMA U B UHTEPHET.

4. Mudopmannsg 3a npasusiara 3a pabora B Mpekara.

5. Curypna nugposa cpejla B JleTCKaTa rpajuHa 1 YIUIHIIETO.

6. [omsBane Ha MoOMIHMTE CH YCTpoHcTBA M3BBH YUeOHMs Ipouec (movuBKara u
MEH/YyHacuaTa), a Npu U3pHYHO YKa3aHWe HA yyuTesl — M B y4eOHMs uac/mefaroruueckara
CHTYaUMs 3a neimTe Ha yueOHus rnpouec.

BAJKHO! [TpaBunara 3a 6e3onacHa pabora B MHTEPHET, KOMTO JeNaTa U YYCHUIHTE
ca 3a/lb/IKEHH /12 CMa3Bar. ce NOCTABST HA BH/HO MSCTO B 00pa3oBaTe/THATa HHCTHTYLIHA.,
KAKTO M B KOMINIOThPHHTE KaOMHETH. Taka H Ha caliTa Ha JieTcKara rpajnHa/yuniuniiero. B
HA4al10To Ha ydeOHaTa rojiMHA MO MOAXO/I1IL HAYHH BCHYKH JIC1a H TEXHUTE
POAMTE/IM/HACTOHHALM/ TIONCUHTENM Ce 3aro3Hasar ¢ Tax. [legaro3ure nepuoanuHo
HAIIOMHST 3a TAX M 33 CUI'YPHOCTTA B HHTEPHET B MOAXOASAIIH (POPMH U JICHHOCTH, B KOHTO C€
BKJTIOUBAT JICHaTa/YUCHUIIUTE U POAUTEIUTE UM.

JAupekTopbT Ha JIeTcKaTa rpaIuHa/YIuIHIIEeTO:

1. Opranusupa AeiiHOCTTa 110 U3NBJIHCHUETO HA TE3W MpaBWiia, W OCHIypsBa
J0OCTHIT 10 KOMITIOThHPpHATA MPCiKa. Ed)CKTHBEH H NMOCTOAHEH KOHTPOI, MIaHupaHeTo Ha MEPKH
O OPra’Hn3annaTa 3a Clia3BaHe Ha IMpaBHIIaTa 3a paﬁo*ra’ra Ha Jaciara ¥ YYeHHLUTE B Mperara
H 34iHTd OT BPEAHO HITH HE3AKOHHO CBABPYKAHHE B HHTCPHET.

2. OcurypsBa 1pu  TEXHHYCCKAa BB3MOKHOCT TpOCIesBaHe Ha Tpaduka.
OCBIUICCTBABAH 4pC3 Mpoykara Ha quams&rennara HHCTHTYIIHA.

3. ITpu koncratupane Ha caydyan Ha KHOEPTOPMO3, HE3aKOHHO ChAbPKAHHE H
TIOBE/ICHAE B Mpekara Ha oOpazoBare/iHaTa WHCTUTYIIHS W/HIH B HMHTEPHET YBEJIOMSBA
HesabaBHo KommereHTHure oprann — Jupexkumug Couaino noamomarase™, 10
MecronpebuBasatde Ha JeTeTo u [ 71aBHa qupexnus . bopba ¢ opranuzMpaHara nmpecTbHOCT
criennanuzupanuat ortaen . Kubepnpecrenuoct™ va MBP. B 1e3u ciyuan okassa HYKHOTO
CB,E{BFICTBHE Hd KOMIICTCHTHHTE Opraid ¢ 1LE]l YCTAHOBABAHC Ha HW3BLPUIMTEIIHTE W
MpcanpueMa MCpPKH 3a l'lpDTHBOI{CﬁCTBHE H IpeMaxBaHe Ha CbOTBETHOTO CHLALPWKAHHE OT
MpeiKaTa Ha Oﬁp&.’iﬂB&'l'E‘ﬂHaTa HHCTHTYLHA. Mosxe Jid MOJyHaBa 1 KOHCYJITaHTCKa IMoMOIIl OT
Hauunonannus HEHTBP 3a Oe3onacen HHTCPHET.

4. Opranysypa B Ha4aJl0TO Ha BesAka yueOHA roauHa 3ano3HaBaHe Ha Jenara u
YUEHHLIUTE U POAMTENNTE/HACTORHMIINTE ¢ npaBuiaTa 3a GezonacHa padoTa B MpeKara.
3 Ocurypssa OTTOBOPHO Jinle (CAYKHTEN WM HACT BHHIICH CHELUAIINCT), KOETO

Ja H3lbliHaBa q_)_\’H KIMHTE Hd CHCTCMCH &JIMAHHCTpATOP.

Yuureimre, nearorH4ecKuTe CelHaIinceTi 1 pPhKOBOANTE/IHTE N0 HANPABJICHHE
HUKT ca nnniknu na:

. Pasacugsar npasunara 3a 0e30MacHO ¥ OTFOBOPHO MOBeJEHHe Npu pabota B
MpekaTa Ha o0pa3zoBatTe/HaTa MHCTUTYIIMS U B HHTEPHET.

2. OcwbluecTssBat NOCTOAHHO HabIK/IEHHE H KOHTPOJI BLPXY paboraTta Ha jenara u
VUEHHLIHTE B MpeskaTa Ha oOpa3oBaTeIHaTa HHCTHTYLIHS B Y4COHO Bpeme.

3. [lpeanpuemar nezadaBHM MEpPKH 3a MPEYCTaHOBABAHE HA JOCTHIIA HA jelard W
YUEHHULINTE JI0 HE3aKOHHO U BPEJHO ChIAbpIKaHHe B MpexKara.

4. VYpenomssar He3adaBHO JMPEKTOpa Ha J€TCKaTa rpaguHa/yYUWIHILETO I1pH
HapyllasaHe Ha NpaBuiIaTa, cvuyan Ha KMOEPTOPMO3 HIIM NPH YCTAHOBABAHE HA
HE3AKOHHO W BPE/IHO ChIbPIKAHUE WK TOBE/ICHUE B MpesKaTa.

5. Oxaspar nojkpena Ha /Jeia M YYEHHIH — O0EKT Ha KHOEpTOpMO3. upes3
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6.

I'LPBOHAYANIHA TICUXOIOTHYEcKa MOJKPena oOT YUWIMIHHUS TICUXOII0r, upes3
pasroBop OT cTpaHa Ha Mexaror B JleTcKata TIpajMHa 3a CHUKABaHe Ha
HAIPEIKEHHETO Y JIETETO.

Curnajamsupar npu Heodxoaumoct Jlupekumns ..CounainHo nojamnomarate™ 1o
MECTOKMBECHE Ha JICTCTO/YUCHHKA ¢ LE] OLCHABAHE Ha HY’k/aTa OT HacouBaHe
KbM COLMATHM YCJIYTH 3a OKa3BaHE Ha MOC/Ie/Balla nojikpena.

CuereMHuUsT AAMHHHCTpATOpP (CJT)")KHTEJ] B 06]33'30881‘9I1Ha'1'ﬁ HHCTHTYHHA WKW HaceT
BLHIICH CNEIHAIIACT):

1.
2

(8]
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Ocurypsa odmata 6e3onacHoCT H GYHKIMOHATHOCT Ha MperKara.

IIpemnara v npunara MEPKH, OrpaHdyaBalli J0CThIA Ha JenaTa i YYeHHLUTE J10
BPEIHO WIIH HE3aKOHHO ChABbPKAHME W 1IOBEJICHHE B HHTEPHET B ChOTBETCTBHE C
JeHCTBAIIOTO 3aKoHOAaTencTBO Ha Penybnuka beiarapus.

M3pbpiiBa nepHogHYeH Nperie/l Ha KOMIIOThpHATa Mpeka Ha obpasoBatenHara
MHCTHTYIIMS 32 HAJIMYNEC HA BB3MOJKHH 3allJIaxH ¥ PUCKOBE 3a CHIYPHOCTTa Ha
Jeuara 1 yueHuLuTe upu pabora B MHTEpHET.

Crnenun Tpaduka, OCBHIIECCTBIBAH Ype3 KOMIIOThpHATA Mpeska Ha oOpa3oBareHaTa
HHCTHTY1IUS.

[Ipeanpuema He3abaBHM MEPKM 3a MPEYCTAHOBSBAHE HA JOCTHIA HA JeHaTa W
YUCHHIATE /10 HE3aKOHHO W BPE/IHO ChALPIKAHHE B MpeKaTa.

YeaomsiBa He3a0aBHO JMPEKTOPA HA JIeTCKaTa rpajvHa/yuydIMuIeTo [PH cliydan
Ha KkuOepropmo3, HapyllaBaHe Ha TNpaBHiaTa WM [PH  YCTAHOBSBaHE Ha
HE3aKOHHO ChIBPXKAHUE WU [TOBEJICHHE B MpeKara,

CoaeiicTBa 3a yCTAaHOBABAHE HA M3BBPILATEIH HA KHOSPTOPMO3 H NpHIIAra MEpPKH
3a OrpaHUYaBaHE HA TAKWUBA CIY4YaH.

Poaurennre umar mpaBso aa:

1.

2

[Tonyuasar wmudopmanms 3a pHCKOBETE W 3anmaxurte 3a Oe3omacHocTTa Ha
TEeXHHTE JIea NPH paboTa B MHTEPHET B JICTCKATA I'PaJHHA/YUHINIIETO U BKBIIH.
bbar cBoeBpeMeHHO HHPOPMHUPAHH, aKO JIETETO UM € 00ekT Ha kubepropMos B
JleTcKaTa rpajuHa/yquiIMILeTo.

YuyacTBar CHBMECTHO C PBKOBOICTBOTO Ha oOpasoBarenHata MHCTHTYLHS Ipw
pazpeliaBaHe Ha BCEKH KOHKpeTeH mnpoliieM, CBbp3aH ¢ HapyllaBaHe Ha
[ipaBuiIaTa OT CTPaHa Ha TeXHMTE JIena.

YuacTBar ¢bC CBOM TPE/IOKECHUS B ONPE/ICISHETO HA MpaBHIaTa M MEPKUTE 3a
0e30MacHo U3IM0I3BaHE HA MHTEPHET B JIETCKATa I'PAIUHA/yHHIIHILETO.

[Tonyuyar mupopmanus 3a MHOOPMALHOHHO-CUTHAIM3ALMOHHN MJ1ATHPOPMU KATO
www.gdbop.bg:  www.cybercrime.bg:  www,spasidete.com: www.safenet.bg;

POJ],HTE.J]IITE HOCHAT OTroBOPHOCT 1a.

L o

[Tomornar Ha JACTCTO CH Ja M3rpaJili YMCHHA 3a OHJIalH oﬁm}-'naue u Oe3ornacHo
H30JI3BAHC HA HHTCPHET.

OcbIIECTBIABAT MOCTOSHEH KOHTPOJI 34 CHI'YPHOCTTA Ha JIETETO CH B HHTCPHET.
npOHBﬂBaT HHTEPEC KbM AKTHBHOCTTA HA NCTETO CH B MPpEKarTa, BKIIOUYHTECITHO H
CH3/1aBaHETO HA TPOQUIM B COMMHATHH MPEKH H PErHCTPallMd B CaWTOBE M

1 Or CTpaHa Ha oﬁpaz.osmenuam HHCTHTYLHA CEIBA Na Oboar npeanpueTH HeoOXOIHUMHTE NeiCTRIS poaHTENNTE
na ObJaT 3ano3HaTtH ¢ TEXHNTE npasa M OTTOBOPHOCTH W € NpasnjiaTa 3a Oesonacua paﬁm'a B HHTCPHET, KOWUTO
JCUaTa H YHCHHLUMWTE Ca 3a0bJJAKCHH Oa Cnaseat
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MOOHJTHHM TPHIIOKEHHS, KAKTO H /14 PassiCHAT MOCICACTBHATA OT Ch31aBaHETO
H/MITH pasnpocTpaHeHHETO Ha ONPE/C/ICHO ChIbPKAHHE,

[Ipu ycranossiBae, 4e J€TETO UM € JKepTBa Ha KUOEePTOPMO3, 1a CHTHAIM3UPAT Ha
orzen ..Kudepnpecrbngoct™ kbM I'naBHa nupexuus ,bopba ¢ opranusupanara
npectbeinroct”  (http://www.cybercrime.bg/bg), unu llerthpa 3a Gesonacen
unTepHer (hitps://www.salenet bg/), KakTto ¥ MOraT ja noThpcsaT ChAEHCTBUE OT
Jupekuus Conumanno mnoanomarade™ 1o MeCcTONKHBEeHe Ha JIETeTO ¢ 1ef
OKa3BaHe Ha [CUMXOIIOTHMYECKA TMOJKperna Ha jetero. B To3m ciayyail Tpsbea jia
3,'[3.emgnwsrr2 H AMpeKTopa Ha oOpa3oBaTe/lHaTa HHCTHTYINS.

CwXpaHsBaTt 3/IpaBeTo Ha JETEeT0, KaTo MpOoC/e/aBaT BPEMETO 3a W3IMOI3BAHE HA
HHTEPHET.

VpejomsiT ampektopa Ha oOpasoBatenHata MHCTHTYIHS, KOraTo MM CTaHe
M3BECTHO, Y€ JETETO UM € 00EKT Ha TOPMO3 OT APYro JETE, C KOCTO € B €AHO H
ChILO YUHIHUIE.

Karto nere W yuweHuKk CBM JTBXKEH Jfa Cria3eaM cCleJHUTe mnpasuiaa. Ako ce
3aTPY/AHABAM B TAXHOTO pazOMpane, MOra Jia 10/1y4a MoAKpena oT PpOANTEN WK OT YUUTell, 3a
j1a MH ObIaT 00SCHEHU:

¥

-2
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He papam sjmuna uudopmainus: ume, ajpec, mapola OT €JICKTPOHHA [Ola,
npoun B conmanHa MpeKa, JaHYeH  TteredonHeH  HoOMeEp., jeTcKara
IpaJInHA/yUHITHILETO, B KOETO yua.

He nasam mudopmaums 3a mecropaborara uim auueH u cinyxkeben tenedonen
HOMEP Ha POJAMTENMTE, HACTOHHMLUTE, OIU3KATE, NPUATEINTE, ChbYUEHHULIUTE U
no3HaTuTe CH 03 TAXHO pazpetieHue.

He manpamam v He Kausam oHJIaliH CBOM CHHMKH, Oe3 mpe/in ToBa 1a e o6ChlIeHo
H B3CTO PELICHHE C POAUTEIIUTE MHU.

He w3npaiiam 1 #e Kausam oHJIaiiH CHUMKH Ha NPUATENH, ChYYCHHIIH, POJIHHHH.
yuuTesH, ONN3KH, mo3sHaTH M ap., 0e3 npead ToBa Ma € 0OCHICHO C TAX., 4 B
CJIydauTe, KOraro Ceé Kacae 3a MOMW TIPHATEIH, ChbYHEHHUIH, Ja € ChIIACYBaHO OT
TSXHA CTPAHA U C POJAUTCINTE UM.

He orrosapsm u ne orBapsim npukauenn ¢aiioBe Ha eNeKTPOHHA MOLIA,
nojiydeHa oT HemosHar mojaren. s Moxe na cbabpika BHPYC WM pyra
3JI0Bpe/IHA NPOrpaMa, KoATo J1a yBpeaH KoMIIoThpa/Tenedona/radbiera wiun ja ro
HAIIPABU YS3BUM 3a BLHIIEH JOCTBIL.

[Tle ce nochbBeTBaM € POAMTEIUTE CH/YUUTENL. MPEIA [a CBAIS WM WHCTATHPAM
HOBA NporpaMa/lpuioKeHue Ha KOMITIOTED, TenedoH, TabieT. KaKTo ¥ He Mpaps
HHUIILO, KOETO MOJXKe Ja YBpeJM KOMIIOTHpPAa HJIM Ype3 JaJeHo AeHcTBHe jaa ce
PasKpHSIT JaHHH 32 MEH U CeMeHCTBOTO MH.

Hemara, xkouto npaes B uHTepHeT, He TPAOBa Ja BPeAsiT HA APYTH Xopa HIM J1a
NPOTUBOPEYAT HA YCTAHOBCHUTE NPaBUIIa (4acT OT TAX Ca YPE/IeHH B 3aKOHH).
MspecTHo Mu e, ye e 3abpaHeHo ja ce W3M0N3Ba YyXkKI0 NOTPEeOHTEIICKO HME,
napoJjia u eleKTpPOHHA ToLIa.

He nuima u He kayBaM HHUINO, KOETO MOXKe Ja € 0OUTHO MIIM YHU3UTEIHO 3a MEH
HIIM 32 IPYT| Xopa.

HeszabaBno  mngopmupam  BB3pacteH  (DOAMTEN,  YuYHMTEN,  JHPEKTOP.
MearorHIeCKH ChBETHHK), KOraTo 10MaJHAa HAa MAaTePUaId, KOUTO Me Kapar ja ce
4yBCTBAM HEYI00HO WM HA MaTePHaIH ¢ BPEIHO HJIH HE3aKOHHO ChbpiKaHue.

~ YBeaoMaBaHeTO MoKe /1a Obje B YCTHA WIH MHCMEHA ¢|GpM‘d, KaTo 33 NpeanoyuTaHe e NUucMeHaTa rTakasa.
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KOETO MOXKe Jla Obje nmopHorpadusi, [poroBs/BAHE HA HACHINE M TEPOPH3LM,
CTHUYECKA B PEJIMTHO3HA HETOJIEPAHTHOCT. THProOBHs ¢ HAPKOTHIIM, Xa3apT u Jip.
He orrosapsam na cboOimenus. KOHTO ca OOHIHH, 3arIAIIHTCIHN, HCNPHIHYHH
MK MC Kapar Ja c¢ 4yBcTBam HeynooHo. Mndopmupam pojuresnte cu/KiacHus
PBKOBOAMTEN, YUMTEIL, JIMPEKTOpP. MEJAaroruv4eckl CbBETHHK 34  TakuBa
CHOOILICHHS.

AKO HAKOH M€ OOMIKIa WIH TOPMO3M OHIIAlH, He oTroBapsM. Jloknaaram ro Ha
OTrOBOPEH BB3pacTeH (POAMTEI, YYUTEIN, AHPEKTOP. MCAArOrHUYeCKH ChBETHUK).
Mora ¥ cam pna JIOKJIaABaM. KaTo TOJaM CHCHAJ Ha caMusi caifT wiM Ha
nocouyeHute agpecd: www.adbop.bg:  www.eybercrime.bg:  www.spasidete.com:

Harpass BejHara eKpaHHa CHMMKa (CKpHHHIIOT) HA CHLOTBETHHS Pa3roBOp HIIH
ChIbPKAHUE KATO EJIEKTPOHHO JI0KA3aTe/NCTBO. KOETO TpeaaBaM Ha OTTOBOpEH
BB3PACTEH (POAMTEIL, YUHTCIL, JIHPEKTOP, MEAarOrHYECKH ChbBETHHK).

Buumasam, korato pasrosapsm B 9ar. [lomust npasuio Nel: ye xopara onnaiin ne
BHHAru €a TE3M, 3@ KOHTO C€ IPEACTaBIT M MOrar Ja ThbpCAT OIpeaeieHa
MH(pOpMAIH, ¢ KOSTO /Ia 370yNOTPedAT ¢ MEH WM ¢ JApyrute xopa. [paBuno Ne2
€ Ye HE MpaBs HUILO HA JPYT YOBEK B MperKaTa, KOETO HE UCKaM jJa MU CE CAYYH 1
Ha MEH.

AKo ce ciyun Ja nonajaHa Ha uH(popMauus Hid Apyro chibpianue B Mpexara,
KOCTO HC MM XapecBa WJIM Me [LIaliy M0 HAKaKbB HAYMH, MOTa ja 1nojiamM CHrHal
Ha neHoHolHara v oesnnarna Hamonanuara renedonna munns 3a neua 116 111,
na orgen ,.Kudepnpecrennoct™ ua ['JIBOIT (http://www.cybercrime.bg/bg). na
LlenTbpa 3a Ge3omacen uHTEpHeT Ha aapec: www.safenct.bg., wim Ha TexHus
tenedon 124 123, wim npes yar-moayna Ha www.safenet.bg |

He tpsabsa na npuemam cpem ¢ JIMLa, ¢ KOUTO CbM C€ 3all03HAN/A B MHTEPHET,
OCBEH CIIeJT CBITIACHETO Ha pojurenure Mu. IlomHsA, ye Xopara, ¢ KOHTO ce
3armo3HaBaM OHJIAiH, HE BHHArM ca Te3W, 3a KOWTO ce mpeactasar. Onuream ce
BUHATH J1a TIPOBEPABaM Jajli YOBEKbT OTCpEllla HauCTHHA € TO3H, 3a KOI'oTo ce
MpEeCTaBs 4pe3 MpoBepKa M0 HMMeE, HME, CHUMKAa W KOHTPOJIEH BBIIPOC, Ha
KOHTO OM TpsibBamO Ja 3Hae OTroBopa, ako ¢ HauctuHa To3u. [lpu cemueHue
MOKe Jla I10JlaM CHI'Hall MIIM Ja [OTBbPCS ChBET mpe3 caiita va lleHTspa 3a
Dezonacen uHTepHeT www.safenet.bg,

M3nonssam HacTpoiikure 3a 0€301HAaCHOCT W 3aUIHTaTa HAa JHYHUTE JAHHH Ha
COLIMAJIHUTE MPEKH, MOOHIIHUTE MPUNIOKEHHS H Opay3bpHTe.

Manomssam dynkuusata 3a GesonacHo cbpdupane. He nocemasam caiitose B
MHTEPHET, KOMTO €a CbC ChIbPiKaHHE, HEMOIXOAII0 32 JCTCKA Ay NTOPHS.
M3nonssam TpyaHH (IBJATH, € TJIaBHH M Majku OykBu, mmudpu H CrHelMarHu
3HAIM) ¥ Pa3/IMYHH 3a BCEKH CalT NapoJiu.

. Msnonzeam AHTHBHUPYCHA Nporpama, KOSATO CJI¢/IBa PEIOBHO J¢ ce 0OHOBsIBA.

3aeHO ¢ OTTOBOPHUTE BB3PACTHH (POJMTEN., YUUTEN, AHPEKTOP), MOMILPIKAM
NOC/IE/HUTE aKTYaTu3uPAHN BEPCHU Ha BCUUKH NIPOTPAMU H TTPHIIOIKEHHS.
AKo non3BaM o0UIM KOMIKOTPH, BUHATH MPOBEPSBAM JAIH ChM W3JISI3BI/ U334
OT npoduia cu. criejx KaTo cBLpIIM yaca. B ciayuaii, ye mameps ycrpoiicTBo, Ha
KOETO JIpyr YUeHHUK € paboTuil, HO HE € 3aTBOPHII NpOodMIIa CH, BejiHara e u3/issa
0e3 na npernexiam, IpoMeHsM uiu godassM nadopmanns B npoduna my.
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KPATHBK PEYHUK U JOITBJIHUTEJIHU CBBETH:

KAYBAHE U CHOJAEJISAHE HA CHUMKH — CHMMKH WIH BHJACO Ha JCTC.
YUCHHK, POJAUTEN, YYMTEN, JUPEKTOP, HCHXOJIOI, PECYPCEH YUMTEN, ONN3KH, HPHUATEIIN,
MO3HATH MJIM HEMO3HATH JIMIA ca nyOJaMYHO JOCTBIIHM M300p@KEeHHS B MHTEPHET, KOMTO
MOTaT Ja ca KavyeHd OT POAMTEIMTE WM JPyr# 4ICHOBE HAa CEMEHCTBOTO, TIPUSTEIM,
ChYYCHHLIM M Jp. Te3u. KOUTO ca I'M CIOACAHIIH/KauHIH B HHTEPHET, MOKE JIa HMAT W3IsI10
JI00pH HaMepeHus KbM Hero/Hest. Ho TakoBa ch/ibpikaHie MOKE 1a HAKBPHABA JHYHOCTTA M
AOCTOMHCTBOTO HA MHIETO. IIpernopbunTeHo € 10 HUKAKLB MOBOJ fa He Ce KauBar CHUMKH
Ha JIETE. 38 KOUTO MMa U Hal-MajKoTO CbMHEHHE, Ye MOrar Jia My HaspeasT u 0e3 Heroso
chriacue. Croe/ISHeTO Ha CHUMKH € YeCTO CPRIIAHO SIBJICHUE B COMATHUTE MPEKH, 3aTOBA
OCHOBHA TIPENOPbKa € T10/I00HW CHUMKM jla Ce CHOJERST caMo € Xopara OT CHHCBKa ¢
MPUSITEIM HA YOBEKA, KOMTO MCKa J1a Kauu CHHMKaTa, H olle 1Mo-100pe — camo ¢ rpynara Ha
Haii-O/TM3KH NPHATENIH OT pealnus KUBOT. BaxkHo e, Korato ce cHuMa cbe cMapTdoH. j1a ce
YBEPHTC. 4¢ CHHMKHTC HE €€ KayBaT aBTOMATHYHO B npoduia Ha POAMTEIs HIH JETETO B
caiitope Karo Mucrarpam Hanpumep. B npoduaure cu B counanuure Mpexu Tpsbsa na cre
CHUIYPHM. Y€ CT€ HACTPOMJIM JOCTBHIIA JIO CHUMKHTE CHM TaKa, 4Ye¢ Jla € BMXKIAT CAMO OT
npusiteninte Bu, Chmioro ce orHacs M 3a HacTpoiikute Ha 00JA4YHU YCIYIH, B KOUTO ce
ChIbPKAT CHUMKH U HH(pOpMaLIHs.

OHJIAHH (KMBEP)TOPMO3bT npejiciasisiza H3Mom3Raneto Ha HHTEpPHET 3a
HaHACAHE HA €MOLMOHANHA BPe/a BHPXY JIPYrH Xopa. TOpMO3BLT B MHTEPHET MOKE Ja HMa
pasnudnu Qopmu. Tolt moxe Ja MuHABA Hpe3 pPa3sNpOCTpaHsBAHE HA [OJAMIPABATETHH M
OOH/IHH CHUMKH M BHICOKJIMIIOBE B CalTOBE 32 CIO/E/IsSHE HA BUACOChbpskanie kato Vbox7
n YouTube, cp3napane Ha danmmsu npoduin ¢ OGUAHO CHABPKAHHE B COUMATHH MPEKH
karo Ask.fm, @eiicOyx u MHcTarpam, Kakto 1 B ChOOIIEHUS U W300PAKEHUS B IIPUITOKEHUS
3a Komynukanusa karo Ckailn u BailObp, wam B u3npam@asHero Ha oOMIHM CHOOLICHHS W
KOMEHTApH, B ChUIMTE CalTOBE U NIaThopMHu.

KPAKBATA HA INPO®UJI (xakHaT npodui) npeacrapissa NPUCBOSBAHETO Ha
4Y)KT MOTPeOMTEICKH 1podun B conuanHa mpexa, mmatdopma 3a obuiyBaHe (Hanpumep
DeiicOyk). enexTponna nmoma win Apyr caiit. Kpax6ara craBa Bb3MOXKHA upe3 BIM3aHe
MpasujHaTa Ttapojia #H HeiHaTa noJaMsiHa ¢ HOBA H HEHW3BeCTHA 34 4YOBEKaA, HAa KOroro
npuHaUIeK npoduieT. BeimoxHo e cien kpaxbara npoduasT ga ce H3noa3Ba Oes
FHAHHETO U ChIIACHETO HA IIbPBOHAYATHH A COOCTBEHHK. AKO Ha JCTC NoJ 3a/ibJizKHTEIHATA
3a IMOBCHCTO COUHHAIHKW MPCKH BB3pacT OT 13 IroJIMHHU (Ta?.l-l Bb3pacT ¢ Takasa. 3allloTo I10-
rojiMaTta 4act oT HonyJisipHu CoOlHaiHA MPEHKH Cd aMEPHKAHCKHW H [paBy/iaTa 3a mojI3BaHe ca
CbOOpa3seHH C aMEpHKaHCKOTO 3aKOHOJATeNICTBO) C€ Ch3JaBa COOCTBEH MpoQHil BhB
DeiicOyK, MHOTO € B&KHO 11pu n300pa Ha Bb3pacT Aa ce uzdepe noa 18 roamnm, Thil kato 3a
HEIIBJIHOJICTHUTE NOTPEOUTENN HMa BAXKHH JIOILIAHUTEIHH 3aIIUTH,

KPAJKBATA HA JIMYHU JAHHH e Bl KOMIOTBPHO TIPECThILIEHHE, TIPH KOETO
CC MPUIOOMBAT YYXKIM JHYHM JaHHM ¢ Len (MHAHCOBA M3MaMa WiM 31oynoTpeba Karo
TerjieHe 0T DAHKORA CMETKa, WM KaH/[M/1aTCTBaHe 3a KPEAUT OT uyka0 ume. Tasm onacHoet
[0 IIPUHIMIT HE 3acsra Mo-MaJK|Te JIeld, KOUTO He NPUTEKABAT JIHUHH JJOKYMEHTH, OaHKOBH
CMETKH WiH KaptH. Ho npu tuitHelukbpute naj 14-roamiina Be3pacT TO3M PHCK CTaBa
aKTyaseH.

OUIINHI ATAKHUTE ca Haii-pasnpoctpanenara gopma na Muteprer m3mama u
LIMPOKO M3MOJ3BaH [10XBAT OT KOMIIOTLPHM MPECTBIHHMIK 3a [OJyYaBaHe Ha BaXKHA
uHpopmauus. Tosa npecrbmnenne ce napuua ..pummnr” (.phishing” — "3apuGsiBane”,
npounsiusa ot fishing — pu6os108), 3a10TO eIEKTPOHHKTE CHOOIEHNAS, KOUTO ce Pa3mpaliar.



ca Karo .__.BT:,II,H]_U‘I“ C OCHOBHa uLE&J MoJgy"aTciuTe Ha ce ~XBaHat” ma Tax nopajand cposATa
HCOIMUTHOCT H  HCOCBCIHOMCHOCT, Karo HM OTrOBOpPAT. Hpﬂ clmmm{ra M3MAMHHILIHTE
pasnpamar ceJCKTpoHHa Mnoula, KOATO NpeTrcHAupa, Y€ uiBa OT IMOYTEHa KOMIIaHMug M ce
OnMTBA fa yOeau mnojydarens Ja Jajde BakHa IWYHA WM (uHaHCOBa MHQOpPMAIU,
EnexTponnoto chobuieHHe OOMKHOBEHO MOIHM /ida Ce W3MPATAT JMUHM JaHHH M JIaHHH 34
OaHKOBa CMETKa B OTIOBOP MM J1a ce BbBeJaT Ha yeOCcaiT, KbM KOWTO uMa Bpb3ka. Tesu
JIAHHM Ca HanpuMmep noTpeOUTEeNICKH UMEHA, apoJiM U HOMEpa Ha KPEAMTHH KapTH.

SAIIUTA HA KOMITIOTBPHUTE MPEXKHU OT ONTACHA EJIEKTPOHHA MMOLLA

1. He Tpabra na ce nposispa MHHIIMATHBA 33 TOIyYaBaHe HA UMEITT MUCMa, HHTEpPHET
CTPAHMIIN, KOUTO mpeiarar 0e3MIaTH| UiM TUTATCHU YCJIYIH M CTOKH, YeCTO Npeaaraiiy Ia
BH M30paTAT npomoiuu no e-mail. Orkaxere rakasa yciyra.

2. Wmeiin anpechT ce crodels caMo MpH Hykaa. Koraro ce npesasa mo e/iMH Win
ApYT MOBO/I, C€ BHUMABA 3d CIEJHHUTE JIBE HEIA: IbPBO JIAJH OPTaHU3AUATA WK YOBEKBT,
KOWTO TO MOJTy4aBar, e BA M3MPaTH HEXKeJlaH HWMeiin: BTOpo, MOXe /1 J1a Ce pasuuTa, 4ye
UMEHJT aJipechT HIMa J1a Obae Ja/ieH Ha TPETO JIUILE.

3. He ce orsapst umelinnTe B Hexenana noma. Hukora He ce oteapsiite npukauenn
(haiinose B cHOOIICHUS OT HENO3HAT U3lpamad. AKO He ¢e MO3HABA UMETO R nosieto .01, He
oTBapsiiiTe npukadeHus Qain.

4. AKo ce NoJIlydn HEOYaKBaHO CHOOIIEHHE ChC CTpaHeH mpukadyeH (aia oT mo3mar
u3npamad, To OM MOrio Jia Chabpika Bupyc. MHOTO 370BpeiHM OporpaMu  ce
pasmpocTpaHsBaT [0 BCHUKH KOHTAKTH, KOUTO HAMCPAT B MOLLATA HA 3apa3CHUsi KOMIIOTHP.
Takusa cpoOmEHHs YeCTO MMAT CTpaHHa TeMa WM MMe Ha npukadenus (aitn. Yecto Topa e
IIErOBMTO CHOOIICHHE, HACHhPYABALLO MOJy4yarels 1a BHJAW KapTUHKA WM Jia TIpoyere
MPUKAYCH TEKCTOBH (ail. Bunarn usucksaiite noTRbpikIAeHUE OT H3Mpaniada, npeid ja
OTBOPHTE CHOOILEHHE WK IPHKAYCH (aiil OT TAKBE BHJL.

5. Ilposepsia ce mBIHOTO MMe Ha npukadenns Qaiin. CKputute pasupenus or
umero ma (aiina morar jga 3abnayasT ja OTBOPUTE 3apazeH npukauen Qaitr oT uMeiina.
Bunaru ce nposepasa jaim uMell NPHIOKEHNETO MOKAZBA MMBIHOTO MME HA NPUKAYEHUS
(aiin, BxmounTenHo pasmupenreto. Bupycn 1 yepBen Morar sa ce chALpXKaT BLB daiinose,
KOMTO M3IJICKIAT KATO KapTHHKM, Hanpumep ¢ pasmmpenue .jpg. Ho e Bp3MokHO 1a umar
CKPHTO pasUIHpPeHHe, KaTo .exe Ham .vbs KbM uMmero Ha daiiia, KOETo 03HauvyaBa, He
MPUKAYCHHAT (aiin He ¢ KapTUHKa, a mporpaMa, KosTo 1€ Ce CTapTHpa. IOM Ce OTBOPH
npuKaveHus (aiin.

6. BuumaBa ce ¢ GQamuuBuTe TNpeaynpekieHHs 3a  BApycu. DammusuTe
NpeaynpekICHHs 3a BAPYCH ca H3BeCTHH KaTo "hoaxes". Tosa e danuuso crodiienne. KoeTo
MOJIBeKIA MOTPEOMTEINTE J1a BAPBAT, Y€ ca MOMYYHIH BAPYC W I'M HACHLPYABA J1a NIPENPATSIT
MPeAYIPEKIEHHETO Ha BCEKH, KOTOTO TIO3HABAT.

7. He orBapsiite nmeill, cbabpikann HexesnaHna peknama. Toil Moxke na Obje
M3MOJI3BAH 3@ MPEHACAHE Ha BHPYCH M uepBen. OT chobpakeHus 3a curyproct 6u TpsadBano
Ja U3TPUBATE BCHUKH PEKJIAMHH CHLOOHICHHS OT HEMO3HAT W3Mpaniay BeaHara, Oe3 jaa I
orBapsre.

8. He ce msnonspa camo eana momieHcka KyTusa 3a Beuuko. CrHenuaimcrure 1o
KHOCPCHTYPHOCT NPENopbYBaT [a C& OTKPHBAT HAKOIIKO PA3JIHYHH IO U 14 Ce pa3ensT Mo
npejHazHayeHue.

9. M3ddareainTe CwIllo Taka jia npenpamiare nMeMa Mexy HSAKOIKO Balld MOIECHCKH
KYTHH.

10. He e npenopbuuTenHo ga ce Openpam@r IMcMa 0 HAKOJIKO HOBEKa
eHOBpeMEeHHO. OcobeHO TakuBa, OT THNA - "MpenpareTe ro 10 7 YOBEKa M [Ie BH Ce CIIYYH
Helo Xy0aso" wim "nomorueTte Ha OOTHOTO MU JIeTe, KATO MPENnpaTUTe TOBA MHCMO HA MHOI'O



XOpa. e1M KoM CcM e MM Jaje 3a Bcekd 3 mmeiisia 5 uenrta, Hanpumep. Te3um mucma ce
pasnmpocTpansBaT ¢ uen ChOMpaHe Ha JIGHCTBHTENHH WMEHT ajpecH, Thil Karo npu
npenpaiiaie, KbM IMUCMOTO ¢e T00aBAT aBTOMATHYHO U aJPECHTE Ha NPEIHATE HOJIyUaTelin.
Ciely HAKOIIKO Npenpauianus, B €/IHO TaKoBa MCMO €€ ChOMpAT HAKOJIKO CTOTHIM PEasIHH
MMENT anpeca, KOMTO CIiej1 TOBa ce Mpojasar Ha hupMu 3a cnam.

11. AKo Bce mak uckare Jia IpenpaTuTe HIKAaKbB TEKCT WM HH(OPMALIUS. KOSTO CTE
IOJIY4HITH, KONUpaiiTe TeKCTa ¥ ro W3nparere Kato HoBO nuemo. He npenparaiite npeanoTo,
BBIPEKH U€ ¢ MPUMAMITMRBO Mo-lecHo. Taka me npeanasute npusTeanTe ci 0T Obell craM.

12. Axo nopa/y HAKaKBa MPHYHHA TbPIKATE Jia NPEHPATUTE OPUIMHAIHOTO MHCMO,
cinoxere ajapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HHKo# OT mosydatenure
HsMa Jla BUAM ajpecute Ha apyrute noayuarend. [lpuuunara ga ro uznonssarte e e Ja
CKpHETE MOJydaTelIuTe ¢/IMH OT Py, a Ja I'M Npena3uTe., B Cly4yail ye ajpecHara KHUra iiu
eJIEKTPOHHATA 110l HAa HAKOH OT TAX CTaHe JIOCTBIHA HA CHam-00T (HANpUMep Mopain
BUPYCHA HH(EKIHA HA KOMITIOTHPA MY).

13. Tlewanba ot jgorapust: He cre cuevenunn. CnambpuTe H3M0J3BAT Hal-pa3InUHU
NpUMaMJIMBH 3aIJlaBusi HA [HCMATa, 3a Jla Hakapar nojydarenas jJa I'M OTBOpH. MHOTO
NOTPEOHTENM HAMCTHHA OTBApAT 1000HU nucma. Jlopu ciea OTBapsHETO BejHara Ja ro
M3TPHETE, CAMOTO OTBAPSIHE HA IIMCMOTO OM MOTTIO Ja NOTBBP/IM, Y€ APEChT € PealeH U BHE
CTE T'0 MOJTYUHIIN.

14. OrnucBare o1 OHOJIETHH. 3a KOHTO HE TMOMHUTE Ja cTe ce 3amucsaid. Yecro
Cpelllad MeTOJ, H3I0J13BaH OT ClaMbpUTe 3a HAMUpPAHe Ha AKTHUBHHUTE MOUICHCKH aJPech.
M3npama ce GionetuH ¢ aMHK 3a oTmicBane (yxk) OT nojyudasadetro my. Ornucsaiiku ce,
BCBIIHOCT MOTPEOUTENAT NMOTBLPI/IABA, Ue W3MOI3BA MONEHCKATA KYTHA, ¢ KOETO BEaHara
BJIM3a B cnaM JicTHTe. BmecTo na ce oTnineBarte, OJ0KupaiiTte mosydaBaHeTo Ha MUCMA OT
TO3H ajpec.

15. He orpapsiite nucma, kouto ca Gummuur araku. Haii-no0pust Haune jga ce
3AUATUTE OT (PUILKMHT aTAK| € KaTo HUKOora He otBapsTe GHIIMHT THCMA, HO Y4ECTO € TPYIHO
Jla ce pasio3Hae Koe nueMo ¢ UINUHT araka. MoxkeTe ja ru pasno3Haere no:

e Obpbienneto ¢ "Dear Customer” wim "Dear User", a ve Bamero ume.

e B nmumcmoro numme, uve akayHThT Bu me 6bnae npekpared B ciayuail, ue He
NOTBLPAUTE JaHHUTe cu HesabaBHO. /Hackopo cnambpute m3nonssaxa 1nogo0en
noxpar korato Ckaiin ce cpuna 3a 1 jen. Pasnpoctpanuxa cnobiienus. ye ckaifn
IIC YUCTH HCAKTHBHH aKayHTH M C€ UCKaIe 1a ce pasnparu cbodueHne Ha nose 15
noTpedbuTelIs, 3a J1a ce JIOKaxe akTUBHOCT./

e VmeilnbT uaABa OT aKayHT. NPUIMYALL, HO HE €IHAKBB C TO3M, KOHTO H3I10/13Ba
u3BeCTHa (MpMa, opraHuszanus M Jp. AKO He CT€ CHI'YPHH JajiM I[HCMOTO €
(uinuHr WM He, Haif-106pe e Jia He oTBapsiTe IMHKOBE, KOMTO ca NyOIHKYBAHH B
HEro, a Jla HaInuIIeTe Ha phKa ajipeca Ha caiTa, KOHTO BH € HeoOX011M.

®  AKO CTE€ MOJYYHIIM TAKOBA MHCMO. 3a NPEANOYUTAHE € Jla OIIOKHpaTe ajgpeca. oT
KoHTO e u3npareno. Koraro ro 6ioxupare, Bue napare ykasanus Ha NOUIEHCKUST
KJIHEHT, Y€ TOBa € cnaM M ne tpadpa ja ce npuema. [lopeueto morpeburenu obave
[IPOCTO U3TPHUBAT CaMa U TOil NPOoIb/KaBa /1a HaBa B KyTHSTA.




