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I. OcHoBHM 1He/IM HA NIpaBUIIaTa 3a 6€30MacHOCT B KOMITIOThPHATA MPEKa:

® rapaHTHpaT IPaBOTO HA JETETO/YYEHUIIUTE Ha JOCTBII J0 MOIXO0A1Ia HHPOPMAIHS 1
MaTepHuaii B Mpexara;

® OCBIIECTBABAT IPEBEHIMS U CHHTE3UPAT Ha €THO MSICTO HH(pOpMaIHsITa 3a
OINaCHOCTHTE B HHTEPHET;

® [IpEeJIOCTaBAT KOHKPETHH HACOKH 3a 3aKpHJia Ha JIeTeTO U 0e30MacHO MOBE/ICHUE B
KOMIIOThbPHATAa MpeKa B JIETCKaTa rpaJinHa U B YUYUJIUIIE U B MHTEPHET;

® 11000psABAT KOOPIUHAIUATA K OTTOBOPHOCTUTE HA YYACTHHUIIUTE W/HITH BCHUYKH
3auHTEPECOBAHM CTPAHHU.

Corimacno uit. 18, 1. 1 u 2 ot KonBennusita Ha OOH 3a npaBara Ha jetero,
POAUTENINTE UMAT IIbPBOCTENIEHHA OTTOBOPHOCT 32 OCUTYPSIBAHE BUCIIHUTE HHTEPECH Ha
JIETETO Ja ObJIaT IbPBOCTENEHHO ChoOpaxkeHue. PoauTeuTe Witd, Criope ciiydas, 3aKOHHUTE
HACTOMHUIM, IIONEYUTENN WK JAPYTH JIMNA, IPH KOUTO JIETETO € HACTAHEHO, HOCAT
OTIOBOPHOCT 32 OTIVICXKIAHETO U PA3BHTHUETO HA JICTETO.

JlbpikaBara, ype3 HeliHUTE OpraHu, TpsiOBa Ja MpeArnprUeMe HOIXO0 I CTHIIKY, 3a Jia
HOJIKPENH POJAUTEINTE IIPH U3NBIIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOW POTUTENIU
HE MOraTt MJjIM Ce 3aTpy/IHSBAT, TO B TE3U CIIy4Yau ce€ HaMecBaT OTTOBOPHUTE IbPIKaBHU
UHCTHTYIIHH, 3a 1a OCUTYPAT CIIa3BaHETO Ha MpaBara Ha JIeTETO U 3aJJ0BOJISIBAHETO HA
HETOBHUTE HYXIHU. 3abJKEHHE Ha IbpiKaBaTa € OCUTypsBaHe Pa3BUTHETO HA MHCTUTYIIHH,
3aBeJIEHUs U YCIIyru. B Ta3u Bpb3ka posisita Ha 00pa3oBaTeTHUTE HHCTUTYIIHH €
H3KJIIOYHTEIHO BaXKHA U KJIt0YoBa. Te Morar J1a JonpuHecar 3a 00y4e€HHETO U MPEeBEHIUATA
Ha PUCKOBETE HE CaMO Ha JieliaTa, HO ¥ Ha POJIUTENIUTE, KaTo MO TO3M HAYMH MOTar Jia UMar
JIBOMHA I10J13a 3a JenaTa. B Ta3u nmocoka HacToOsIIMTE TPaBHIIA, IaBaT OCHOBHU IMO3HAHUS 32
OIACHOCTHUTE, KOMTO KPHUE BUPTYATHOTO IPOCTPAHCTBO C IIeJ1 OCUTYpsIBaHE 3aKpUiaTa Ha
JIETETO OT BPEIHH 3a Hero MHQpopMarus, MaTepyuaid ¥ KOHTaKTH.

II. OcHoBHMTE NIPHHIUIH 32 paboTa B KOMITIOThPHATA MpeXKa B JIETCKa IpaJiiHa U
YUHJIMINE ¥ B MHTEPHET ca:

1. PaBeH H0OCTBII HA BCUYKH Jella U YYCHHIH;

2. 3ammTa Ha JenaTa 1 yYeHHIIUTE OT BPEJIHO MJIH HE3aKOHHO ChAbPIKAHUE H
uH(OpMaIMs KaTo: CaMOHapaHsBaHe, THPTrOBUS ¢ HAPKOTHIIU, Xa3apT, IpoNaraHiupase Ha
BPEJIHU U OIIACHU HaBULM U JIEUCTBUS KaTO aHOPEKCHS, OyTUMHES, TOpHOTpadusi, ToJIepupaHe
Ha pa3IudHu GOPMH Ha HACUIIUE, TIPOTIOBAIBAHE HAa TEPOPH3BM, €THHYECKA U PEJIUTHO3HA
HETOJIEPAHTHOCT. CaMOyOUICTBO | Jp.;

3. 3auMTaHe U 3alUTa HA TMYHATA HEIIPUKOCHOBEHOCT;

4. IloaroroBka M KOHTPOJI Ha JieliaTa ¥ YYEHHIIMTE 3a 6€301TacHO U OTTOBOPHO
IIOBEICHHUE OHJIAMH;

5. CpTpyIHHYECTBO B IyX HA TOJIEPAHTHOCT ¥ JOOPOHAMEPEHOCT MEKAY AETCKATA
rpajiiHa/yYUJIUIIETO U POAUTEIINTE/HACTOUHHUIIUTE.

KommniorbpHaTa Mpeka B JIeTCKa TPaJIMHA U YUHIIMILE CE H3I0J13Ba B
IeJaroruYeCKUTe CUTyalui U y4eOHU YacoBe camo 3a oOpa3oBaTenHu 1enu. [sutata mpexa
oOXBala KOMIIOTPUTE, CBbP3aHH ¢ KaOETHHU U/WiTH 0€3)KUYHYU BPB3KU, CHTYHPAHH B
KOMITIOTbPHUTE KaOUHETH, 000OpY/IBaHH KJIACHH CTaW U aJIMHHUCTPATUBHUTE MOMEIIEHUS Ha
oOpazoBarenHaTa MHCTUTYIUS, KAKTO U YCTPOHCTBaTa (IIEPCOHATHN cMapT(HOHH, JIANTOIH 1
TabseTH) ¢ 6e3)KUYEH JOCTBHII 10 HHTEPHET.

Jlenara u y4yeHHIHTE UMAT TIPABO HA:
1. PaBen mocThll 10 Mpexara Ha oOpa3oBare/HATA WHCTHTYLHS, C HM3KIIOYCHHE Ha



KOMIIIOTPUTE B QIMUHUCTPATUBHUTE MOMEILCHHSI. .

2. PaGora ¢ ycrpoiicTBaTa (KOMIIIOTpH, JTanTOK 1 TabJIeTH) B MpeXaTa ¢ OAKpenara Ha
1Ie1arOrM4eCcKH CIeIHaIUCT.

3. OOy4enue 3a Ge30macHO M OTFOBOPHO MOBEICHHE B Mpekara Ha oOpazoBaTelHara
MHCTUTYIUS U B HHTEPHET.

4. Undopmanus 3a npaBunara 3a paborta B Mpexara.

5. CurypHa nudpoBa cpeia B JeTcKaTa IpajnHa U yYHIHLIETO.

6. Ilonmspane Ha MOOMJIHMTE CH YCTpOiicTBA H3BBH yueOHHsS mpoiec (OYMBKATa U
MEXyJacusTa), a IpH M3PHYHO yKa3aHMe Ha y4HWTell — M B yueOHHs uac/mejarorsyeckara
CUTYalL¥s 3a LieJUTe Ha yueOHHUS MPOoLeC.

BAYKHO! Ilpapunara 3a 6e3omacHa paboTa B HHTEPHET, KOMTO J€1aTa U YYEHUIIUTE
ca 3a/Ib/DKCHH JIa CTIa3Bar, e MOCTaBAT Ha BUIHO MSCTO B 00pa3oBare/iHaTa HHCTHTYIIHS,
KaKTO U B KOMIIIOTHPHUTE KaOMHETH, TaKa U Ha caliTa Ha JIeTCKaTa rpajinHa/yyniniero. B
HAYaJl0TO Ha y4yeOHaTa rojinHa 1o MOJIXO/SI] HAYWH BCHUKH JIela U TEXHUTE
POIMTENIN/HACTOHHMIM/TIONEUHTENH Ce 3al03HaBaT ¢ TsX. [learo3ure nepuoauyHo
HAIOMHSIT 3a TAX M 38 CHTYPHOCTTa B MHTEPHET B NOAXOAALIH (GOPMH ¥ AEHHOCTH, B KOUTO C€
BKJIIOYBAT JlelaTa/yueHUIIUTE U POJUTEIIHTE HM.

JIMpeKTOPBT Ha JeTcKaTa rpauHa/yYHIUIIETO:

1. Opranuzupa JIeHHOCTTA MO HM3IBLIHEHHETO Ha TE3U NPaBUIIa, W OCHTYpsBa
JOCTBIT JI0 KOMITIOTbPHATA MPEXKa, €)EKTUBEH U TOCTOSHEH KOHTPOJ, MIAHUPAHETO HAa MEPKH
II0 OpraHu3alusATa 3a Clia3BaHe Ha MpaBHujiaTa 3a padoTara Ha Aelara i yYeHHIIUTE B Mpexara
H 3aIHTa OT BPEAHO MJIM HE3aKOHHO Ch/IbPXKAHUE B HHTEPHET.

2. OcurypsiBa npu TeXHHYECKa BB3MOXKHOCT MpOCIesBaHe Ha Tpaduka,
OCBILECTBIBAH Ype3 Mpe)kaTa Ha 0Opa3zoBaTeiHaTa HHCTHTYIUA.

3. IIpu KOHCTaTMpaHe Ha Clly4au Ha KHOEPTOPMO3, HE3aKOHHO ChIBbPIKAHUE H
NOBEJICHHE B Mpe)kaTa Ha oOpaszoBarelHaTa WHCTHTYLUS W/WIM B HHTEPHET YBEIOMSBA
He3a0aBHO KOMIIETEHTHUTe oprand — Jlupekums ,,ConmanHo mojamomarase™, 1o
MecronpeOuBaBane Ha aeTeTo u ['1aBHa aupekiws ,,bopba ¢ opranusupanara NpecTbIIHOCT,
crienmanusupanuar oraen ,,Kubepnpecrsnnoct” va MBP. B Te3u ciyuam oka3Ba HYKHOTO
CHJCUCTBHE HA KOMIIETEHTHUTE OPraHM C LeJ1 YCTAHOBSBAHE HA W3BBPUIMTEIUTE U
IpeanprueMa MepKH 3a NPOTHBOJEHCTBHE M IpeMaxBaHE HAa CHOTBETHOTO ChAbPIKAHUE OT
Mpexara Ha oOpa3oBaTe/iHaTa MHCTUTYIHs. Moje Jia Iosiy4aBa ¥ KOHCYJITAHTCKA IIOMOI OT
HanuronaiHus neHTsp 3a OGe30maceH HHTEPHET.

4. Opranusupa B HauaJIOTO Ha BCsika ydeOHA rojMHA 3aro3HaBaHe Ha Jelara u
YYEHHIMTE ¥ POAUTEINTE/HACTOMHUIUTE ¢ TIpaBHIaTa 3a 6e3omacHa pabora B MpesKara.
5. OcurypsiBa OTTOBOPHO JIMIIE (CTY)KUTE/ UM HAET BHHIIEH CIIELUAIHCT), KOETO

J1a U3I'bJIHABA (b}’HKI_II/II/ITe Ha CHUCTEMEH aIMUHUCTPATOD.

Yuurennure, ne1arorn4ecKHTe CelHaIHCTH H PHKOBOHTEINTE 10 HANPaBJ/JIeHHEe
UKT ca mrsxnu na:

1. PasacusaBar mpaBuiara 3a 0e30IaCHO W OTTOBOPHO TIOBEJEHHE Npu pabora B
MpekaTa Ha oOpa3oBaTeHaTa HHCTUTYIIHUS H B HHTEPHET.

2. OcbuiecTBsABAT MOCTOSIHHO HAOIIO/ICHHE ¥ KOHTPOJI BHPXY paborara Ha Jenara u
YUYCHHUIIMTE B MpeKaTa Ha 00pa3oBaTe/HaTa UHCTUTYIMS B Y4eOHO BpeMe.

3. Ilpemnpuemar He3a0aBHH MEPKH 3a MPEyCTAHOBABAHE HA JOCTHIA HA JeLaTa U
YUYCHHLIUTE JI0 HE3aKOHHO U BPEJHO ChAbPIKAaHHE B MpexKara.

4. VBenomspaT He3a0aBHO JUPEKTOpa Ha JETCKATa TIpajuiHa/yudIMIIETO IIpH
HapylllaBaHe Ha IpaBMJlaTa, Cay4yad Ha KUOEpTOPMO3 WM MPH YCTAHOBSIBAHE HA
HE3aKOHHO M BPEIHO ChABP)KaHUE HIIU TIOBEJIEHUE B MpeXara.

5. OkasBar mojJkpena Ha Jena M Y4YCHHIH — OOEKT Ha KHOEpPTOpMO3, upes3



II'bPBOHAYAJIHA [ICUXOJIOTHYECKA MOJKpena OT YUWJIUILIHUSL IICHXOJIOr, 4pe3
pasroBop OT CTpaHa Ha MeJaror B JIeTCKaTa rIpajuHa 3a CHU)XKaBaHE Ha
HaIPE)KEHHUETO Y JIETETO.

Curnanuzupar npu HeoOxomumocT Jlupekius ,,ConpanHo mnoArmomaraHe™ Mo
MECTOXKHMBEEHE Ha JIETETO/y4eHUKa C IIeJ OLlCHSIBaHEe HA HYXJaTa OT HACOYBAHE
KBM COLIMAJIHH YCIIYTH 3a OKa3BaHE Ha MocJie/Ballla MoaKpena.

CucTeMHHAT aAMHHHCTPATOP (CIY)KUTET B 0Opa3oBaTeHaTa HHCTUTYIUS WK HAET
BBHIIEH CTIICIHAUCT):

1.
2.

Ocurypsia ob1ara 6e30macHOCT ¥ PyHKIIMOHATHOCT HA MpeXKara.

[Ipennara u npuiara Mepku, orpaHlyaBally J0CThIA Ha Jelara U yYCHHUIUTE 10
BPEJIHO MJIM HE3AKOHHO ChIBbPXKAHUE U NOBEJCHHUE B UHTEPHET B CHOTBETCTBUE C
JIEHCTBAILOTO 3aKOHOAATENCTBO Ha PenyOmka buirapus.

W3pbpinBa nepruoanyeH mperie/] Ha KOMIIOThPHATa Mpexa Ha o0pa3zoBarernHara
HHCTHTYIIMS 338 HaJIM4YHE HA BB3MOXHM 3alVIaXM U PUCKOBE 3a CHUTYpPHOCTTA Ha
Jie1ara ¥ yYeHUIUTe Ipy paboTa B HHTEPHET.

Cnenm Tpaduka, ochlnecTBsIBaH Ype3 KOMITIOThPHATA MpeXa Ha oOpa3oBaresiHara
UHCTHUTYIIHS.

Ilpennpuema He3abaBHM MEpKH 3a MpPEYCTAHOBSBAaHE Ha JIOCTHIIA HA Jeuara U
YUYEHHIIUTE /10 HE3aKOHHO M BPEIHO ChIbP)KaHHE B MpeXKara.

VYBenomsiBa He3ab0aBHO AMPEKTOpa Ha JETCKaTa rpaIuHa/yIHIHUIETO MPH CIIydYan
Ha KuOepTopMO3, HapyllaBaHe Ha TpaBWJIara WJIM TPH YCTAaHOBSIBAHE Ha
HE3aKOHHO ChIbp)KaHUE WU IIOBEJCHHE B MpeXKara.

CpaeiicTBa 3a yCTaHOBSIBaHE Ha M3BBPIIHUTENH HA KHOEPTOPMO3 M NpHiIara MepKu

3a OrpaHH4YaBaHEC Ha TaKWBa CIydau.

Poaurennre umar IIpaBo Jaa:

1.

2

[TonygyaBar uH(OpManus 3a pHCKOBETE W 3alUlaxuTe 3a O€30MaCHOCTTAa Ha
TEXHUTE Jielia pu paboTa B UHTEPHET B JIeTCKATa IpaJiiHa/yIHITUIIETO U BKBIIH.
braar cBoeBpeMeHHO MHYOPMHUPAHH, aKO JETETO UM € 00EKT Ha KHOepTopMoO3 B
JeTcKara rpaauHa/yqrinineTo.

VY4yacTBar CHbBMECTHO C PBKOBOJCTBOTO Ha oOpa3oBaTelHaTa UHCTHUTYLUS MPU
pa3peliaBaHe Ha BCEKHM KOHKpPETeH mpoOsieM, CBbp3aH C HapyllaBaHE Ha
[paBUJIaTa OT CTpaHa Ha TEXHHTE Jela.

Y4acTBar ¢bC CBOM MpPEATOKEHUSI B ONpPEIEISHETO Ha IMpaBHiiaTa U MEPKUTE 3a
6e30macHO U3M0I3BaHe HA HHTEPHET B JIETCKATa IrpaJnHa/yqHITUIIETO.

[omywar undopmanus 3a HHPOPMAIMOHHO-CUTHATIM3AIMOHHU IIaTGOPMHU Karo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

Poaurenure HOCAT OTTOBOPHOCT Ja:

1.

2.
3.

[Tomornar Ha neTeTo cu 1a M3rpaau yMEHHs 3a OHJaiH oOmiyBaHe U 0e301acHO
U3II0JI3BaHE HAa HHTEPHET.

OcpIIecTBSIBAT MOCTOSHEH KOHTPOJI 32 CHTYPHOCTTA Ha JAETETO CH B HHTEPHET.
[IposiBsiBaT HHTEpeC KbM aKTUBHOCTTA HA JETETO CH B MpeKara, BKJIIOUHTEIHO U
Ch3/IaBaHETO Ha NPO(GHIM B COIMATHH MpPEXH U DPErHCTpallMd B calToBe U

! Or CTpaHa Ha 06pa3OBaTenHaTa HHCTUTYLMA ClieiBa na Obaar NpearnpueT HeoOXoUMUTE NeHCTBUSA POAUTEIUTE
na ObJaT 3amo3HATH C TEXHHUTE npaBsa ¥ OTTOBOPHOCTU M C MpaBujiata 3a Oe3omnacHa pa60Ta B UHTEPHET, KOUTO
AclaTta U YYHCHUIUTE Ca 3a1bJKCHHU J1a Cra3BaT
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MOOHITHM TIPHUIIOKEHHS, KAKTO W Ja pa3siCHAT MOCJIEACTBUSATA OT Ch3/1aBAHETO
¥/MJIM pa3lIpOCTPAaHEHUETO Ha ONPE/IETIEHO ChAbPIKAHHUE.

[Ipu ycranossBane, ye JeT€TO UM € )KepTBa Ha KHOEPTOPMO3, [1a CUTHAIIM3UPAT Ha
orzaen ,.KubepnpecrsnHoct” xbM ['naBHa mupekiws ,,bopba ¢ opranmsupanara
npectenHocT”  (http:/www.cybercrime.bg/bg), umm LlenTbpa 3a 6Ge3omaceH
untepHer (https:/www.safenet.bg/), KakTo ¥ Morar aa MoTbPCAT ChACHCTBHE OT
Jupexuus ,,ConpaiHo mojamomaraHe” [0 MECTOXKMBEEHE Ha JIETETO C Iel
OKa3BaHE Ha INCHXOJIOTMYecKa IOJKpena Ha AereTo. B To3u ciyyail TpsbGsa na
YBEIOMSIT® 1 JUpEKTOpa Ha oOpa3oBaTeiHaTa HHCTHTYIUS.

'C’bXpaHSIBaT 3APaBCTO Ha ACTCTO, KaTO MPOCJICAsABAT BPEMETO 3a M3IIOJI3BAHE Ha

MUHTEPHET.
YBenomsaT aumpekTopa Ha oOpa3soBarelHara WHCTHTYIMS, KOraro MM CTaHe
M3BECTHO, Y€ JIETETO MM € OOEKT Ha TOPMO3 OT APYIO JIETE, ¢ KOETO € B €IHO H
CBIIO YUHITHIIE.

Karo nere m yueHMK CBM IUTBXKEH @ CIas3BaM CJI€JHMTE IpaBuia. AKO ce
3aTpPY/IHSABAM B TAXHOTO pa3OMpaHe, MOra Jia Iojy4ya HOAKperna OT POIUTEIl Wil OT YYHUTE, 3a
J1a MH OBb/1aT OOSICHEHU:

1.

10.

He pasam nuyna uHbopManums: uMe, ajpec, mapoja OT €JIEeKTPOHHA IOwIa,
npopua B colMalHA Mpexa, auYeH TeneoHEH HOMeEp, JeTCKaTa
rpajiHa/y4uIMIIeTo, B KOETO yua.

He nasam mudopmanms 3a mMecropaboTara MM JIHYEH U ClyXeOeH TeaedoHEeH
HOMEp Ha POJAMTENIUTE, HACTOMHUIUTE, OIM3KHUTE, MPUATEIUTE, ChYUYECHHUIIUTE U
IIO3HATUTE CH 0€3 TAXHO pa3pelieHue.

He usnpamiam u He kauBaM OHJIAMH CBOM CHHMKH, 0€3 Ipejid ToBa 1a € 00ChIEH0
¥ B3€TO pEIlEHHUE C POJUTEITUTE MH.

He u3npamam 1 He KayBaM OHJIAMH CHUMKHU Ha NPHSTENH, ChYUYEHHUIH, POJHUHH,
yuuTenu, ONM3KM, IMO3HATH M JIp., Oe3 Impead ToBa Ja € OOCHIAEHO ¢ TiAX, a B
CITy4auTe, KOraro ce Kacae 3a MOH NpPHATENH, ChbYYeHHIIH, JIa € ChIIIAaCYyBAHO OT
TSAXHA CTPAHA U C POJUTEITHTE UM.

He orroBapsM u He oTBapsiM NpuKadeHH (aillioBe HA EIEKTPOHHA IIOLIA,
noJiydeHa OT Hemo3HaT nozjaren. Ts Moxe Jda CbAbpXKa BHPYC WM Jpyra
3JI0BPE/IHA TIpOrpama, KosiTo Jia yBpe/ld KOMIIOThpa/Tenedona/Tadiera uiM ia ro
HallpaBU ysI3BUM 32 BBHIIEH JOCTHII.

[Ile ce mocbBeTBaM € POAMTENHTE CH/YYUTEIN, IPEIH Ja CBAIS MM MHCTAIAPAM
HOBa IIPOrpama/IpHIoKEeHHE Ha KOMITIOTBP, TeneoH, TabieT, KakTo U He MpaBs
HUILO, KOETO MOXE J1a YBpeIu KOMIIIOThPAa WIM upe3 JaJeHo AeHCTBHE 1a ce
Pa3KpUAT TaHHU 32 MEH ¥ CEMEUCTBOTO MHU.

Hemara, kouto mpaBsi B HHTEpHET, He TpsOBa Ja BPEAAT Ha JIPyrH Xopa Wik Ja
IPOTHBOPEYAT HA YCTAHOBEHUTE MpaBmiia (YacT OT TSIX Ca YPEICHH B 3aKOHH).
W3sectHO MM e, ue e 3a0paHeHO Ja ce HM3MO0JI3Ba YYXKIO HOTPEOUTEICKO HME,
napoJja U eJeKTPOHHA TOoIIa.

He nuima v He KauBaM HHUINO, KOETO MOXKeE J1a € OOHIHO MJIM YHHU3HUTEIHO 32 MEH
WJIK 32 IPYTH Xopa.

He3abasno  uHdopMupam  Bb3pacTeH  (POAMTEN,  yYHTEN,  JUPEKTOP,
IeJarOrM4eCKU ChbBETHHUK), KOTATO IO/ [Ha Ha MaTepHasIi, KOMTO Me Kapar Ja ce
9yBCTBAM HEYJIOOHO MJIM Ha MaTepHaly C BPEJHO MM HE3aKOHHO ChIbp)KaHHE,
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11.

12.

13.

14,

15.

16.
17.
18.

19.

20.

KOETO MOXe J1a ObJe mopHorpadus, mpomnoBsABaHE HAa HACHUIME U TEPOPH3BM,
€THUYECKA U PEIIMTHO3HA HETOJIEPAHTHOCT, ThPrOBHUS C HAPKOTHIIH, Xa3apT U JIp.
He otrosapsiv Ha choOIIeHHUS, KOUTO ca OOWJHM, 3AIIAIIUTETHHA, HENPUIUUHH
HJIM M€ Kapar Jia ce 4yBCTBaM Heyao00Ho. HpopMupam poAUTEINTE CH/KIACHUS
PBKOBOJUTEN, Y4YUTEN, JUPEKTOp, IEJaroriyeckd ChBETHHK 3a TaKWBa
CHOOIIEHUSI.

AKO HAKOH Me 00MXKJla WIM TOPMO3U OHJIAMH, He oTroBapsM. JlokiaaBaM ro Ha
OTTOBOPEH BB3pacTeH (POAMTEN, YYUTEN, JTUPEKTOpP, MeJaroruyeckd ChBETHHUK).
Mora u cam na noknansam, Kato MOJaM CHUTHAJ Ha CaMusl CalT MM Ha
nocoueHure azapecu: www.gdbop.bg; www.cybercrime.bg:  www.spasidete.com;
www.facebook.com/bgeybercrime:; www.safenet.bg U ro Onoxupam. lobpe e ma
HalpaBs BeJHAra €KpaHHa CHHUMKa (CKpUHHIIOT) HA CbOTBETHHS pPa3roBOp HIIU
ChABPIKAHHUE KaTO EJIEKTPOHHO JOKAa3aTeJICTBO, KOETO IpelaBaM Ha OTTOBOPEH
BB3PACTEH (POAUTEIN, YUUTEN, JUPEKTOP, MEAATOTMYECKH CHBETHUK).

BuumaBam, koraTo pasroBapsiM B uat. [lomHs mpaBuiio Nel: ye xopaTa OHJIalH He
BUHAru ca TE€3W, 3a KOUTO C€ MpPEJCTaBAT M MOrar Ja ThPCAT oOIperesieHa
UHpOpMaLHs, C KOSITO Aa 3J0YINOTPeOST ¢ MEH WK ¢ apyrute xopa. [IpaBumo Ne2
€ Y€ He IIpaBs HUILO Ha JpYr YOBEK B Mpe)ara, KOETO HE HCKaM J1a MU C€ CIIy4YH H
Ha MEH.

AKo ce cityud Jia nonajHa Ha uH(opMaIus Wik JIpyro chabpkaHue B Mpexara,
KOETO HE MU XapecBa HJIM Me IUJIalllM M0 HIKaKbB HAYMH, MOra Jia 10J1aM CHIHal
Ha JIeHOHoIIHaTa 1 Oe3nnatHa HarmonanHara tenedonna nunus 3a gena 116 111,
Ha otzen ,.KuGepnpecrsnnoet™ na ['JIBOII (http://www.cybercrime.bg/bg), Ha
[lentepa 3a Oe3omaceH UHTEpHET Ha aapec: www.safenet.bg, WIM Ha TeXHHS
tenedon 124 123, wiu npe3 yar-mMoyna Ha www.safenet.bg .

He tps6Ba na mpuemaM cpeny ¢ Jmiia, ¢ KOUTO ChbM Ce 3aro3Hajl/a B HHTEpHET,
OCBEH CJIeJ] ChIVIACHETO Ha poauTenutre M. [lomHs, 4e Xopara, ¢ KOHTO ce
3aro3HaBaM OHJIAlH, HE BHHArW ca Te3W, 3a KOWUTO ce mpejacTaBaT. OnuTBaM ce
BHHArM Jia IIpOBepsiBaM Jiajii YOBEKHT OTCpellla HAaUCTHHA € TO3H, 32 KOroTo ce
IpeJCTaBs 4pe3 IpOBEpKa IO HMe, UMEI, CHUMKA W KOHTpPOJIEH BBIPOC, HA
KOHTO OM TpsiOBaJio Aa 3HAae OTroBOpa, ako € HaucThHa To3u. [Ipu chbMHeHHe
MOXX€ [Ja [0JlaM CHTHaJI WJIM Ja NOThpcs ChBET Ipe3 caiita Ha lleHTbpa 3a
6e3omaceH nHTepHET www.safenet.bg.

W3non3Bam HacTpoiikuTe 3a 0e30macHOCT W 3aliMTara Ha JUYHWUTE JIaHHH Ha
COLIMAJTHUTE MPEXKH, MOOUITHUTE MIPUIIOKEHUS U Opay3bpuUTe.

M3nomBam ¢yHkuusTa 3a OezomacHo chpdupane. He mocemasam caiitoBe B
UHTEPHET, KOUTO Ca ChC ChJIbPIKaHUE, HETIOAXOIAIIO 32 JeTCKa ayAUTOPUS.
W3non3BaM TpynHU (IBJITH, C TTaBHH W MaJKd OyKBH, IM(GpPU M CHEHHUATIHH
3HAIM) ¥ Pa3IMuHU 32 BCEKU CAMT MapoJiu.

W3non3BaM aHTHBHpYCHA Nporpama, KOSATO ClieJ[Ba PEJIOBHO Je ce OOHOBSBA.
3aelHO C OTTOBOPHHUTE BB3PACTHH (POJMTEN, YUUTEN, AUPEKTOP), MOJIBPHKAM
NOCJIETHUTE aKTyaTU3UPaHU BEPCHH HA BCUUKHU MPOTPaMH U IPUII0KEHHS.

AKxo nos3BaM OOIIM KOMIIIOTPH, BUHATH TPOBEPSBAM Al CbM H3JIA3bJ/HU3IIsA3/1a
OT mpoguia cu, clej Kato CBbPIIK Yaca. B ciydail, ye Hamepst yCTpOHCTBO, HA
KOETO JAPYT YYCHUK € paboTui, HO He € 3aTBOPHJI Ipoduia cH, BeJHara e u3is3a
0e3 J1a mperjiexaaM, MPOMEeHsM KK 100aBsM HHopMaIs B poduia my.




CXEMA 3A YBEJIOMSIBAHE B CJIYUAI HA KUBEPTOPMO3
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ca Karo ,,BbIMLK ¢ OCHOBHA II€J INOJydyaTesUTe Ja Ce ,,XBaHaT Ha TAX MOPaju CBOSATa
HEOIUTHOCT M HEOCBEJIOMEHOCT, KaTo UM OTroBopst. llpm ¢uinmHara w3MaMHHIUTE
pasnpaiiar eJleKTpOHHA MOIIa, KOATO MPEeTeHIUpa, Y€ HABa OT MOYTEHAa KOMIIAHHS M Ce
omuTBa Ja yOenum moaydarels Aa Jade BaXHa JIMYHA WM (pUHAHCOBA HMH(pOpPMAIHSL.
EnexTpoHHOTO CHOOIICHHE OOMKHOBEHO MOJIH Jla C€ M3MpaTAT JIMYHHM JAHHU M JaHHU 3a
OaHKOBa CMeTKa B OTTOBODP MIIM Jla c€ BbBeJaT Ha yeOcalT, KbM KOWTO MMa Bpb3ka. Te3u
JIaHHHU ca HAIpuMep NOTPeOUTENICKKM HMEHA, TAPOI U HOMepa Ha KPEAUTHU KapTH.

JAHIUTA HA KOMIIIOTBPHUTE MPEXHU OT OITACHA EJIEKTPOHHA IOILA

1. He tpsbBa 1a ce nposiBsBa MHUIMATUBA 3a MOJTy4aBaHe HA UMEIT ITHCMA, HHTEPHET
CTpaHHMLK, KOMTO Npe/uiarar Oe3IUIaTHH I TIJTATeHH YCIYTH M CTOKH, YECTO Ipe/iaraiiy aa
B M3IIpATAT IPOMOLIMH 110 e-mail. OTkaxkeTe TakaBa yciyra.

2. Mimeiin agpechT ce criogens camo npu Hyxkaa. Koraro ce mpepasa 1o €IWH WM
JIPYyT MOBOJI, C€ BHMMABA 3a CIEAHUTE JBE HEIA: IbPBO JaJIH OpPraHU3alMsITa UIH YOBEKDT,
KOHTO T'0 IMOJIy4aBaT, II€ BH M3IIPATH HEKEJAaH MMEWs; BTOpO, MOXKeE JIM Ja Ce pa3yuuTa, 4e
UMEMNI afipechT HsMa J1a ObJe 1aJieH Ha TPETO JIMIIE.

3. He ce oTBapsaT umeiinure B Hexenana noma. Hukora He ce oTBapsiiTe MpUKayeHH
(aitnose B CHOOIIEHHS OT HEMO3HAT u3npaiayd. AKo He ce Io3HaBa UMETO B 110JeTo ,,OT1”, He
OTBapsiiTe NpUKadeHus ai.

4. AKo ce moiy4yu HEOYaKBAHO CHOOIIEHHE ChC CTPaHEH NpUKadyeH (aiyl OT MOo3HaT
usnpamay, T0 OM MOIJIO Ja ChIbpXKa BHpYC. MHOTO 3J0BpeJHH IPOrpaMH  ce
pa3npoCTpaHsBar 10 BCHYKHA KOHTAKTH, KOUTO HaMepsT B Nolara Ha 3apa3eHust KOMITFOTHD.
TaxuBa cboOImEHUs YECTO UMAT CTPAaHHA TeMa WM UMe Ha mpukadenus daiin. Yecto ToBa €
IIETOBUTO CHOOILIECHHE, HAChpUaBalllo IIONy4arTels Aa BHAM KApTHHKA WM Ja I[POYeTe
IPUKAYeH TEKCTOBH (aiin. BuHarum u3mckBaiiTe MOTBBPXKICHHE OT M3Ipaliada, Npead Ja
OTBOPUTE CHOOILEHHUE WU TIPUKAYEH (aii1 OT TaKbB BH/I.

5. llpoBepsiBa ce MBJIHOTO WMe Ha mpuKaueHus ¢aiin. CKpHTHTE pasmIMpeHHs OT
MMeTO Ha (aiima Morar jga 3a0iyasT a OTBOPHTE 3apaseH NpukayeH ¢ail oT uMmeiina.
Bunaru ce mpoBepsiBa Jajd MMEHT IPHIOKEHHUETO IMOKa3Ba IBJIHOTO MME HA MPUKAYCHUS
(paiis1, BKIIIOYUTENHO pa3IMpeHUeTo. Bupycu u yepBen Morar jia ce ChIbpiKar BbB (ailiiose,
KOHMTO M3IJIEKJAT KaTo KapTHMHKY, HAlpUMep ¢ pasmmpeHue .jpg. Ho e Bb3MOXHO Ja umar
CKPHUTO pas3llIMpPEHHE, KaTo .exe WiM .vbs kbM HMeTo Ha (aiiia, KOETO O3HayaBa, ue
npuKadeHuaT (ailn He e KapTHHKA, a Imporpama, KOsITO I C€ CTapTHpa, LIOM C€ OTBOPH
IpUKa4yeHus Qaii.

6. BuumaBa ce c¢ (¢ammuuBUTEe TPEAYNPENKICHUS 3a BHPYcH. DanmmuBuTe
IPENYNPEKACHUS 32 BUPYCH ca u3BecTHHU KaTo "hoaxes". ToBa e ¢ammumBo cbodIeHne, KOETO
NOABEX/a NOTPEOUTEINTE Ja BAPBaT, Y€ ca IOJYYHIH BUPYC M I'M HachpyaBa a IpenparsrT
IIPEIYNPEKIEHUETO Ha BCEKH, KOTOTO MMO3HABAT.

7. He orBapsiiTe HMMeWH1, ChABpXKAIl HeXelaHa pekiaama. Tod Moxe xa Obe
U3I0JI3BaH 3a MPEHACcsIHE Ha BUPYCH M yepBer. OT choOpakeHHs 3a CUTYpHOCT OU TpsOBaio
Jla M3TpUBATE€ BCUYKH DEKJAMHHU CBHOOLIEHMs OT HEMO3HAT W3IMpalnay BejaHara, 0e3 ja r'u
oTBapsre.

8. He ce m3mons3Ba camo enHa momieHcka KyTHs 3a BeH4ko. CHENUaIMCTHTE MO
KUOEPCUTyPHOCT NPENOPhUBAT Jla C€ OTKPUBAT HIKOJIKO PA3IMYHK MOMIK | JIa CE Pa3IelsT 110
[IpeHa3HavYeHue.

9. M30srpaiiTe cpIO Taka Ja Openpamiare MUcMa MEKIY HSKOJIKO Ballld MOLIEHCKH
KYTHH. ]

10. He e mnpenoppuuTeNnHO Ja ce Mperpamiar I[HcMa 10 HIKOJIKO 4YOBEKa
eHoBpeMeHHO. OcoOeHO TakMBa, OT THHA - "pernparere ro 10 7 YOBeKa W Il BH CE CIy4H
Helo Xy0aso" uiaM "moMorsere Ha OOJHOTO MH JIeTe, KaTo MpenpaTHTe TOBA MTHCMO Ha MHOI'O



XOpa, €I KOM CH IIe MU Jaje 3a BcekH 3 uMmeina 5 neHrta, Hampumep. Te3n mucma ce
pasnpocTpaHsBaT C Lel CbhOMpaHe Ha [CHCTBUTEIHM HMMEHIT aJpecH, Thil Karo TpH
npenpaiiade, KbM IMHCMOTO ce J00aBIT aBTOMATHYHO W aJJPEeCHTE Ha MPEJIHUTE MOTyYaTeITH.
Crienl HAKOJIKO Npenpalanusi, B €IHO TaKOBA MHCMO CE€ ChOMPAT HIKOJIKO CTOTHIM PEATHU
UMEWNIT ajipeca, KOMTO cJie]l TOBa Ce MpoiaBaT Ha (GUPMH 3a CIIaM.

11. Ako Bce mak Mckare Ja mpenpaTuTe HIKAKbB TEKCT WM HH(OPMAIHs, KOSTO CTe
HOJIyYHIIH, KOITUPAaWTe TEKCTa ¥ IO U3lpaTeTe KaTo HOBO mucMo. He mpernpammaiite npeaHoTo,
BBIIPEKH Y€ € IPUMAaMIIMBO 10-JIECHO. TakKa I1e npeana3ure MpUsTeTUTe CH OT ObJel] criam.

12. Axo nopajyu HsKakBa MpPUYMHA ABPXKHUTE Ja MPENPaTHTE OPUTHHAIHOTO ITHCMO,
cioxere anpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HHKO# OT MOTydaTeInTe
HSAMa Ja BUJIU QJpECHTe Ha Ipyrurte noiydarend. [IpmumHara na ro usmona3sate HE € Ja
CKpHETE IIOTyYareIuTe €IUH OT YT, a 1a TH IpernasuTe, B ciayyaid ye aJpecHara KHUra Uid
€JIEKTPOHHATa II0Ia HAa HAKOH OT TSIX CTaHe JOCThIIHA Ha CraM-00T (HampuMmep Mopaau
BUPYCHA HH(EKIHS Ha KOMITIOTHPA MY ).

13. Ileyas6a ot Jorapus: He cre crevenuan. CaMbpuTe M3MOI3BAT HAW-paA3IHIHU
IpUMaMJIMBU 3arjlaBMs Ha IKCMara, 3a Jla HakapaT MoJjyyaTells Ja I'’d OTBOpH. MHOro
MOTPEeOUTEM HAUCTHHA OTBApPAT MOJOOHH mucMma. JIopH cjiel OTBapsHETO BeaHara jJa ro
H3TPHETE, CAMOTO OTBApPsIHE HA MUCMOTO OM MOTJIO J]a OTBBP/HU, Y€ aJPECHT € pealeH U BUe
CT€ IO MOJTYYHITH.

14. OrnucBane oT OOJIETHH, 3a KOHWTO HE IIOMHHUTE Ja CT€ C€ 3anmcBaid. decto
CpellaH METOJ, M3IOJ3BaH OT CIaMbpUTE 3a HaMHpaHe Ha AKTUBHHUTE IOMICHCKH aJ[pecH.
Wsnpaia ce GROJIETHH ¢ JIMHK 3a OTHHCBaHE (YXK) OT NoiydaBaHeTo My. OTIHCBAiiKH ce,
BCBIHOCT MOTPEOUTENAT MOTBBPXK/IABa, Ye W3II0JI3Ba IOIEHCKATa KYTHS, ¢ KOETO BeaHara
BJIM3a B CIiaM JMCTUTE. BMecTo na ce oTmucBate, OJOKMpaiTe MOJIydyaBaHETO HA MHCMa OT
TO3H aJipec.

15. He otBapsiite nmucma, KouTo ca (pumuHr arakum. Haif-no0pust HauwH 1a ce
3AIUTUTE OT (QUIIMHI aTakK¥ € KaTO HUKOra He OTBapsite (QUINKHT IHCMa, HO YECTO € TPY/IHO
Jla ce pasno3Hae Koe MUCMO € GUINMHT aTaka. MoXeTe Ja 'd pa3no3HaeTe 1o:

¢ O6psiienuero e "Dear Customer" uinu "Dear User", a ne Bamero ume.

¢ B nucmoto nuine, ye akayHTHT Bu e Objie mpekpateH B CiIydail, 4e He MOTBBPIUTE
JaHHWUTEe cd He3abaBHO. /Hackopo cnambpuTe M3Mo3Baxa Moa00eH MoxXBaT Korato
Ckaiin ce cpuna 3a 1 nmen. Pasnpocrpanuxa choOLIEHHs, Y€ CKaill [l YHCTH
HEaKTHMBHM aKayHTH M C€ HCKalle Ja ce paslpartd choOLIeHHWe Ha moHe 15
HOTpeOUTENS, 3a Ja Ce TOKaKe aKTUBHOCT./

e imelnpT HMIBa OT akayHT, HPWIMYAIl, HO HE €IHAaKbB C TO3H, KOMTO H3IOI3BA
U3BECTHA (HpMa, OpraHu3anus U JAp. AKO He CTe€ CHIYPHH Jalid [HCMOTO €
GumuHr WM He, Hai-IOOpe € 1a He OTBapsATe JIMHKOBE, KOUTO ca MyOJIUKYBaHU B
HET0, a Jia HallMIIeTe Ha pbKa ajpeca Ha caiiTa, KOUTO BU € HEOOXOIUM.

¢ AKO CTe NOJIy4YHJIH TaKOBa MHCMO, 32 MPEANOYUTAHE € J1a OJIOKUpare ajapeca, OT KOUTO
¢ usnpare”o. Koraro ro 0iokupare, Bue naBare yka3aHus Ha TOMIEHCKHUSIT KIHEHT,
4e TOBA € ClaM U He TpsOBa 11a ce npuema. [loedyero moTpedurenu obadye mpocTo
H3TPHUBAT CllaMa M TOHM MPOIbKaBa Ja WBa B KyTHATA.
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