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B OBEJMHEHO YUMUJIMILE ,,UBAH BA30B “CEJIO [TAILIOBU



PA3AEN |. OBLLM NONOXKEHUA

Y. 1. Te3u npaBuia umar 3a 1ell Jja yKakaT Kak ce MapKupa, U31oji3Ba, 00paboTsa, oOMeHs,
ChXpaHsBa U YHUIIOXaBa MHPOpMaIuATa, ¢ KosATo pasmonara OOequHeHO yumiauiie ,,iBaH

Baszos* ceno [1amosu.

Ya. 2. [lpuern ca B3 ocHOBa Ha wi. 5, am. 1, T. 6 u 7 or Hapenbara 3a MUHMMAaJIHU

M3HUCKBaHUS 32 MpexoBa U nHpopManmonna curypaoct (Hapenbara).

Yua. 3. [IpaBuiiaTa HensT rapaHTHPaHETO Ha JOCTaThbuHA, a/JIeKBaTHA M IPONOPLUOHATIHA Ha
3aruIaxuTe 3alUTa Ha HHGOpMAaLHAITa C OrJie]l Ha HeWHATa Ba)XXHOCT, YyBCTBUTEIHOCT M Ha

HOPMATHUBHUTC U3UCKBAHHA KbM HECA.

Ya. 4. Knacudukanusrta ce mpuigara W BbPXYy BCHYKM PECYpCH, KOUTO y4yacTBaT B
Ch3/IaBaHETO, O0OPabOOTBAHETO, CBHXPAHIBAHETO, IIPEHACSHETO W YHHIOXKABAaHETO Ha
uHpopManuaTa, KaTo KbM TIX TpsOBa Ja ce mpujaraT MOJIXOASIIM MEXaHU3MHU 3a 3allluTa,

CBbOTBCTCTBAIIIU Ha I/II[GHTI/IQ)I/II_II/IpaHI/ITe 3alrrjiaxu.

Ya. 5. (1) Ob6emuneno yumnwmiie ,JMBan Baszo” cemo IlamoBu HaHacs HUBOTO Ha

KJ'IaCI/Iq)I/IKaI_II/ISITa 110 MOAXO Al HAYHUH BbPXY JOKYMCHTHUpPAHATA I/IH(l)OpMaI_[I/IH.

(2) 3a knacuduKaumATa He ce M3NON3BAT HMBATa Ha KnacMdMKauMsa 33 CUFYPHOCT Ha
nHpopmaumaTa oT obxBata Ha 3aKOHa 33 3awWMTa Ha KaacuduumpaHaTa MHPopmaums,

KaKTOU TEXHUAT rpud.

(3) UHpopmaumnaTta 6e3 knacuduKkauma e AOCTbNHA 3a 06WO NONA3BaHE MPM CnasBaHe Ha
CTAaHOAPTHUTE MNpaBWMia 33 aBTOPCKM MpaBa M KbM Hes He ce NpwuaaraT mMexaHu3Mu 3a
3awmTa. Mpun 0bmeH Ha nHbopmauma ce nsnonsea knacudumkauma TLP (traffic light protocol)

cbrnacHo npunoxeHue Ne 2 ot Hapeabara.

PA3AEN Il. KNACUPUKALNU HA UHOOPMALUMUATA

Yu. 6. (1) C ien na ce rapanTtupa A0CTaTh4HA, aJIeKBaTHA U MPOIMOPIIMOHAIIHA HA 3aTUIaXUTe
3amuTa Ha HHQOpMAIIUATA, Ce MPaBU MpEIeHKa Ha BAKHOCTTA U YYBCTBUTEIHOCTTA U, KAKTO

W HAa HOPMATUBHUTC U3UCKBAHHA KbM HEA.

(2) Bb3 ocHOBa Ha Tasu npeleHKa MHPOpMauuATa ce pasfens B HAKOIKO KaTeropuw.



Korato e NpuaoXKMMO, Tasn Knacudukaumsa ce npeHaca U BbPXY BCUMUKWU PeEcypcu, KOUTO
yyacreaT B Cb34aBaHeTo, obpaboTBaHeTo, CbXpaHABaHETO, npeHacaHeTo,
Pa3nNpPOCTPAHEHNETO M YHULLOMKABAaHETO Ha WHdopmauuMATa, MU KbM TAX ce npunaraT

NOAXOAALLM MEPKM 33 3aLLMTa, CbOTBETCTBALLM Ha 3aniaxuTe.
Y. 7. Tlpu o6men Ha unpopmanms ce uzmonssa TLP (traffic light protocol)

1. [TLP-RED] — Camo 3a onpeaeneHu nonyyaTenu: B KOHTEKCTa Ha efHa cpella
Hanpumep WHOPMaLMATA Ce OrpaHMyaBa A0 NPUCHLCTBALLMTE Ha cpewaTta. B
NoBeYeTo C/ly4an Ta3m MHGOPMaLMA ce Npenasa YCTHO UM JIMYHO.

2. [TLP-AMBER] — OrpaHu4yeHO pa3npocTpaHeHue: Noay4yaTensiT MoXKe Aa Ccrnoaens Tasu
MHbOpPMaLMA C APYrK XOpa OT OPraHM3aumATa, HO CamMO aKO e Cnas3eH MPUHLUNLT
"HeobxogMmocT ga ce 3Hae". YecTa npakTUKa € U3TOYHUKBT Ha MHbOopMaumAaTa aa
YTOYHW BeAHara cnep MapKMpoBKaTa Ha KOro MOXKe ga ce cnogensa nHpopmaumaTa
WAM pga npeasugum oOrpaHMY4eHMs Ha ToBa cnogenaHe. AKO NOAy4YaTenAaT Ha
MHGOpPMAUMATA MCKA fJa A pPa3nNpoCcTpaHABa, 3a4b/KUTenHOo TpaAbBa pa ce
KOHCYNTUPAC U3TOYHMKA.

3. [TLP-GREEN] — LLUunpoka obuiHOCT: MHbOpMaLUMATa B Ta3n KaTeropusa moxe aa bbae
pasnpocTpaHaBaHa LWMPOKO B pPaMKUTE Ha JafdeHa ob6wHocT. Bbnpeku TOBa
MHbOopMauMATa He Moxe Aa 6bae nybanKyBaHa UAM NOCTBAHA B MHTEPHET, KAKTO U
M3HacsAHa M3BbH O6LLHOCTTA.

4. [TLP-WHITE] — HeorpaHuyeHo: npeamMeT Ha CTaHAapTHMTE MNpaBuaa 3a aBTOPCKO

npaBo; Tasu MHPOPMaLMA MOXKe Aa Ce pPa3npocTpaHsaBa cBoboaHO, 6e3 orpaHUYeHus.

Ya. 8. B O6enuneno yumnuuie ,,MiBan Ba3os® ceno [lamoBu ce crnaszpa npenopbruyuTenHaTa
kiacupukanusg Ha  HMHQOpManMATa W M3UCKBAHMA KbM  HMHQPOpPMAIMOHHUTE W

KOMYHHKAITMOHHUTEC CUCTCMU 34 OCUTYPABAHC HAAOCTHII 10O I/IH(I)OpMaLII/IHTa oT HapeL[GaTa:

1. "Hueo 0" obxBallia OTKpUTa 1 06WOA0CTbNHA UHPOPMaLUMA (Hanpumep Nyb6anKyBaHa
Ha MHTEPHET CTpaHuUUTE); npeanosiara aHOHMMHO MoN3BaHe Ha MHpopmauuaTa U
JINNCa Ha CpeACcTBa 3a 3allMTa Ha KoOHPUAEHUMANHOCTTa 1; oTroBapA Ha TLP-WHITE;

a. onoBecTABaHeTo Ha MHopMauma ¢ Knacudpukauma "Hueo 0" He e orpaHMYeHO;
b. ustouHnumte morat ga wu3nonssat kKnacudukauua "Huso 0", Korato
MHOPMALMATA HOCM MUHMMANIEH WAW HUKAKbB Npeasugum pPUCK OT

3noynotpeba, B CbOTBETCTBME C NPUAOKMMWUTE MNpaBuaa M npoueaypu 3a
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2.

ny6/M4YHO onoBecTABaHe;
npu cnassaHe Ha CTaHAAPTHUTE NpaBuaa 3a aBTOPCKM npasa MHdopmauma c

Knacudmkauyma "Hueo 0" morKe fa ce pasnpocTpaHaBa 6e3 orpaHuyeHus.

"Huso 1"

a.

cnogenAHeTo Ha nHpopmauma ¢ Knacnpukauma "Huso 1" e orpaHnyeHo camo
00 AafeHa obuwHocT; otroBaps Ha TLP-GREEN;

M3TOYHULUUTE MOraT ga Mu3nonssaT Knacudukauma "Huso 1", Korato
MHbopmaumMATa e nosesHa 3a WMHOOPMMPAHOCTTA Ha BCUYKM YyyacTBaLLM
OpraHM3aumm, KakTo M 3a NAPTHbOPM OT WMPOKaTa OBLLHOCT NN CEKTOP;
nonyyatenuTte morat ga cnogenart nHbopmauma ¢ kKnacudpukauma "Huso 1" ¢
NapTHbOPCKN OpPraHn3aunm B paMKUTE Ha CBOSl CEKTOP MM OBLLHOCT, HO He U
ype3 obLecTBEHO AOCTbMNHM KaHanM; MHGOPMALMATA B Ta3M KaTErOpUA MOXKe
[a ce pasnpoCTPaHsBa WMPOKO B AaAeHa 06WHOCT, HO HE M U3BbH Hes;
N3UCKBaAHUS KbM MHPOPMALMOHHUTE U KOMYHUKALMOHHUTE CUCTEMMU:
AOCTbMBT 4O TOYHO onpeaeneHn obekTM aa 6bae paspellaBaH Ha TOYHO
onpeaeneHu Non3sBaTeny;

nonseatennTe Aa ce naeHTMdMUMpaT, npean Aa U3NbAHABAT KAaKBUTO U Aa ca
AENCTBUA, KOHTPONMPAHM OT CMCTemaTa 3a AOCTbM; 33 YCTAaHOBABAHE Ha
MOEHTUYHOCTTa TpsabBa Aa ce M3NoN3Ba 3aWMTEH MexXaHM3bM OT TUMa
naeHTuduKkaTop/napona; HAMa  M3UCKBAHMA 3@  O0Kas3aTeAcTBO  3a
NMOEHTUYHOCTTA NPU perncrpaums;

naeHtnomumpalwata wWHbopmauma TpabBa pa Obae  3aWwMTEHA  OT

HepernameHTnpaH A0CTbn,



3.

h.

[OBepuUTeNHata M3YUCAMTENHA cucTema, T. e. PYHKUMOHANHOCTTa Ha
MHbOpPMaLUMOHHATa CcUCTeMa, KOATO ynpaBasBa AOCTbNa A0 PecypcuTe,
TpAbBa ga noaabpka obnact 3a cobCTBEHOTO M3MbAHEHWE, 3alLUTEHA OT
BbHLUHM Bb34ENCTBMA M OT ONUTK Aa Ce cneaun XoAa Ha paborara;
MHPOPMaLMOHHATA cucTemMa TpabBa Aa pasnosiara C TeXHUYECKUM Wu/unu
nporpamHuM CpeacTBa, MNO3BOMABALLM MNEPUOAMYHO [Aa Cce npoBepsABa
KOPEKTHOCTTa Ha KOMMOHEHTUTE Ha A0BEPUTENHATA U3UNCINTE/IHA CUCTEMA;
3aWMTHUTE MEeXaHU3MK TpabBa Aa ca NPEMUHANM TEeCT, KOUTO Aa NOTBbPAM,
4ye HeOTOpPU3MpPaH NON3BATEN HAMA OYeBMAHA Bb3MOXKHOCT Aa NOYyYM AO0CTbI

00 AoBepuTesIHaTa U34YUC/INTe/IHa CUCTEeMa.

"Huso 2"

a.

pa3npocTpaHeHNETO Ha MHPOopPMaLMA ¢ KnacuduKkaums "Hueo 2" e paspeweHo
CaMO B PAMKUTE HA OpraHusauuuTe Ha YydacTHUuMTe, obpaboTBalm,
CbXpaHAaBaWM mMaAM obmeHAwM MHboOpmaumaTa; otroBapa Ha TLP-AMBER c
AOMbAHUTENHO YTOYHEHMWE 33 OrpaHMYeHne Ha A0CTbNa;

M3TOYHULUTE MOraT ga u3nonseat Knacudpukauma "Hueo 2", kKoraTo
MHbOpPMaLMATA U3NCKBA 3aLWMTA, 33 A3 6bae epekTMBHO obMeHeHa, U HOCK
PUCK 3@ HEMPUKOCHOBEHOCTTA Ha JIMYHMA KMBOT, penyTauuata uau
onepauuuTe, ako ce cnogena U3BbH CbOTBETHUTE OpPraHn3aLmu;
nonyyatenuTe morat ga cnogenat nHbopmauma ¢ Knacmpukauma "Huso 2" ¢
yneHoBe Ha cobcTBeHaTa CM OpraHM3auMAa U C NOTPEBUTENN UAU KAUEHTH,
KOMTO TpAGBa Aa ca 3an03HATKM C HesA, 3a Aa Ce 3aLLUTAT UM A3 NPesoTBpaTaAT
AOMBAHUTENHN  LWETW; U3TOYHMUUTE MMAT NpaBoTO ga onpegenat
AONBAHUTENHN NAAHUPAHWU TPAHWULM Ha CNoAenAaHeTo, KouTo TpabBa Aa ce
Cnasgar;

M3NCKBAHMA KbM MHPOPMALMOHHUTE U KOMYHUKALMOHHUTE CUCTEMM — B
AONb/HEHME KbM M3UCKBAHMATA KbM NPeaULLIHOTO HMBO:

KaToO MeXaHM3bM 3a MNpoBepKa HA MAEHTMYHOCTTAa Ja Ce M3non3.a
yO0CTOBEpPEHNE 33 e/IeKTPOHEeH NoAMNUC, He3aBUCUMO Aanu e U3aaaeHo 3a
BbTPELIHOBEAOMCTBEHUN HYXKAM B PAMKUTE HA BbTpelwHa MHPaACTPYKTypa Ha
nyb6AMYHMA KN4, WAW € W343[4EeHO OT BbHIIEeH [JAO0CTaBYMK  Ha

YyO0CTOBEPUTENTHN YCNYTH;



4.

npu nsgaBaHe Ha yA0OCTOBEPEeHUEeTO M3AaBalivAT opraH nposepaBa
CblIECTBEHUTE JaHHM 33 /IMYHOCTTA Ha nonssatens, 6es pa e
HEeobXo0AMMO IMYHOTO MY NPUCHCTBUIE;

[OBepuUTeNHaTa WU3UMCAMTENIHA cucTema TpAbBa Aa  ocurypu
peanusaumsa Ha NPUMHYAUTENHO yNpaB/ieHWe Ha AO0CTbMa A0 BCUYKMK
obeKkTu;

[OBepUTENHATa U3YMCIMTENIHA cMcTeMa TPAOBa Ja OCcUrypu B3aMMHa
M30M1auMsa Ha npouecuTe Ypes pasaendaHe Ha aapecHuTe um

NpoCTpaHCcTBa.

"Huso 3"

a.

nHbopmauma ¢ Knacudukauma "Huso 3" He e 3a onosecTsABaHe W
Pa3nNpOCTPaHEHMETO M € OrpaHMYeHO CamMo GO Y4YaCTHULMTE,
obpaboTBally, CbXpaHABAWM WAM  OBMeHAWM MHPOPMaLUATA;
oTrosapsa Ha TLP-RED;

M3TOYHULUTE MOraT Aa v3nosssaT Kaacudukauma "Huso 3", Korato
NHPopMaumATa He moxe aa 6bae edpeKTMBHO obmeHsHA C Apyru
CTpaHm un 6u morna pga  poseae 40  Bb3AENCTBMA  BbpXy
HEMPUKOCHOBEHOCTTA HA JIMYHWUA  KMBOT, PenyTaumaTa wau
onepauumuTe Ha AafeHa CTpaHa, ako ¢ HeA 6bae 3n10ynoTpebeHo;
nosyyaTenuTe He morat Aa cnofensat MHbopmauma, MapKMpaHa c
"Huso 3", c KoATO M Aa e cTpaHa M3BbH KOHKPETHUS 0OMEH,
06paboTka WAM CbXpaHeHWe; [AOoCTbNbT A0 WHPopmaumaTa ¢
Knacudmkauma "Huso 3" e orpaHMyeH camo 40 nuaTa, y4acTBalm B
obpaboTkata I1; B NnoBe4yeTo cayydanm MHPopmauma ¢ KnacudpuKauma
"Hueo 3" Tpabsa aa ce npeaasa INYHO;

n3ncksaHma Kbm UKT cuctemmnte — B 4ONbAHEHME KbM U3NCKBAHMATA
KbM NpeauLHOTO HUBO:

KaTO MexaHW3bm 3a uaeHTMdMKaumMa ga ce U3Non3Ba €4UHCTBEHO
yA0CTOBEPEHME 33 YHUBEPCAIEH €/IEKTPOHEH NOAMNUC;

npu M3gaBaHe Ha YAOCTOBEPEHMETO A3 € rapaHTMpaHa ¢usmnyeckaTa
NOEHTUYHOCT Ha IMLLETO;

A4OoBepUTENHATA U3YUNCAIUTENIHA CUCTEMA TpﬂﬁBa Aa 6'b,£l,e C



npoBepeHa YCTOMYNBOCT KbM OMUTU 33 NPOHUKBAHE;

h. KomyHuKauusaTa Mmexay notpebutens w cuctemata pga  ce
OCbLIECTBABA MO KPUNTUPAHW KaHanu, MU3MNON3BALLKM MPOTOKON
Transport Layer Security (TLS) noHe 1.2, KaTo MWHMMaNHaTa

Ab/KMHA Ha KPUNTUPALLMA KAtoYd TpabBa Aa e noHe 256 6uUTa;

I AJoBeputenHata U34YNUCAnTe/ZIHa CUCTeEMa Aa MUMa MeXaHU3bM 34

perncTpauma HaonnTh 3a HapywaBaHe NOINTUKATA 3a CUTYPHOCT.

PA3AEN 1l . 3BAKNTIOYUTE/THU PA3MOPEABU

§ 1. PoroBoautenure u ciayxkurenute B O0enuneno yuunuuie ,,MiBan Bazos® ceno

ITamoBu ca AIBXHM Aa MO3HABAT MCHa3BaT pa3nopen6HTe Ha TC3HU ITpaBUJIa.

§2. KoHTponbT 1o crna3BaHe Ha IpaBuiaTa C€ OCBHILIECTBSIBA OT JUPEKTOpa Ha
YUYWINILETO WK OINPEICIICHOTO ChC 3aMOBEJ OTTOBOPHO JIHUIE OT YUYMIHMIIETO 3a
rapaHTUpaHe Ha  MpekoBaTa U MHQPOPMAIMOHHATA CUTYPHOCT Ha H3IMOJI3BAHUTE
unpopmannonuu cucremu B 06.Y ,.MiBan Bazos* ceno Ilamoswu.

§3. Te3u mnpaBwia ca paspaborenu cwriacio Hapepbara 3a MUHUMaTHUTE
M3UCKBAHUS 32 MPEKOBA U MHPOPMAITMOHHA CUTYPHOCT M Ca YTBBPJICHU ChC 3aIIOBE]]
Ne 519-80/15.09.2021r. na Jupextopa na OGeauneno yuunuiie ,,JiBan Bazos* cemno
[TamoBu



