OB/1IACT ITMA3SAP/AZKHK

SSHT 0877169293
Email: ou pashovi@abv.bg

Yr1BBpKIaBaAM!

Jdupekrtop: ..............
/Myctada banapo/

ITPABUJIA 3A BE3OIMTACHOCT

HA YYEHUIIUTE U CJIY/KUTEJIUTE
B OBEJIMHEHO YYUJIMIIE ,,UBAH BA3OB*

B YUNJIMIIHATA KOMITIOTBbPHA MPE’KA U B UHTEPHET



Hacmoswume npasuna ca paspabomenu ¢ o2ned ¢popmuparne Ha NOIUMUKA 8 YYUIULYEMO, C
KOSIMO 04 0Op2aHu3upa U3noa3eanemo Ha 0opazoeamennus NOMeHyual Kakmo Ha
KOMNIOMbPHAMA Mpedca Ha 06pa308amennama UHCMumyyus, maxka u Ha eiooaiiama
Mpedica, 8 cvuemanue CbC cCucmema om MepKu 3a CU2ypHoCcm u 6e30nacHocm Ha oeyama u
yuenuyume. [Ipunacanemo um Ha RPAKMuKa yeiu NOSUWLABAHEMO HA UHGOpMUPAHOCMMA U
ouUManHama 2pamomHoCm Ha oowHocmma om oeyd, pooumenu, y4umenu, OUpeKmop u
CyHCUMeNU.

I. ObIIA ITOJIOKEHUA
Ui 1. Te3u npaBunia ypexaaT OCHOBHUTE MPHUHIIMIN HA YYUIUIIHATA ITOJIUTHKA,
IPaBOMOIIMATA HA YUYWJIMIIHOTO PBKOBOJICTBO, IMENAarOTMYECKUsl MEPCOHAT U
CUCTEMHHMS aIMUHUCTPATOP, KAKTO M MpaBaTa U 3aAbJDKCHUITA HA YUCHUIIUTE U
pOIUTENNTE, CBBbp3aHU C paboTaTa Ha YYCHMIIMTE B YUYMJIMIIHATA MpexXa U B
WNHTepHeT, HapuyaHU MO-HATATHK 33 KPaTKOCT ""Mpexara'.
Y. 2. YaununiHata nojauTukaTa 3a padora B UHTepHET rMa 3a 11eJ1 1a OCUTYpH U
OpraHu3vpa U3MOJ3BAHETO Ha O00pa3oBaTeNHMS TMOTEHIMA] KaKTO Ha
YUUJIUIIHATA MPEXkKa, Taka U Ha TJI00aHaTa Mpexa, B ChUeTaHUE ChC CUCTEMA OT
MEPKH 332 CUTYPHOCT 1 0€30MaCHOCT Ha YYCHUIIUTE.
Ui 3. OcCHOBHUTE MPUHIIMIIY HA YYMIIMII[HATA MTOJIUTHKA 32 paboTa B yUMIHIIHATA
Mpexa u B IHTepHer ca:
1.  PaBeH n0oCThI HA BCUUKHM YYEHHIM A0 YUHIUIIHATA MPEXKa;
2. 3amMTta Ha YYEHUIUTE U CIYKUTEIUTE OT BPEIHO WM HE3aKOHHO
ChAbpKaHUEe W HH(OpMAlMs KaTo: KpakOa Ha JIMYHU JAHHU U CHUMKH,
HaKbpHSIBaHE HA TUYHOTO JJOCTOMHCTBO M TOPMO3, TOPHOTpadusi, MPOIOBsIBAHE
HAa HACWJIUE U TEPOPU3BM, ETHUUYECKA U PEIUTHO3HA HETOJIEPAHTHOCT, ThPrOBUS
C HApKOTUIIU, Xa3apT U Jp.;
3.  3aunTaHe W 3aUIUTa HA JUYHATA HEMIPUKOCHOBEHOCT;
4.  IlogroroBka M KOHTPOJ HAa YYEHMIIUTE 32 KOMIIETEHTHO U OTIOBOPHO
MOBEJCHUE;
5. ChTpyAHHMYECTBO MEXAY YUYWIMIIETO, POAUTEINTE U KOMIETEHTHUTE
OpraHy;
Un. 4. VyunuimHata KOMIIOTbpHa Mpexka U HWHTepHeT ce u3Mon3BaTr ot
YUEHHUIIUTE caMo 3a 00pa30BaTEIHU LIEIH.
Un. 5. IlpaBunata 3a Oe3omacHa pabotra B MHTEepHET, KOWTO ydYEHUIIUTE ca
3aIbJDKEHU 14 CIIa3BaT, CE€ MOCTABAT HA BUJHO MSCTO BbB BCEKH KOMIIOTBPEH
KaOuHeT.
IlenuTe Ha nmpaBwiIara ca na ce:
«  TapaHTHpa MPaBOTO Ha JETETO/yYEHHUIUTE Ha JOCTHII A0 MOIXOASIIA
nH(popMaIs U MaTepualii B MPEkKaTa;



*  OCBIIECTBH MPEBEHIUS U CUHTE3Mpa Ha €IHO MICTO MH(popManusaTa
3a OMACHOCTHUTE B MHTEPHET;

*  TPEIOCTaBAT KOHKPETHH HACOKHU 3a 3aKpHJia Ha AETETO U 0e30IMacHo
MOBEICHUE B KOMITIOThPHATA MPEKa B YUIJIHIIE U B UHTEPHET;

«  moa00pHu KOOpIWHAIMATA U OTTOBOPHOCTUTE HA YYACTHUIIUTE W/HITN
BCHUYKH 3aMHTEPECOBAHH CTPAHH.

II. TIPABOMOIINVS HA TUPEKTOPA HA YUUJIUIIIETO

Ui 6. (1) AupexTopbT € AIbKEH Ja:

1. Opranuzupa ¥ KOHTPOIHPA ISLTOCTHATA JEHHOCT MO M3IMTBbIHEHUETO

Ha Te3W MpaBUIIa;

2.  OcwurypsiBa 1 Hacbp4aBa CBOOOJHHS M PaBEH JOCTHII HA YICHHUIIUTE

70 yYWIHIHATa Mpeka U MHTepHET B ChOTBETCTBHUE C yUeOHHS IJIaH U

BBH3MOKHOCTHTE Ha YUIIIHIIETO;

3. Cp3naBa BB3MOXHOCTM 3a oOorarsBaHe U pa3lIUpsIBaHE Ha

oOpa3oBaTelHHsI TpOILEC 4Ype3 yUYWIMIHATA Mpexa u HHTepHeT,

BKJTIOYMTEITHO U B U3BbHYYEOHO BpEME;

4. YTBBpKAaBa rpaduk 3a paboTa Ha yUYCHUIMTE B YIUJIMIIIHATA MPEXKa

U B VIHTEpHET M3BBH PEIOBHUTE YUCOHU 3aHSATHS,

5. Opranuzupa 1 KOHTPOJIUPA MPUTATAHETO HA MEPKH, BKIIOUUTEIHO U

chbBMecTHO ¢ VHTepHeT pmocTaBumka, OrpaHHuYaBalld JOCThIIA Ha

YUEHULIUTE [0 BPEIHO WJIM HE3aKOHHO ChIbpkaHue B HHTepHET B

CHOTBETCTBHE C JIEUCTBAIIOTO 3aKOHOIATeICTBO B PenyOiuka boarapus;

6. IlpeaBaputenHo onoOpsiBa MaTepHaluTe 3a NyOJUKyBaHE B

YUWJIMIIHASL CAalT ¥ oUIIMAIHATa CTpaHUIA BB (PeiicOyK M ocHurypsiBa

HAO0JIIOICHNE U KOHTPOJI BbPXY HEWHOTO ChIBbpP’KaHUE B CHOTBETCTBHUE C

NPUHIMITUTE HA YYUIMITHATA TOJIUTHKA,

7. OcwurypsiBa e(peKTHBEH TIOCTOSHEH KOHTPOJ II0 CIa3BaHE Ha

npaBwiata 3a paborata Ha YYCHUIIUTE B YYWIHIIHATA Mpexa U B

HNutepner;

8. OcurypsiBa 3apaBOCIOBHU M O€30MAaCHU YyCIOBUS Ha pabOTHHTE

MeCTa B ChOTBETCTBHE C HOPMATUBHUTE N3UCKBAHMSI;

9. OcurypsiBa mpu TEXHUYECKA BB3MOXKHOCT TMPOCIEASIBaHE Ha

Tpaduka, OCHIIECTBIBAH Ype3 YUWIHNIIHATA MPEXKA;

10. Undopmupa ydeHurure, uYe TpaduKkbT ce cIeau W TpuU

KOHCTaTUPAHHU HApYIICHUS MOXE J1a OBbJe YCTAHOBEHO JIUIETO, KOETO TH

€ U3BBPIIIIO;

11. VYBemomsiBa pOJUTENHTE 3a MPEANPUETUTE OT PHKOBOJACTBOTO MEPKHU

3a OocUTypsiBaHE Ha Oe30maceH W KOHTpoiimpaH HHTEpHET AoCThIl B

YUUJTUIIE W BKBIIIH;



12. VBegomsiBa He3a0aBHO KOMIIETEHTHUTE OpraHU NMPHU KOHCTATHpPaHE
Ha HE3aKOHHO ChAbpKAHUE B yUMWIUIIHATA Mpexka U B UHTEpHeT;

13. Opraausupa B Ha4aJIOTO Ha BCsiKa ydyeOHa roJMHA 3arlo3HaBaHE Ha
YUEHULIUTE U POJUTEIUTE C YUMIIMITHUTE MpaBuiia 3a 6e3omnacHa padbora B
Mpexara;

14. OcurypsiBa OTTOBOPHO JIHMIIE, KOETO Ja M3IbIHSIBA (YHKUHUHUTE Ha
CUCTEMEH aJMUHUCTPATOD;

15. IlpeampuemMa Mepku 3a pealu3upaHe Ha OTTOBOPHOCTTa Ha
BUHOBHUTE JIUIIA IPYU KOHCTaTUPaHU HAPYUICHUS HA T€3U MPaBUIIa;

(2) HdupexkTopbT MOXKE Ja Bb3jara CbC 3aloBe] H3MBJIHEHHETO Ha
3aabiDKeHusTa cu o an. 1, 1. 5,6, 7,9, 10 u 11 Ha npyru ciyxurenu ot
YUUITUIIETO.

[I. MPABOMOIINMA HA VYUYUTEJIIMTE, PBKOBOAUTEJIAT HA
KOMITIOTHPEH KABMHET 1 CUCTEMHUA AIMUHUCTPATOP

Y. 7. Yuutenure, pbKOBOJUTENST HA KOMITIOTbPEH KaOWHET U CUCTEMHHUS
aJIMUHUCTPATOP Ca JUTHXKHU Ja:

1. PazsicusiBat npaBuiaTa 3a 0€30MacHO M OTTOBOPHO MOBEJEHUE TMPHU
paboTa B yunnuiiHaTa Mpexxa u B UHTepHer.

2. W3non3BaT BB3MOXKHOCTHTE Ha VHTepHer 3a oOorarsBaHe u
paslvpsiBaHe Ha yyeOHaTa JEHHOCT, KaTO Bb3JIaraT Ha YYEHUIUTE KOHKPETHH
pOYyYBaHUs, IPEJOCTABAT CIUCHK C MOAXOAAIIM UHTEPHET aJJpeCH U JIp.

3. OcblecTBIBaT HENPEKbCHATO HAOIIOAEHUE U KOHTPOJI BBPXY
paboTata Ha y4EHUIUTE B yUWIMIIHATa Mpexka U B VHTepHeT B yueOHO U B
U3BBHYYEOHO BpeMe.

4, [Ipennpuemat He3a0aBHU MEPKH 3a IPEYCTaHOBSIBAHE HA JOCThIIA HA
YUEHUIUTE 10 HE3aKOHHO ChIbpPKaHUE B Mpexkara.

S. VYBegoMsBaT HE3a0ABHO IUPEKTOPA HAa YUMIIUIIETO NPU HapylllaBaHe
Ha MpaBUJIaTa WIK PHU YCTAHOBSBAHE HAa HE3aKOHHO ChAbP)KAHUE B MpEKaTa.

Yn. 8. Yuurenure, TupeKTOPbT, PbKOBOAUTENAT HA KOMIIOTHPEH KaOMHET
Y CUCTEMHHSI aIMUHUCTPATOP HE HOCAT OTTOBOPHOCT, AKO YUYEHULIUTE CIy4ailiHO
WIM TpeJHAMEPEHO IOMAJHAT Ha BPEIHO WIM HE3aKOHHO ChABpPKAHUE B
HNuTepHer.

Ui 9. CucteMHUTE aAIMUHUCTPATOPH Ca JUTHKHHU J1a:

1. OcwurypsBar obmara 6e30macHOCT U pabOTOCTIOCOOHOCT Ha MpeXKaTa.

2. [Ipennarat u npunarat MEpKM, OrpaHAYaBally JOCThIIA HA YYEHULUTE 110
BpPEAHO WIM HE3aKOHHO ChJIbpKaHNuEe B IHTEpHET B ChOTBETCTBUE C IEHCTBALIOTO
3aKoHO/AaTeNcTBO Ha PenyOnuka boiarapus.



3. N3BbpmiBaT nmepuoAndeH Mperie]] Ha YYWIMIIHATA MpEeXa 32 HAJIMYUE Ha
BB3MOKHU 3aIUIaXW U PUCKOBE 3a CUTYpPHOCTTa Ha YYEHHUIIMTE NpU pabora B

HNuTepHer.
4, Cnenar Tpaduka, OChIIECTBIBAH Ype3 YUMUIIMIIIHATA MPEXKA.
5. [MogabpkaT © akTyanu3upar yuuiuigHata MHTepHET cTpaHuna B

CbOTBETCTBHE C M3UCKBAHUATA HA YUWIMIIHATA [TOJIUTHKA.
6. [IyObnukyBar B yuwnuiqHata WHTEpHET cTpaHuIa caMO OJIOOpEHU OT
OUPEKTOpa MaTEPUAIIH.

7. YBemomsBar He3a0aBHO JAMPEKTOpA HA YYWJIMLIETO MPHU HApyIIaBaHE Ha
NpaBWIaTa WM NPU YCTAHOBSIBAHE HAa HE3aKOHHO ChAbpPKAHUE B MpexXaTa.

IV.IIPABA U 3AABJIKEHUSA HA YYHEHULIMTE

Un. 10. Yuenunure umart rpaBo Ha:

1.  PaBeH gocThIl 0 YYWIMIHATA KOMITIOTbPHA Mpexa U B IHTepHET, npu
CIa3BaHe HA YUYHJIMIIHATA MOJUTHKA.

2.  Pabota B Mpexarta u B U3BbHYYEOHO BpeMe 0 YTBBPAECH OT AUPEKTOpa
rpaduxk.

3. Pabora B Mpexara caMo 1oj KOHTpOJIa Ha ONPEAENIEHO OT TUPEKTOpa JIUIIE.
4, OOyueHue 3a KOMIIETEHTHO ¥ OTTOBOPHO MOBEJICHUE B YUMIUIIIHATA

KOMITIOThpPHA Mpeka U B UHTepHeT.
5. Jla 6b1aT nHGOPMHpAHU 32 YUMIIMIITHATA MTOJTUTHKA 32 padoTa B MpeKaTa.

Ui 11. YaenuruTe ca JUTbKHU J1a CTIa3BaT CICIHUTE MPaBHiIa 3a Oe30IacHa
paboTa B Mpexkara:

1. Yyununiaata mpexxka u UHTepHeT ce u3moi3BaT camo 3a 00pa3oBaTeIHU
TEJTH.
2. 3a0paHeHo € U3MOJ3BaHETO HAa MpeEKaTa 3a U3BbPIIBAHE HA CTOMAHCKA WIIN

He3aKOHHA JIEHHOCT.

3. VYyenunute He TpsiOBa Ja MPEIOCTaBAT JMUHA HHPOpMaIus 3a cebe cu U 3a
CBOMTE POJMTENN KaTO UME, Iapoa, aJipec, JoMalleH TeaedoH, YIruIe win
MecTopaboTa u ciykebeH TeneoH Ha poauTenuTe, 0e3 MpeaBapUTEIIHO
pasperieHue ot TX;

4. He ce pa3zpemaBa u3npaiiane uin myOIrKyBaHe Ha CHUMKH Ha YYEHUIIN WU
Ha T€XHU OJM3KH, 0€3 MPEBAPUTETHO ChITIACHE HA POJUTEIUTE;

d. VYyenunure He TpsaOBa Aa mpUeMaT CPELIH C JIUIA, C KOUTO ca CE 3al03HaIH
B lHTEpHET, OCBEH Clle/] ChIIIACUETO HA POAUTEIUTE;

6. YyeHunuTe ca IIsKHA 1a MHOOPMUPAT He3a0ABHO JTUIIETO, MO YNETO
HaOJFOICHUE W KOHTPOJI paboTAT, KOraTo MOMaAHAT Ha MaTepUaIA, KOUTO T Kapat
7la ce YyBCTBAT HEYIOOHO, UM HA MAaTEPHUAIU C BPEIHO WIIM HE3AaKOHHO



ChAbPKaHKUE KaTO MOpHOrpadusi, MPOMOBsIBAaHE HA HACUIIUE U TEPOPUIBM,
€THUYECKA U PEIINTHO3HA HETOJIEPAHTHOCT, THPrOBUS C HAPKOTHULIH, Xa3apT U Jp;

1. VYyenunure He TpsaOBa Ja U3NpalaT Wik Aa OTTOBApsT HA CHOOIICHMUS,
KOUTO ca OOMJIHM, 3aIlIalllBAIA UM HETIPUIIUYHU;

8. VYyenunute He TpsAOBa Jja OTBAPAT MPUIIOKEHHUS HA €JIEKTPOHHA IOIIa,
IIOJIy4E€HA OT HEMIO3HAT II0JaTeNl.

Q. 3abpaHeHO € U3MpallaHeTO Ha AaHOHUMHHU WA BEPUKHU ChOOIIEHUS.

10. 3a0paHeHO € U3BBPIIBAHETO HA ACHHOCT, KOSATO 3aCTpalllaBa LEI0CTTa Ha
YUUJIUIIHATA KOMIIOThPHA MPEXKa WM aTaKyBa APYTH CUCTEMHU.

11. 3alpansiBa ce U3MOJI3BAHETO HA UYXJ0 MOTPEOUTEIICKO UME, Tapoia u
€JICKTPOHHA TOIIIA.

12. VYdyenuuurte He TpsOBa JAa NPEACTABAT HEBEPHU JaHHU 3a ceOe CH C
HE3aKOHHA LIEJI.

13. 3alpaneHo € M3MOJ3BAaHETO HA HEJIUIIEH3UPaH copTyep, Ha aBTOPCKU
MaTepuanu 0e3 pa3penieHne, KakTo U BCSKa JApyra JSHHOCT, KOATO HapyIiaBa
aBTOPCKH TIPaBa.

14.  Tlpu pabota B MpexaTa yuYeHULIMTE TPsIOBa /1a yBa)kaBaT IpaBaTa Ha JAPYTrUTe
U J1a a3aT J00pOTO UME Ha YUMUIIUILETO.

V. IIPABA U 3AIBJKEHUSI HA POJIUTEJIMTE
Un. 12. Poautenure uMat npaBo:

1. Jla 6b1aT nHGOPMUpAHU 3a YUHIMIIHATA MTOJUTHKA 3a Oe30macHa paboTa B
Mpexara.
2. Jla maBaT cBOM MPEAJIOKEHHS B OMPECISTHETO HA HACOKUTE U MEPKUTE 32

6e3omacHO U3MNoia3BaHe Ha VIHTepHET B yUUIIHUIIIE.

3. Jla morygaBat uH(pOpMaIus 3a pUCKOBETE U 3aIlIaXHTe 32 0€30IMacHOCTTa Ha
TEXHUTE Jienia mpu paboTa B IHTEpHET B YUMIIHINE U BKBIIIH.

4. Jla 6b1aT cCBOEBpEeMEHHO HH(POPMUPAHH U J1a y4aCTBAT ChBMECTHO C
YUWIHIIHOTO PHKOBOJCTBO MPHU pa3peliaBaHe HAa BCEKU KOHKPETEH MpoOJIeM,
CBBP3aH C HapylIaBaHE Ha MpaBUjaTa OT CTpaHa HA TEXHUTE Jela.

5. Jla curHAIM3UpAT YUYMIIMIIETO, KOTraTo MojiydaT HH(OpMaIus 3a HapyIIeHUs
mo wi. 11.

6. PogurenuTe ca JIBKHM 1a OCHTYPST KOHTPOJI U ITOMOIII Ha JeIaTa CH Ipu
MOJI3BAaHETO Ha TJIo0aiHaTa MpeXKa — COLIMATHU MPEKH, YaTOBE, MPUIIOKEHUS U
JIp., KaKTO Y MPHU CHIa3BaHe Ha IpaBuiiaTa 3a IHTepHET O€30MacHOCT B YUUJIUIIIE.

Un. 13. B HauanoTo Ha Bcsika yueOHa roiMHA POJUTEIUTE CE 3a03HABAT C
YUUJIMIITHUTE TIpaBuiia 3a 0e3omacHa paboTa B yUMJIMIIHATA MpeXka U B IHTEpHET,
KOETO YAOCTOBEPSBAT C MOIIKCA CH.



VI. OTIrOBOPHOCT

UYn. 14. [Ipu HapymaBaHe pa3nopeaOHUTe Ha TE3U MpaBujla Ha YYEHUIIUTE MOorarT Aa
ce HajaraT caHkuuu, npeasuaeHu B 3I11YO u llpaBunHuk 3a 1elHOCTTa Ha
YYUIULIETO. YYMIMIIETO ¥ HErOBUTE CJIYKHTEIH BKJ. JUPEKTOP MOrar Jaa
OKaKaT ChACUCTBUE, HO HE HOCAT OTTOBOPHOCT NPH CJOYYalHO UJIH
NpeAHaAMepPEeHo HApYLIABaHe HA Te3M BbTPEILUHU NPABU/IA KATO YaCTHU CIy4au
OT YYEHHMIIH, CITYKUTEIU, POAUTENIN WU BHHIIHU 32 OOLIHOCTTA JTULA.

Ui 15. HezaBuCcuMO OT OTTOBOPHOCTTA IO Wi. 14, mMpuU HapylIeHusl, KOUTO
NPeICTABJIABAT NPECTHILVICHUS, AIMUHUCTPATUBHH HAPYLUICHHUS HJIH
NPUYUHABAT HMYLIECTBEHA BpeAa, C€ HOCU ChOTBETHO HaKa3aTElHa,
aIMUHHCTPATHBHA WM TPAXKJIaHCKA OTTOBOPHOCT.

Vil. ObII1 U KOHKPETHMU NPABUJIA 3A CUT'YPHOCT U
BE3OITACHOCT B UHTEPHET

Uin.16. OBIIIU ITPABUJIA:

1. He naBaiite nmuuna uHbopMaIys KaTo UMe, aposia, ajgpec, JoMalieH
TenedoH, YUUIIUIIETO, B KOETO YUHIIl, MeCTopadoTa WK ciry)ebeH TeraedoH Ha
POAUTENIUTE CH/ KOJETUTE CU/ ChYYCHHUITUTE CH, 0€3 TIXHO pa3pellieHHeE.

2. He I/Br[pamaﬁTe CBOU CHUMKHU WJIM CHUMKHU Ha IMPUATCIIN, CbYUYCHUIIHU,
POOHUHHU, KOJICTH, YUNUTCIIU, IIO3HATHU U OP. 0e3 Impean ToBa 1a € 06C’I>I[€HO
PCHICHUCTO C TAX WX C POAUTCIIN.

3. He otroBapsiite Ha cbOOIIEHMS, KOUTO ca OOMJIHU, 3arlIalIBaIly,
HENPWINYHYU WIKA BH KapaT Jla ce 4yBcTBall HeyaooHo. MHdopmupaiite
POJIUTEINTE CHU/KIACHUSI PHKOBOJIUTEN, YUUTEIN, TUPEKTOP 32 TAKUBA CHOOIICHUS.

4. He otrosapsiite Ha €JIeKTpOHHA MO111a, TOJyYEeHa OT HEHMO3HAT nojaarei. T4
MOJKE JIa ChAbPKA BUPYC WIH JIpyra Iporpama, KosiTo Ja YBpeau TBOSI KOMIIOTHP/
TenedoH/ TabeT.

d. KoHncyntupaiite ce ¢ poguTenuTe Cu/KOMIIETEHTEH KoJera/yuyuTel Mpeau 1a
CBAJIUTE WM WHCTANIMpPATE HOBA MIPOrpaMa/IPHIIOKEHHE Ha KOMITIOTHD, TeaedoH,
TabJIeT, KaKTO U HE MPABETE HUIIO, KOETO MOXKE Ja YBPEAN KOMIIOThPA BU WIIH
Ype3 aJIeHO JCUCTBHE J1a C€ Pa3KpHUAT JaHHH 3a T€O U CEMEMCTBOTO TH.

6. Hemara, xouto npaBute B UHTEpHET, HE TpsOBa Aa BpPEIAT HA APYTH X0pa
WJIY J1a IPOTUBOpPEYAT HA 3aKOHUTE.

7. Bnaumasgaiite, koraro pasroapste B uat. [lomHeTe npaBuio Nel, u ue
XOpaTa OHJIaH YECTO C€ MPEACTABAT 3a TAKMBA, KAKBUTO HE Ca WIIA ThPCAT
onpejesieHa UHpopmaIusi.

8. AKO ce CIIydH Taka, 4e Jia ImonajgHere Ha nHpopMarus Wid Apyro B
Mpexkata, KOATO HE BU XapecBa WJIM BH IUJIAIN MO HIKAKbB HAYKH, TO MOXKETE Ja
nonanere curnai B JIA3]/] na Ten. 02/933 90 50, Hanmonanxa tenegoHHa TUHUS



080 019 100, na aagpec: webl12.net / blob.bg nnu B PalionHo ynpasnenue mno
MECTOKMBEEHE, KaKTo U Ha http://www.cybercrime.bag/bg.

Un.17. KAYBAHE U1 CIIOJAEJISSHE HA CHUMKMU - Henoaxoasmure CHUMKH
WJIU BUJIEO HA JeTe/yUCHUK/POIUTEN/yIUTEN ca MyOJIuYHO TOCTHITHU MyOIUKAIINU
B UHTEPHET, KOUTO MOTaT J]a ca KQaUeHHW OT POJAUTEIIUTE WU JIPYTU YJICHOBE Ha
CEMEUCTBOTO, MPUATEIIU, ChYYCHUIU U Jp. KOUTO UMAT U3IUIIO 100pU HaMepeHuUs
KbM Hero/Hes. [IpernopbunTeTHO € 10 HUKAKbB ITOBOJI 1a HE C€ KauBaT CHUMKH Ha
JieTe, 3a KOUTO UMa U Hall-MaJIkoTO ChMHEHUE, Y€ MOoraT Jla My HaBpeasT. Bee nak,
CIIOJICJISTHETO HA CHUMKH € YECTO CPEIaHO SIBIICHHE B COI[MATTHUTE MPEXKH, 3aTOBA
OCHOBHA TIpenopbKa € MoJ0OHH CHUMKH Jia C€ CIOJCIISIT CaMo C XOpaTa OT CIHUChKa
C IpUSTEIN HA YOBEKA, KOMTO MCKa Jla Kaul CHUMKATa, U Olle M0-100pe - caMmo ¢

rpynaTa Ha Hail-OJM3KM NpUATENU OT peanHus kuBoT. Korato cHumare cbe
cMapT@oHa cH, yBEpETE ce, Ye CHUMKUTE HE CE KayBaT aBTOMAaTHYHO B poduiia Ha
pOJUTENS WIH JIETEeTO B caiitoBe kaTto MHcTarpam Hanpumep. B nmpodunure cu B
COLIMAJTHUTE MPEXKH CE YBEPETE, Y€ CTE HACTPOWIA CHUMKUTE CH TaKa, Y€ J1a Ce
BIKIAT caMo OT npustenute Bu. CpI10TO ce OTHACA U 32 HACTPOMKUTE HA
00JIaYHM YCIIYTH , B KOUTO C€ ChAbPKAT CHUMKU U UH(OpMAIus.

1. CHUMKUTE Ha MaJIOJICTHU U HCII'BJIHOJICTHH, ITOKA3BAIlIU PA3TrOJICHU YaCTHU
HJIN CCKCYaJIHU IMO3H, CC CUUTAT OT 3aKOHA 3d JICTCKaA HOpHOFpa(l)I/ISI H CC
MpeMaxBaT OT UHTCPHECT ITPOCTPAHCTBOTO, KATO CC IIPCCIICABAT OHC3HU, KOUTO I'"
pasnupoCTpaHAaABarT. OcBeH ue € BaXKHO 3a CIHH ITOAPACTBAIll YOBCK [Ida YBa’KaBa
TAJIOTO N JIMYHOCTTA CHU U ad HC I'IY6J'II/IKYBa CBOH PA3Tr0JICHU CHUMKHU B MpPCXKaTa,
OT TaKOBAa 3HAYCHHC € U YBAXKCHUCTO KbM MHTHUMHOCTTA U JIMYHOCTTA Ja APYIHUTC.

2. 3a no-rojeMuTe THMHEHIKBPU, HAW-TOJIEMUST PUCK UIBA OT CIOJEISTHETO
Ha MTHTUMHA CHUMKa B CaliTOBE 3a 3aMI03HAHCTBA WJIM OT U3IMPAIIaHETO Ha TaKaBa
CHUMKA J10 OJTM3BK MPUATEN WIH TakKe, KOUTO HEBOJIHO WJIM YMUIILICHO /1 S
pasnpocTpaHsT 10 nmoBeye xopa. [I[pumepHa cutyanus - 1BOMKa ce pa3aeis u
eJHaTa MOJOBHHKA pelllaBa J1a Ci OTMBCTH U J]a CIIOJIETU ToJla CHUMKA Ha APYTHUS B
MHTEPHET KaTo oTMbleHue. OCBeH TOBa, HE OuBa /1a ce nmpeHebpersa (GakTbT, ye
TUUHEHKBbPUTE Ca YyBCTBUTEIHU KbM HEIIAaTa, KOUTO TEXHUTE POAUTEIN WU
POJIHUHU MOKE J1a CTIOJIEISIT 3a TSIX B MpeXkaTa. 3aToBa € MPernopbUYUTEITHO BCUUKH
myOJIMKaIMK, Ha KOUTO T€ MPUCHCTBAT, Ja C€ 00CHKIAT MPEIBAPUTEIHO C TIX U TE
Jia Th 0J100psiBaT.

3. [Nosnemure yyeHHIIM MOTaT J1a CH U3NATAT OT CTapa CHUMKA, KOSITO HAKON
pa3dyBCTBaJ CE POJHUHA € CIOAEIWII 32 TAX B UHTEPHET. TUUHENKBPUTE ca
YyBCTBUTEJIHH 110 OTHOIIICHUE HAa UMUKA CH U OCOCTIKUTE CHUMKH MOXKE J1a HE
UM C€ CTOPSAT TOJIKOBA CIaJKU, KOJIKOTO Ha POAUTENH WK poaHuHu. JloOpe e na ce
pas3roBaps € TSIX U 3a OHJIAH penyTaluusTa U BIMSHUETO, KOETO CBBP3aHHU C TAX
myOTUKaI|K MOTaT J1a UMAaT €WH JeH BbPXY TAX, KOTaTo MOraT Aa ObaaT BUIACHU
OT HOBH MPUATEIN B YHUBEPCUTETA WM ITbK OT MOTEHIIMAIEH paboToAaTeN.


http://www.cybercrime.bg/bg

4, Haii-noOparta npeBeHIMs Cpellly TaKOBa ChAbPKAHUE € J1a HE CE KauBat
CHUMKH, KOUTO IO HIKAKHB HAUUH MOTaT Jia MPEU3BUKAT AUCKOM(POPT B MOMEHTA
WJIU BIIOCJIEACTBUE. B MHTEPHET, CHUMKHUTE U ChIBPKAHUETO OCTABAT 3a IBJITO U
Morar ja ObJIaT CBAJISIHU U U3IMOJI3BaHU 3 1IEJIM, ChbBCEM Pa3IUYHU OT
nbpBOHaYaIHUTE. ChINO TaKa, BEAHBXK IIIOM HEIO C€ MOSBU B UHTEPHET € MOYTH
HEBB3MOXKHO TO J1a ObJIe TPEMAaXHATO 3aBUHATH.

5. CekcTUHT ce Hapuya pa3MsiHaTa Ha ChOOIICHUS, CHUMKH WJIU KIIUIIOBE ChC
CEKCYaJIHO ChAbpPKaHHE MEXAY BaMa NapTHhOpHU. J[ymaTta € chcTaBeHa OT IyMUTE
,,CEKC* M ,,TEKCTUHT** (IMHCaHe Ha ChOOIICHUS Ha aHTIMHCKH ). CEKCTUHTBT:

. Hal-4eCTO ChIIbPiKa Pa3roJICHH CHUMKH, HO MOKE J1a ChIbPKa U KIUIIOBE C
JIPYTO CEKCYaTHO ChIAbpPIKAHUE;

® € IIPAKTUKYBAH KAaKTO OT Bb3PACTHHU, TaKa U OT THﬁHeﬁII)I(’pr M IMOHsKOTI'a
Ac1a,

. o0nyaitHO ce ciy4uBa JOOPOBOJIHO BBB Bph3KaTa WK (PIUpTa MEXIY
BPBCTHUIIY;

. MOX€E J1a T0BEJAE A0 TOPMO3 B UICTUHCKHUS CBAT U B UHTEPHET, aKO TaKUBa
CHUMKH WJIM BUJIE0 OBJAT CTOJICTICHU C IPYTU X0pa;

. MO3K€ J1a IOBEJIE /10 OMUTH 3a ChOJIa3HsIBaHE Ha JIETE WM TUHHEHKBD OT
CTpaHa Ha Bb3PAacTEH, KOUTO C€ HapHuyarT oile "TpyMuHr" (0T aHTJIMICKY -
MOATOTBSIHE).

. ITocnencrBusara: Hsima rapaniius, 4e MOMUYE UM MOMYE B JIaJICH MOMEHT
HsMA J]a PEId J]a CU HallpaBU MO-Pa3rojieHd CHUMKH, KOUTO J1a MCKa Ja CIOJIEIU C
rajpkeTo cu. BaxxHOTO € meTeTo/THHHEH K BPBT Ja € HAsICHO ¢ Bb3MOKHUTE
MOCJICICTBHUS OT CEKCTHHTA, 3a J]a TOMUCIIHN J00pe, MPEeau Aa CIOAEIIU CBOU
Pa3roJieH CHUMKH:

- Jlopy 4OBEKBT, MOJYYUIT CHUMKATA, J1a HE 1 PAa3NPOCTPAaHA YMUIILICHO,
BB3MOXKHO € HSIKOH JAPYT Ja IomnagHe Ha Hes B TesieoHa, TablieTa Wiy Ha JlarTona
My/#, clie]] KOETO Jia PeIlin Ja 5 CIIOJIeTd B MHTEPHET;

- BeI[H’b)K IIIOM CC ITIOABAT B HHTCPHCT, CHUMKUTC KU BUACATA OCTAaBaT TaM 34
ABJTI0, aKO HC 1 3aBHMHAI', 4 1 BCCKHU MOXKC Ja I'M CBAJIM N Ja I' U3I10JI3BA I10
KaKbBTO HA4YMWH PCIIIH,

- Makap B 1ailcH MOMEHT Pa3roJICHUTE CHUMKH J1a U3TJICKIAT BhJIHYBAIIU U
CEKCH 3a €JUH TUUHEU]IKBD, CJIE] BpEME TE€ MOTaT Jia C€ U3IMOJI3BaT 32 OTMbIICHUE
OT HapaHEH NapTHBOP MPH pas3jsia.

. brnokupane u curnanuzupane: [lorpedurtendar, KOMTO € pa3npocTpaHui
CHHUMKATA,



TpsiOBa 1a ObAe OJOKMpaH U TOKJIaJBaH Ha aAMUHUCTpaTopure Ha caita. Cpuio
Taka InpernopbYBaMe CHUMKATa WM BHIEOTO Aa ObAaT MokiaaBanu U Ha ['opemara
nuHUA 3a Oe3omaced uHTepHeT win Ha otaen "Kubepnpectsmienus" I'JIBOIL.

UYn.18. OHJTATH TOPMO3BT npesicTaBisBa H3MON3BAHETO HA HHTEPHET 3a
HaHACSHE Ha eMOLMOHAJIHA BpeJia BbPXY ApYyru xopa. TopMO3bT B MHTEPHET MOXKE
na npugooue paznuunu popmu. Toil Moke J1a ce ChCTOU OT Ch37aBaHE Ha
MOIUTPaBATEHU BUICOKIIUIIOBE WM (PalIlIUBU NMPOPUIN B COLIMATIHA MPEXH KATO
Ask.fm, ®elicOyk u MHcTarpam, caiiToBe 3a crojieisiHe Ha BUaeo kato Vbox7 u
YouTube, kakTo 1 B NpUJIOKEHUS 3a KOMyHHKalus, karo Ckaitn u Baitobp, unu B
U3MpaniaHeTo Ha OOUIHU CHOOIIEHHUSI U KOMEHTapH, Ype3 ChIIUTE T€3HU CalToBE U
mwiatdopmu. OHIalH TOPMO3BT:

. € HaCOYEeH KbM I10-YyS3BUM ITO3HAT WU ChYUYCHUK, KOWTO TIOHACS HETaTUBHU
TIOCJICJICTBUS — YyBCTBA CE€ 3JIe, CTaBa OOCKT Ha MPUCMEXHU B YUHIIUIIE, 3aTBAPs CE
B ce0e cu;

. MO3Ke Ja ce ciydBa 24/7, 3a110TO HUHTEPHET € TOCTHIIEH HABCAKB/IC U 110
BCSIKO BpEME;

. oOxBaIa MHOTO TO-IITUPOK KPBI' OT X0pa, OCCH €IMHCTBEHO CEMEHCTBOTO U
NPHUITEIINTE HAa MJIQJICKUTE, Thil KATO HHTEPHET MPOCTPAHCTBOTO UMa OTPOMEH
Opoii moTpeduTeNIN; MOXKE J1a 3al0YHe KaTo 0e300M1Ha 11era, HO MOXe J1a ObJe U
1[€JIEHACOUYEHO OTMBIIEHHUE;

° MOJKC Ja IIPCAN3BHUKA HCKCIIAHUC 34 XOACHC HAa YUUIINIIC U 3a 06IIIYBaHC,
CTpax OT U3IOJI3BAHCTO HAa UHTCPHCT, U30JIUPAHC OT APYTUTC, TPCBOKHOCT, JOPU
TeJIECHH CUMIITOMHM KaTo TJ1aBO0OOJIME 1 00JKH B CTOMaxa.

. Hactpoliky 3a curypHOCT Ha CHUMKHU B COLIMAITHUTE MpexHU. HecTo
npeHeOpersaHa CThIIKa MPU Ch3/1aBAHETO HA TPO(UIN B COIMATHA MPEXKHU HIIN
CIOJICJISTHETO HA CHUMKH, € BHUMATEIIHOTO Pa3riek/IaHe HA HACTPOMKHUTE 3a
curypHoct. JloOpe € poAuTeNsT Ja MOMOTHE Ha MJIaJusi MHTEPHET MOTpeOuTen aa
HaIpaBu HACTPOWUKHUTE CH TaKa, Y€ CHUMKHUTE U MyOIUKAIIMUTE, KOUTO TOU/TS
KauBa B COIMATTHUTE CH MPEXH, J1a OBJaT BUAUMH CaMO OT XOopaTa B CIUCHKA My/H
¢ npusteny. Taka, pUCKBT TUYHU CHUMKHU J1a Ob/IaT CBAJICHU M M3IOJI3BAHU 32
HaIpaBaTa Ha KOJIaX, WIH Pa3pOCTPAHECHH B IPYTU CaiTOBE O€3 3HAHHETO Ha
JETETO, C€ HaMaJIsIBa 3HAYUTEIHO.

. [IpekpatsaBane Ha KomyHuKauuaTa. [IpenoppeuBa ce eTeTo na npekpartu
KaKTO Pa3srOBOPUTE C YOBEKA, KOMTO IO TOPMO3H, TaKa U J1a CIIPEe A CIEAU
HErOBUTE MyOIHKalMKU U KoMeHTapu. Haii-1oOpusat BapraHT € NOThPIEBIIUAT Aa
6mokupa npoduiia Ha BEIPOCHUS YOBEK MJIU XOpa | J1a JOKJIa/IBa KaKTO mpodua,
TaKa U HEMPUSTHUTE 3a HErO CHUMKH, KOMEHTapu win nyonukanuu. [1o To3u
Ha4yuH, KOHQJIHUKTHT HAMA Jia CE 3aCHIIH JOIBJIHUTEIHO, a ChIbPKAHUETO MOXKE J1a
ObJie U3TPUTO OT aMUHUCTpaTOpUTe. BHB BCeku ciy4ail TpsaOBa aa ce 3amas3sar



A0Ka3aTeJICTBATa 3a TOPMO3a. ToBa MOKe 1a CTaHE ChC CKpHﬁHHIOTOBC (3aCH€MaHC
Ha eraHa) HJIM C U3TCTIIAHC Ha CbABPIKAHUCTO, IPEAN TO Iad 6’5,[[6 HU3TPUTO OT
Chb34aTCiisdI MYy, B OITMT Aa CC IpcAIa3n OT MOCJICACTBUA.

. Anraxxupane Ha cpenara. TopMO3bT € TpynoB peHoMeH. Bbrnpeku ye Haii-
BUJIMMUTE YYACTHULIM Ca MOTHPIEBIIUS/TIOThPIEBIIATa U HACUIIHUKA, B
JNEUCTBUTEIIHOCT UMa U IPYI'H BBBJICYEHU XOpa B CUTyalUATa — NOAAPBKHULIU Ha
TOPMO32a U 3alIUTHULIM Ha OHENPABJAHMS, TACUBHU HAOIIOAATENH,
CUMIIATU3HpPAIIH Ha KepTBaTa WM 3a0aBisiBallly CE OT CUTYyaIUsTa, IOKpald KOUTO
TOPMO3BT C€ CIy4Ba.

Yn.19. KPAXKBATA HA [TPO®UIJI / xakHat npoduit/ npeacTaBiisiBa
NPUCBOSIBAHETO HA YK MOTPEOUTEICKU PO B COIMAIHA MPEkKa, TaThopma
3a oburyBane (Hanpumep PDelicOyk), eleKTpoHHa noia uin apyr cat. KpaxoOara
CTaBa Bb3MOXKHA Upe3 BIM3aHE C MMPaBUIIHATA TapoJia U HeHaTa OAMsIHA C HOBA U
HEM3BECTHA 32 YOBEKa, HAa KOTOTO MPUHAJICKH npoduia. BeaMoxkHO €, cren
KpakOaTa mpouIIbT J1a Ce U3MO0I3Ba 0€3 3HAHNETO U CHIIIACHETO Ha
IbPBOHAYATHHS COOCTBEHUK. AKO Ha JIeTe TI0J] 3abJKUTETHATA 32 IOBEYETO
COLIMAJIHM MPEXH Bb3pacT oT 13 roauHu (Ta3u Bb3pacT € Takasa, 3all0To MOo-
roJsiMaTa 4acT OT IMONYJISIPHU COIIMATHU MPEXH ca aMePUKAHCKHU M TpaBuiaTa 3a
TI0JI3BaHe ca ChbOOPA3EeHU C aMEPUKAHCKOTO 3aKOHOATEIICTBO) C€ Ch3/IaBa
cobcTBeH npoduit BB PeilcOyKk, MHOTO € BaXXHO ITpU n300pa Ha Bb3pacT Ja ce
nzbepe 1o

18 roguHMU, THI KAaTO 32 HEMBJIHOJIETHUTE MOTPEOUTENN MMa BaXKHU JTOITBIHUTETHU
3aIl[UTH.

Kpaxx6ara Ha nmpodui :

. BKJIFOYBA CMsTHATA HA OPUTMHAIHATA TIapoJjia, Taka 4e COOCTBEHUKBT Ha
npoduia 1a HE MOXKE J1a BJI€3€ B HETO;

. MOJKe J1a BKJIFOUBA U CMsHATa Ha UMEII-ajpeca, ¢ KOWTO € perucTpupaH
npopuIIBT;

. MOJKe J1a ObJIe 9YacT OT OHJIAWH TOPMO3;

. MOJK€ J1a IOBE/IE 10 MyOJIMKYBAaHETO HA CHUMKH ¥ KOMEHTapU, KOUTO

COOCTBEHHUKBT HE OU MyOTUKYBaJ, WIH IO pa3MpaliaHeTo Ha ChOOIIECHUS C
HEMPUATHO ChAbPKAHUE, OOUIN WM 3aIlIaXu J0 CIUCHKA C MPUSATEIH Ha
npodmura.

. Cunna mapona. Haif-uecto kpaxkOurte Ha mpouiii cTaBat 3apaju JIECHO
pasrajiaemMa napoJia Wiy CIoJeNsHE Ha MapoJiata ¢ Ipyru xopa. Ha mbpBo MscTo,
no0pe e maposnara fa 6b/1e JOCTaThYHO CIOXKHA U TPpyAHA 3a pazdouBane. KakBo
O3HauyaBa ToBa? — T4 TPsAOBaA 1A ChAbPKA MUHUMYM 8 CUMBOJIA, OT KOUTO TJIABHU U
MaJIki OyKBH, HU(pU U 3HALIU, KATO € MPETNOPBUUTENHO U J1a He ObJie CBbp3aHa



ayma. Ha BTopo msicTo, maposara e 100pe aa ce 3Hae caMo OT COOCTBEHHKA Ha
peructpupaHus mpoQuII U 1a HE C€ CIOEIS C HUKOTO, OCBEH C POJIUTEINTE.
TperaTa npenopbKa € mapojara a ce CMEHs JOCTaThbYHO YeCTO — MOHE BEAHBXK Ha
6 mecena. YeTBBPTO- CHITHO MPETOPBUUTENHO € J1a CE U3MOA3BAT PA3IUYHH MapOIU
3a pa3IMIHUTE PETUCTPAllMK Ha JeraTta (BaKH U 3a TOJICMUTE)- 110 TO3W HAYWH,
Kpak0arta Ha eluH NMPodUII € Mo-Majiko BEpOATHO Jia JOoBee 10 Kpakba v Ha IpyT,
B pa3JIMYEH CAMT.

. Hombaautenen umeiin aapec. Be deiicOyk Moxe fa ce 106aBu BTOpU
UMEI ajipec KbM npoduia, Taka uye ako CIydyaitHO mapojiaTa i OPUTHHATHUSIT
MUMeW ObIaT OTKpagHATH, MOXKE J]a ce TIOMCKa CMsIHA Ha raposiara 1npe3
aJITepHAaTHBHATA TIOMIA.

. JInuna nndopmanus. [IpenopbUUTETHO € IETETO /1a CIIOACII Bb3MOXKHO
Hail-Majako uH(opmanus 3a cede cu KaTo ume, TeaedoH, aApec, YUUIUILE, CHUMKH.

Yn.20. KPAXKBATA HA JIMYHU JAHHU e Bu1 KOMOIOTBPHO NPECTHILUICHUE,
IIpU KOETO C€ MPUI00UBAT UyKAU JTUYHH JTAaHHHU, C 11e] (PMHAHCOBA U3MaMa WIId
310ynoTpeda, KaTo TErjieHe OT U U3Ipa3BaHe Ha OaHKOBA CMETKA, WU
KaH/IMIATCTBAHE U MOJyYaBaHE HA KPEIUT OT 4yKJI0 MMe. Ta3u omacHocCT, 1o
OPUHLMII, HE 3acsra Mo-MaJKUTE JIe1a, KOUTO HE MPUTEKaBaT JIMYHU JOKYMEHTH,
0aHKOBM CMETKHU WX KapTH. Bbrnpeku ToBa, npu TuiHeHKbpUTE HAZ 14-
rOJIMIIIHA Bb3pacT, TO3U PUCK cTaBa akTyajeH. Kpaxbara Ha TMYHM TaHHU:

. ce Hapuya oie (GUIIMHT (0T aHTJIMHCKaTa TyMa 3a puOOJIoB);

. Haii-yecTo BKIFOYBA MCKaHE Ha JIWYHU JaHHHM, MTOJT TPETEKCT 32 OOHOBSIBaHE
Ha Oa3ara JaHHM Ha OaHKa, OHJIAlfH MarasuH, pa3IuianaTeliHa CHCTeMa, ICKaHe Ha
JTAHHU 32 OHJIAWH MpoduII, IO MPETEKCT 3a OJIOKUPAHETO MY, Mpoaakda Ha CTOKH,
NpaBeHe Ha JIapeHHC;

. Ce TIPaBH YECTO MOCPEACTBOM (DANIIIIUB UMEWIT OT UMETO Ha ChOTBETHA
(uHAHCOBA WM MPECTUKHA MHCTUTYLIUS UM KOMITAHUS.

. AHTHBHpYCHA niporpama. [IpenoppynuTeHO € HHCTAIMPAHETO HA
AHTUBHPYCHA IporpamMa Ha Ju4Hus KoMIoTep. [Iporpamara ckanupa u
OTCTpaHsiBa BpeqieH copTyep (BUpyc), KOUTO MOXKe Ja ce codue ¢ mapoiu u
JINYHHU JTAaHHU, 3alIaMETEHU B KOMIIOThpa. BCEkH CBaJeH OT UHTEPHET, WIIH
MOJIYYEH OT BHHIIICH H3TOYHUK (paiiil, 3aAbIKUTEIIHO TpOBa /1a ce CKaHUpa Mpean
OTBapsHE.

. Bepuxen umeiin. ColiecTByBaT M3MaMH, KOUTO MO/ MPETEKCTA 3@ CIEIIHOCT
WJIM BaXKHOCT, U3UCKBAT OT MOTPEOUTENUTE Ja penpamiaT NoJIy4eHus UME Ha
TE€XHHU NOo3HaTH. Hali-uecTo, Mo TO3M HauMH Ce pa3snpoCTpaHsABaT KOMIIOTbPHU
BUpycH. TakuBa MOKaHU 3a Mpemnpaiiane TpsAoBa ga ce UTHOpUpaT.



. Otkpaanatu 6ankoBH gaHHM. [Ipu kpaxOa Ha OaHKOBM JJaHHU, TpsiOBa
BeJHara Jia ce cho011u BbB (PMHAHCOBATAa MHCTUTYIIMS, 32 Ja CE€ 3aKpUe JOCThIBT
10 CMETKAaTa.

. OtkpaaHaTt TMYHYU JaHHU. B TakbB cinyyal, TpaOBa na ce cpooum B MBP u
ApYruTe MHCTUTYLUH, n3aanu nanaure (Hanpumep KAT 3a modbopcka KHIKKA).
IToTspcere cpaeicteue u ot I'JIHOII.

. Urpu cwe 3amnamniane. Hsixon u3MaMu B HHTEPHET C€ BB3IOI3BAT OT
HEOMUTHOCTTA U JKEJTAaHUETO 3a 3a0aBICHNE HA MAJIKUTE Jela UiIN MIAIN Xopa.
M3MaMHUIINTE Ch3/1aBaT, WK C€ BH3MOI3BAT, OT OHJIAKH UTPa, 3a J1a yOeasIT
HEHHUTE MOTPEOUTEINN Ja TUTATAT, 32 J1a IMOJIy4aT OOHYC TOYKHU WIH JIPYT BUT
Harpaau B urpara. Yecro, Te3u uamamu ce ciydsat npe3 CMC, v 3HaUUTEITHO
yBeIn4yaBaT CMETKaTa 32 MOOWITHUTE yCIIyry. B TakuBa cirydan e BayXHO OBp30 /12
Ce CHTHAJIM3HMpa Ha MOOWIIHUS JOCTAaBYHK 3a HOMEpa, Ha KOUTO Jerara 3a
usnpamanu CMC, u Toii na 6b1e OJI0KUpaH.

Yna.21 POIUTEJINUTE e BaxkHO 1 HEOOXOAUMO Ja ITIOMOTHAT Ha AelaTa J1a
U3TPAJSIT yMEHUS

3a 00IIyBaHe U OOpaBEHE C OTPOMHO KOJUYECTBO MH(OpMAIIUs, aKO UCKAT Te Ja ca
B 0€30ITaCHOCT.

. Otnenere Bpeme Aa cbpdupate 3aeIHO, 1a U3ClIeIBATE HOBU PUIIOKESHHS U
calToBe WM Jla UTPAETE 3aeTHO Ha JIIOOMMUTE MY UTPH. JJOCTaTHUHO € I0PH aKo
Bu pa3ka3Ba u moka3Ba KakBM UT'PH XapecBa U Kak ce urpast. Ako u Bue oOuyate
na urpaete — npekpacHo! ToBa e dyzeceH HauMH Ja pazdoepere KakBO MpaBH
neteto Bu B uHTEpHET, ¢ KOro M Kak oOuryBa TaM. Taka u Bue mie cre no-
OCBEJIOMEHH U 11 U3rPAIUTE MO-ToJIsiMa OJIU30CT U IOBEPHUE C JICTETO CH U BB
BUPTYaJHUS CBSIT.

. PasroBopure e 1o6pe 1a ce mpeBbpHAT B OOWYaliHA YacT OT OOIITYBAaHETO C
nereto. M30sreaiiTe cuTyaruu TUII ,,[TOJIAIIEHCKA pa3nuT. 3a menra e 100pe
BBIIPOCHUTE JIa HE ca OCBHIUTEIIHH, a J1a ca TIOOpPOHAMEPEHH | Jia TIOKa3BaT UCKPEeHA
3aMHTEPECOBAHOCT U JIFO003HATEIIHOCT. ETO HAKOJIKO BBIpOCa, KOUTO OHMXa MOTJIH
na Bu Opnat ot moii3a:

- Kaxksu caliToBe 1 npuioxeHus nocenjapaii? Pazkaxu Mu noBede 3a TAX.
(dobpe e equn mo106eH pa3roBop Ja 3al0vYHe HETPUHYICHO U €CTeCTBEHO.) - C
KaKBO Ca TU UHTEPECHU T€3U CAUTOBE U MPUIOKEHNUS ?

- Hcka nu ce peructpanus, 3a Ja BiIe3ell B TSIX?

- KakBo ocBeH umeiis € HyKHO, 3a Aa ce peructpupai ? (Jamu calTeT
M3HCKBA UMe, aapec, TeaedoH, Ipyru IndHu faHHu? ToBa e ynaueH MOMEHT Jia
pa3Ka)keTe Ha JIETeTO KaKBO ca ,,JINYHU JaHHU , KOU He € Ao0pe Aa Obaar
MyOJIMKYBAHU M KOM MOXKE J1a CIIOJIEIIE B UHTEPHET).



- Xaiize 1a pasriejaMe 3aeJHO KaKBH Ca Bb3MOKHOCTUTE 3a HACTPOWKH Ha
npoduia TH? A Kak MOXel Ja TOThPCHUIL TOMOII] WIH ChBET?

. OT TexHMYeCKa riaeHa TOYKa MMa HIKOJIKO HauyMHA J1a IOBUILINATE
curypHocrra 3a Bamero nere:

- Nucranupaiite npuctaskata WOT (Web of Trust) kbm Opay3bpa Ha
HACTOJHHSI KOMITIOTHP HJIU JIANITOII, KOWTO M3IOI3Ba A€TeTO BH. T Mapkupa (Ha
MPUHIKIIA Ha cBeTO(dapa — 3eJeHO, )KBITO, YePBEHO) HUBOTO HAa OE30MacCHOCT Ha
BCEKH CaiT, KOWTO ce MOsIBSIBA NIPH ThPCEHE, B COLIMATHUTE MPEKU WU TIPH JPYTH
nyOIMKalLUH.

- 3a moOwiHUTE yCTpoicTBa (CMapTdOH U TabJIeT) MOXKE J1a MHCTATUPATE
Dolphin 6pay3bp, KOWTO € curypex u 1o0pe 3amureH, win 1a uzrernure WOT
KaTO OTJIEITHO MPUIIOKEHHE.

. [Tpu naii-mankute aena (10 9-10 roguHm) npenopbYBaMe U3IMOI3BAHETO HA
porpamu 3a

POJIUTENICKHA KOHTPOJI, C YTOBOpPKaTa 4e IbpBO OMBa pa3roBOp € JETETO, B KOWTO J1a
My pa3Ka)keTe 3a TSIX M ¢ KaKBO My IoMarar - u3depere npaBuiHaTa 3a Bamiero
nere u Bac camure nporpama Tyk.

- Axo no3znBate Windows 7,8 unu 10 MoxkeTte J1a ch3anere 1eTCKu mpodut
Ha jereTo cu. MHpopmManusTa Kak a HaIrpaBUTe TOBA, KAKTO U IMOBEYE
uH(OpMaIIKs 32 OCHOBHUTE CTBHIIKH, KOUTO POJUTENNTE TPSOBa Aa NMpearnpruemMaT
KOTaTo IyCHAT JIETETO CH 3a MPHB ITBT B MpeXkKaTa, MOXKETE /1a HAMEPUTE B
HapbuHKKa "Kak ja He 3aryOuM JeTeTo CH BbB BUPTYAJTHUS CBAT'.

Y;1.22. OCHOBHU ITPABUJIA 1 HACTPOUKU BHB ®EUCBYK
1. TToBeputennoct (Privacy)

Ot To3u pasnen Moxere na HacTpoiiBare: Kol Bika nmyoimukanunte Bu?, Koit
MOJKe J1a ce CBbp3Ba ¢ Bac?, Kol Moe J1a BU THPCH 10 UMENIT WK TesieoH?
[IpenopbunTEIIHO € Ja HAIPABUTE HACTPOUKUTE CH TaKa, Ye MyOJUKAIIMHATE BH J1a
ca BUJIUMH CaMoO 3a MPUATEIINTE BU BB DeicOyK.

2. lneBnuk u oroemszane (Timeline and Tagging)

Ot TO3M paznen MOXeTe Jja OTPaHUYNTE IPYTUTE XOpa J1a MOCTBAT Ha BallaTa
CTeHA ¥ J1a BKJIIFOYHUTE OJ00pPEHHE OT Ballla CTpaHa, Mpeay JajieHa MyOJIuKarws, Ha
KOSITO CT€ OTOEIISA3aHU, /1a ce MoKa3Ba B mpodwia Bu. Tosa ctaBa ot "Koit moxe na
no0aBst Heta B THeBHUKA MU'". O100peHNeTo Ha CHUMKH, Ha KOUTO CTE
otOensi3anm, MoxkeTe a Brounte oT "Kak na ynpasisiBam 0TOENIA3BaHETO OT
JIPYTHU X0pa U MpeJIoKeHHsITa 3a oTOemsA3Bane".

3. Curnanusupait/bnokupaii



Ha Bceku npodun B A0THUS AECEH BbI'bJI HA KopUlaTa (cover) uMa OyTOH.
HaTuckaiiku ro, nu3num3a najamo MEeHI0, YUUTO MOCIIEAHH JIBE ONUU Ca!
Curnanusupait/biaokupaii (Report/Block) u Ilpemaxuu ot npusitenu (Unfriend).

Korato nzbepete Ta3u onmus, MoxkeTe Aa u3depere 1 oT 4 nelcTBUS CIPSIMO
KOHKPETHUS MPOUI:

. Unfollow — nsima n1a BrkaaTe moBeue HOBUHM OT Mpoduiia, HO I1e
NpOABIDKABATe HA ObJACTE MPUATEIN U CHOTBETHO MPOQUITHT J1a BUK/IA BAIIUTE
MyOJIMKALINH.

. Unfriend — npodurbT 1ie Ob/1e M3BBH JIMCTATa BH C MIPHUITEIN U ChOTBETHO
HsMa 11e ObJIe I0MyCHAT caMo A0 MmyOJnyHaTa uHdopmMallus 3a Bac.

. Block — aHuTO BHE, HUTO MPOPUIBT I1Ie MOXKETE J1a C€ CBbP3BATE €UH JPYT
WM J1a BUxAaTe nHdopmaius 3a cede Cu.

. Submit a Report — MmoskeTe 1a CUrHATU3UPATEe ChbPKAHUE, TOCTBAHO OT
npoduna, wim camus npoduin. M3oupaiiku ga curnanusupare npoduma, Tpsdsa na
YTOYHUTE 32 KAKBO I'0 CUTHaNIM3KUparTe. Bp3MoxkHOCTHUTE ca:

[ [IpodunbT n3nonzea ganmuso ume — deiicOyk cTuMynnrpa CBOUTE
NOTpeOUTENHN J]a U3IMO0I3BAT UCTUHCKUTE CH MMEHA.

O YoBekbT € apa3Hel] — U30upaiiku ToBa OIjIakBaHe, € He0OX0IMMO Ja
JIOYTOYHUTE OIIle, N30UParKH OT 3 OIIINH:

- M3mpaiia cnamM oKaHU 3a MPUATEICTBO.
- Nznpamia caM choOmeHusl.
- [TyGnukyBa npa3Hely Hella.

[ YoBeKbT ce MPEecTpyBa Ha MEH UJIU Ha HIKOTO, KOTOTO MO3HaBaM — u30epeTe
nanu npoQuIbT Ce MPEACTaBs 3a Bac, Balll IPUATEN WIM U3BECTHA JTMYHOCT.

[ [TpodurbT myOauKyBa HEMOAXOASIIO ChIAbPIKAHUE:
- Henonxopasima npoduinHa cHUMKa.
- Cexkcyannu.

- HApyro.

] To3u mpoduin € dammuB — ToBa 03HaYaBa, 4e¢ MpOodIIIBT € Ch3/IaJICH, 3a Ja
TOPMO3H Bac WJIH APYT YOBEK.

[ [MpodrmrbT mpencrass 6usHec win opranm3zaius — Oeiicoyk HachrpUaBaT
OpraHu3alMUTe U MHCTUTYIMHTE J1a CU Ch3J1aBaT CTPAHMIIM, a HE TTPO(IIIH.

Yn.23. BUAOBE BUPYCU BbB ®ENCEYK



1. Facebook Bupyc ¢ AeTCKO NOPHO e ONacHO NPUNOXKEHUE, KOETO LUMPKYAMpa
BbB Facebook noa popmata Ha nopHorpadckm Kannueta. M3rnexxkaa cakauw
CbobLLEHNETO, KOETO CbAbPKA NPMKAYEHOTO BUAEO, € U3MNpaTeHo oT Baw
npuAaTen n e 6esonacHo. Bbnpeku ToBa cned oTBapsAHE CTaBa ACHO, Y€ e CBbP3aHo
C AeTcKa nopHorpadua. HAKoM KepTBM CnoaenaT, ye cbabprKa ppasa KaTo
»,TNefial ToBa ako cu tobonuTteH”. BeaHBbK OTBOPEH, BUPYCHT aBTOMATMYHO Ce
cBbp3Ba ¢ Facebook npoduna Bn u cnogens ToBa BMAeo ¢ Bcmukute Bu Facebook
npuAaTenu.

2. Facebook Bupyc 3a cmsiHa Ha LBeTa e KOBapeH BapmaHT Ha Facebook
BMPYCa, KOMTO Ce 0OCHOBaBa Ha cbobLLEeHWe, Npeanarawo ga npomeHuTe poHa Ha
couMaNHaTa MPEXKa Ha PO30B, YEPBEH, YepPeH UK Apyr UBAT. CbLLO KaTo Apyru
TUNOBE Ha Ta3u 3apasa, M TOBa MOXe Aa NonaaHe BbB BXxoadAwaTta Bu Kytus ot
HAKOWM OT KOHTaKTUTe Bn, KONTO cbLo € bun nogseseH OT TOBa CbobLieHMe.
O6UKHOBEHO BK/OYBA 3/10BPeAEH INMHK, KOUTO NOMara Ha M3SMamMmHULW Aa
nonyyat noseye TpaduK KbM TAXHO OHNANH NpoyyYBaHe. AKO K/IMKHETE Ha TO3M
JINHK, e NpaTuUTe TOBa CbOOLLEHME HA BCUYKUTE CU KOHTAKTH.

3. Facebook Bupyc c npeanorkeHune 3a NpUATENCTBO € onacHa 3an/axa, KoAaTo
npawia

NMOKaHW 3a NPUATE/ICTBO OT aKayHTa Ha NoTpebuTensa Ao HeNO3HaATK Xopa, UIn
[0PU1 MO-/10LLO, TAaKMUBA, KOMUTO Beve ca bunmn 6ao0KkupaHn ot notTpebutena. Uma
[AaHHM Ye NOoHAKOora BUPYCHT UcnsaBa Aa nsnpatn noseye ot 100 noKaHU Ha
cnyyamHu xopa. Llenta npu cb3gaBaHETO M M3MOA3BAaHETO HA TOBA BCE OLLE He €
pa3KkpuTa. Bbnpeku ToBa HAKOU encnepTn TBbPAAT, Ye TO3M BUPYC MOXKe Aa ce
N3MN0/13Ba 3a Npe3BemMaHe Ha KOMMITPU, U3K/IOYBAHE HA aHTUBUPYCHU NpOrpamm
M NOAOOHUN AENHOCTMW.

4, Facebook Bupyc 3a aBTomaTU4HO NyH6/1MKyBaHe Ha cTeHaTa e Kubep
MHbEeKumsA, Cb3aaeHa 3a NoBMLWaBaHe Ha TpadMKa KbM KOHKPETHU AOMENHM.
OcBeH TOBa MOXe HeraTMBHO Aa Ce OTPa3yM Ha CUTYPHOCTTa Ha KOMMIOTbPa M Aa ce
onuTa Aa oTKpagHe Nn4yHa nHpopmauma. BUpycbT Kapa xopaTta ga noceliasat
yebcaliTa KaTo NOKa3BaT NOABEXAALLO CbObLEHNE, KOETO rnacu
,HancekcannnHoTo BMAEO Ha BCUYKU BPEMEHA” MAK Ap. U BKAKOYBA JINHK, BOAELL,
[0 HenspecTeH cainT. OcBeH TOBa aBTOMATMYHO Nyb6/NKyBa Ha cTeHaTa Bu u ce
pa3npoCTpaHsaBa NO TO3U HaunH. AKO BUAMTE NoA06HO cbobleHWe, KoeTo caKal
e ny6anKyBaHo oT Baw npuaTen, Tpabsa Aa ro npemaxHeTe oT CTeHaTa CH
He3abaBHO.

5. Facebook Bupyc no cbobuieHmaTa e Apyr BapuaHT Ha Facebook Bupyca,

KOMTO ce pa3npocTpaHaABa Ypes YaT npo3opeua. To3n BUPYC U3CKaYa CbC
CboblLeHMEe, KOETO CAKALL e OT Ball NpuATen 1 BKAOYBA HOPMAHO U3rexaalll



NMHK. Pa3bupa ce HMKOra He TpabBa Aa KAMKBATe Ha /IMHKA, 3aLL0TO TOM
nHdeKkTUpa KomnoTbpa Bu ¢ BUpyc, cnocobeH Aa M3KNOUYM aHTMBMpPYCHATa M Aa
CBanu gpyr manyep Ha cuctemata Bu. Pazbupa ce, ako KNMKHETe Ha INHKA, TO3M
BMPYC e NPOABb/IKN A3 ce pa3npocTpaHaBa Ype3 Bawmns Facebook akayHT.

6. Facebook Bupyc upe3 nokaHu e pa3indyeH BMA, BUPYC, KOMTO ce
pa3npocTpaHsaBa u3 Facebook ot roanHun. PasnpocTtpaHsBa ce 4pes MMennm u
TabnoTo 3a cbobueHMa Ha Facebook 1 cbobuiaBa 3a OrpoMHa ONACHOCT Ha
coumanHaTa mperka. 3a Aa CMe No-KOHKPETHMU, TO npeaynpexkaasa 3a Facebook
3annaxa, KosTo MABa KaTo CbobLLeHMe ¢ NpUcTaBKa, HapeyveHa lNokaHa un ,0TBaps
Onuvmnuinckmn paken n npessema uanoto C Ha KomntoTbpa Bn“. Bbnpeku ToBa
HaLLMTE eKCnepTM NO CUIYPHOCTTA Ca YCTaHOBUMU, Ye TOBA CbObOLEHME CbAbPIKA
TpoAHEeL 1 Apyru Buaose Bupycu. Tpabea ga npemaxHeTe ToBa M3MaMHUYECKO
cbobLleHWe BeAgHara Wom ro noay4uTe.

7. Facebook npecneaBawy, Bupyc e onacHo Facebook npunoxkeHue, KoeTo ce
pa3npoCTpaHABa M3 coLmanHaTa MperKa. lNpuHaanexmn Ha USMaMHULK U ce
M3Non3Ba 3a KpakbaTta Ha AMYHaTa MHPopmMauua Ha noTpebutenu, a He 3a Aa
NMoKa3Ba Ha XxopTa KoM TanHo rneaa TexHusa Facebook npodun. AKo ce xBaHeTe Ha
Facebook npunoxeHuneTo 3a npecneasaHe, we 6baete NpeHaco4YeHN KbM
3N10BpeAEeH CaliT, KOMTO U3INeXKAa KaTo TUNMYHATA HaYaNHa CTPaHMLA Ha
Facebook. Mons, HE BbBexKaganTe nn4yHaTa cm MHGOpMaumMa Tam, 3aL,0TO Le
3arybute, KakTo n Facebook akayHTa cu!

8. Facebook ,,hahaha“ Bupyc e nocnegHata Bepcma Ha Facebook Bupyca. ToBa
e Cepro3eH masiyep, KOMTO ce pa3npoCTPaHABA Ype3 couMaHaTa MpeKa 1 ce
M3NoN3Ba 3a NPEBPBbLLAHETO HAa KOMMIOTbPA B MallMHaA 32 OBUTKOMH MaHUHT.
BegHblK cnep KaTo HaKapa KepTBUTE CU Aa CM CBANAT 310BpeaHus .Zip daiin,
3ano4Ba cepno3Hu 3abaBAHMA Ha KOMMOTbPa M NOA06HM npobaemun. Mons, He
No3BO/IABalMTE Ha TO3M 310BpeaeH codTyep Aa OCTaHe Ha KomntoTbpa By, 3aw0To
He ce 3Hae 3a KaKBU 3/10BpeAHM AENHOCTH e ce M3NOoN3Ba.

Yn.24 3awmTa OT HeXenaHa eNeKTPOHHa nowa

1. He nposBsBaliTe MHMLMATMBA 33 NOJyYaBaHe Ha e-mail nucma, UHTepHeT
CTPaHWULM, KOMTO NpeanaraT 6e3nnaTHN UAKn Hebe3nNaTHU YCAYTU U CTOKK, YeCTo
npeanarawm aa B nsnpatat npomoumnm no email. OTKarkeTe TakaBa ycayra.

2. PaspaBanTe e-mail agpeca cn camo npu Hy»kaa. Korato gasaTte no eAnH nau
Apyr noBoA, e-mail agpeca cu, ce 3anuTanTe cheaHUTe ABe Hella: MbpBOo Aanu
OopraHu3aumnATa MK YOBEKDBT, KOUTO FO NOJIy4aBaT LLE BU U3MNPATU HEXKENAH e-
mail; BTopo moxe nn ga pasumntate, ye e-mail agpecsT B HAMA Aa 6bae AaAeH Ha
TpeTo nnue. AKO U Ha ABETe OTroBOPbBT € ,43”, NPOCTO He cU AaBalTe aapeca Unum
AANTe HAKOW BTOPOCTEMNEHEH.



3. He oTroBapsiTe Ha He)kenaHa nowa. HuKora He oTBapANTe NPUKaYeHU
dalinoBe B cbobLIEHMNS OT HENO3HAT U3Npalay.AKo He No3HaBaTe MMETO B
noneto , 01" He oTBapANTE NpUKaveHna dann.

4. AKO nonyumTe Heo4YaKBaHO CbobLEeHME CbC CTPAHEH NpUKaveH ¢aiin oT
NO3HAT M3npaway, To 6u Morno Aa cbAbpKa BUpyc. MHoro yepeeu ce
Pa3npPOCTPaHABAT A0 BCUYKU KOHTAKTU, KOUTO HAMEPAT B NOLLATA Ha 3apa3eHuns
KOMMoTbp.TakmMBa CbOOLLEHNA YECTO MMAT CTPAHHA TEMA MU UME Ha
npuKaveHus ¢ain. Yecto ToBa e LWEroBMTO CbobLLEHNE, HACbPYABALLLO
nonyyatensa Aa BUAM KapTUHKA UM Aa NpoYyeTe NpUKayeH TeKCToBU pain. BuHarm
M3UCKBANTE NOTBBbPKAEHME OT M3Npallaya npean Aa OTBOpUTE CbobLeHMe Unu
npuKaveH ¢ann oT TakbB BUA.

5. MpoBepABaiiTe NbJAHOTO MME HA NPUKAYeHMA Gpann. CKpUTUTE pasLLMpeHUs
OT MMeTO Ha ¢arna morat aa Bu 3abnyasaTt Aa oTBopmuTe 3apa3eH NnpukadeH ¢amn
OT umeiina. BuHaru nposepaBainte gann MUMena NpuaoKeHMeTo NOKasBa NbAHOTO
MMe Ha NpuKaveHuns daiin, BKAOYNTENHO pasWiMpeHneTo. Bupycu n yepsen morat
[la ce CbAbpKaT BbB halinoBe, KOUTO U3MNEKAAT KAaTO KAPTUHKM, HaNnpumep C
paswmnpeHme .jpg. Ho e Bb3MOXKHO Aa MMAT CKPUTO pa3LlMpPeHne, KaTo .exe nan
.vbs KbM nmeTo Ha $panna, KOeTo 03HaYaBa, Ye NPUKavyeHna gain He e KapTUHKaA,
a Nporpama, KoATo Le Ce CTapTUpa WOM Ce OTBOPU NpUKaveHns damn.

6. BHMMaBaiTe ¢ panwmsuTe npeaynpexaeHns 3a supycu. Panwmsure
npeaynpexaeHns 3a BUPYyCK ca M3BeCcTHU KaTo "hoaxes". ToBa e BUA, BEPUIKHO
NMUCMO, KOETO Nnoagexaa noTpebutenmte ga BAPBAT, Ye ca NONYYNUAU BUPYC U TU
HacbpyaBa Aa NpenpaTaT npeaynpeXaeHNeTo Ha BCEKM, KOFOTO NO3HaBar.

7. He oTBapanTe cnam. Mimenn, cbAabprkall, HeXenaHa peknama moxe aa bbvae
N3N0/13BaH 3a NPeHacAHe Ha BUpYCcH 1 Yyepseun. OT cbobparkeHns 3a CUTYPHOCT, bu
TpA6BaNo Aa U3TPUBATE BCUUYKUN PEKIAMHU CbOOLLEHNS OT HENO3HAaT M3npaLlay
BeAHara 6e3 ga ru otesapaTe.

8. He nsnonssaite camo egHa NouleHCcKa KyTua 3a BCMYKO. HanpaseTe cu
HAKOJIKO Pa3/IMYHM NOLWM U T'1 pasgeneTte rno npegHasHadeHue. Onpeaenerte noHe
no egHa oTAe/Ha NOLWEHCKa KyTusa 3a:

. JIMYHA KopecnoHAeHUMA
. cny>kebHa KopecnoHaeHUMs (ako umaTte TakaBa)
. PerucTpaumm B CAanToBe B MHTEPHET, U APYru Ny6ANYHU MeCTa, KOUTO He ca

OT ocobeHa BaXKHOCT.
J permcTpauna sbs popymm

9. N3bareaiTe ga npenpawarte NMCMa MeXay BalnTe NOWEHCKN KyTUun.



10. WU3barsaliTe Aa npenpawarte NMCMa A0 HAKOIKO YOBEKA e4HOBPEMEHHO.
OcobeHo TakMBa, OT TMMa - "'npenpaTteTe ro 40 7 YOBEKA U Le BU Ce CIYYMN Hewo
xy6aBo" unm "'nomorHeTte Ha 60IHOTO MU AETe, KaTo NpenpaTMTe TOBa MMCMO Ha
MHOFO X0Opa, €N KOW CU e MM Aaae 3a BCeKn 3 umenna 5 ueHTa (npumepHo).
Te3n nMcMma ce pa3npoCTPaHABAT C Len cbbupaHe Ha AeUCTBUTENHN UMENN
afipecu, Tbi KaTo Npu npenpallaHe, KbM NMCMOTO ce A406aBAT aBTOMATUYHO U
afpecuTe Ha npeaHuUTe nonyyatenn. Cnep HAKONKO NpenpaLwaHuns, B e4HO TaKkoBa
NMUCMO ce CbbMpPaT HAKONKO CTOTULUM peanHu MMENN aapeca, KOTo caes ToBa ce
npoaasaT Ha pUpMK 3a crnam.

11. AKO BCe nakK nckaTte aa npenpatunte HAKaKbB TEKCT NN MH(I)OpMaLI,IAH, KOATO
cte noayvyumnu, KOI'IMpaIZTe TEKCTA N ronsnpartete Kato HOBO NMUCMO. He
ﬂpEﬂan.LaﬁTe npegHoOTOo, BbNpeKkn ye e NpUMamManBO No-siecHO. Taka we
npegnasnte npnatennTe cun ot 6'b,ﬂ,€LI.II cnam.

12. AKo nopagu HAKaKBa NpPUYMHA ObPXKUTE Aa NpenpaTuTe OPUrMHANIHOTO
nucmo, cnoxkete agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HMKOM OT
nosy4yaTenuTe HAMA Aa BUAM afpecuTe Ha ApyruTe nonydatenu. NpuyumHaTa ga ro
M3non3BaTe He e Aa CKpMeTe nosiyyaTtenuTe eauH oT Apyr, a A3 M npeanasunTe, B
C/ly4aii Ye aApecHaTa KHUra An eneKkTpPoHHaTa NoLLa Ha HAKOM OT TAX CTaHe
AOCTbMHA Ha cnam-60T (Hanpumep Nopaaun BUPYCHA MHPEKLMA Ha KOMNIOTbPA
my).

13. MNeyanba ot noTapwms : He cTe cnevyennnun. CnambpuTe M3NOA3BAT HAN-
Pa3NIMYHM NPMMaMINBU 3arnaBMA Ha NMCMaTa, 3a 4a HaKapaT noayyaTtens aa rm
oTBOpU. MHOro notTpebuTenn HanctMHa oTBapAT Nog06HN Nnucma. [lopu cnes
OTBapAHETO BeAHara Aa ro u3Tpuete, CamoTo OTBapAHe Ha NMCMOTO 6y morno aa
NoTBbPAM, Ye aZpeca CbLLEeCTBYBA U BUE CTe o Noy4ma. 3aToBa NPOCTO CBUKHETE
C MUCBHATA Ye:

. He cTe cneyenunu notapuaTa Ha Yahoo, HaumMoHanHaTta noTapusa U HUKoA
[pyra N1oTapus, B KOATO He CTe y4acTBanu

. Hama Kpan uam npuHy Ha Hybua, KoTo Aa ucka ga Bu nsnpatm 10
MWINOHA A0N1apa, HATO HAKOM aABoKaT oT TamMbyKTy UCKa Aa My NOMOrHeTe A4a
nosy4ym 5 MMAMOHA OT 3aCTpaxoBKaTa Ha KaTacTpodpupannTe poaHMHN Ha ean Ko
cu.

J He e Heobxoanmo He3abaBHO Aa NOTBbPAUTE AaHHUTE 33 BaHKOBATa BU
CMeTKa. BcblHoCT n306uo He e HeobxoaMMO Aa T'M NOTBbPXKAaBaTe C
eNIeKTPOHHa rnolila, No KakbBTO M [1a e NoBoA,

. HsamaTe HacneacTBO, 3@ KOETO HEOYAKBAHO HEMO3HAT BU Npalla cbobuieHne
no nouwiata. AKO UMaxTe, HAMALLE [la Ce CBBbPXKAT C BAaC MO TO3M HAYMH.

. HuKora BCbLLHOCT He cTe npalanun Toea "BbpHaTto nncmo"



o He cte cnevenmnun iPod Nano. Bawuar IP He e cnevenmn 5000 6puTaHCKK
nvpwu.

14. OTtnuceaHe oT 610N1€TUH, 32 KOUTO HE MOMHUTE Aa cTe ce 3anMcBanun. Yecto
CpelLaH HanocneabK MeToA, M3N0A3BaH OT CNAaMbpPUTE 33 HAMUPAHE Ha
aKTUBHUTE NOLWEHCKN aapecu. M3npalua ce 61oNeTUH C INHK 3a oTAUCBaHe (yXK) oT
nonyyasaHeTo My. OTNMUCBalKM ce, BCbLLHOCT NOTPEOUTENAT NOTBBPKAABA, Ye
M3NON3Ba NOLLEHCKaTa KYTUA, C KOeTO BeJHara ce 3anucsea B CNam JINCTUTE.
BmecTo aa ce otnuceate, 610KMpaiiTe Nosy4yaBaHETO HAa NMCMA OT TO3M aapec.

15. He oTBapsnTe NKUCMa, KOMTO ca GULWINHT aTakn. Han-gobpmaT HauuH ga ce
3aWMTUTE OT PULLMHT aTaKM € KaTo HMKOra He 0TBapATe PULUMHT NMCMA, HO YeCTo
e TPYAHO Aa ce pa3no3Hae Koe NMCMOo e GULLMHTF aTaka. MorkeTe aa v
pa3no3HaerTe no:

J Ob6pbuweHuneTo e "Dear Customer" unm "Dear User", a He BaweTo nme.

. B nnucmoTo nulle, Ye akayHTHLT BU We 6bae NpeKpaTeH B C/ly4ai, ye He
NoTBbPAUTE AaHHUTE CU He3abaBHO. /Hackopo cnambpuTe M3noi3Baxa NoaobeH
noxsBaT KoraTo ckamn ce cpuHa 3a 1 aeH. PasnpocTpaHuxa cbobuieHns , ye ckamn
LLLe YNCTM HEAKTUBHM aKayHTU U Ce UCKalle Aa ce pa3npaTtu cboblieHne Ha NoHe
15 noTtpebutens, 3a Aa ce AOKaXKe aKTUBHOCT /

. NmennbT nasa oT akayHT, MPUAMYALLL, HO HE eAHaKbB C TO3U, KOMTO
N3no/s13Ba n3BecTHa pMpma, opraHnsauma 1 Ap. AKo He CTe CUIYPHU Aanu
NMUCMOTO e PULLMHT UK He, Hali-aobpe e Aa He OTBapATE IMHKOBE, KOUTO Ca
ny6/IMKyBaHW B HEro, a Aa HanuLeTe Ha PbKa agpeca Ha calTa, KOUTO BU e
Heobxoaum.

. AKo cTe Nony4ynnu TakoBa NMCMO, 3a NpeanoynTaHe e Aa 6a1o0Kupate
aapeca, oT KOUTO e usnpateHo. Korato ro 610KkMpaTe, BUe AaBaTe yKa3aHMsA Ha
MOLLLEHCKUAT KNMEHT, Ye TOBa e cnam M He Tpabea Aa ce npuema. MNoseyeTo
notpebutenn obaye NpocTo U3TPMBAT CNama U TOM NPOADb/IXKABa Aa MABa B
KyTUATa.

Yn.25 Bawmat cmaptdoH cbluo TpsbBa Aa MMa aHTUBMPYCHA Nporpama, KosiTo
npeasara onuua 3a TbpceHe M 3aKaYBaHe nNpes3 UHTepHeT, C Lea ona3BaHe Ha
NMYHaTa MHGOPMALMA B HEFO — CHUMKMK, NPOPUIN, NAPOIN U AP, KAKTO U
HAaMWPAHETO My, aKO e OTKpagHaT uau 3arybeH.

1. CM Security AppLock AntiVirus

Neknat copTyep He yTerKHABA paboTaTa HA MOBUNHOTO YCTPOMCTBO, AOKATO
paboTu, Ho, 33 CMEeTKa Ha TOBa, r0 Nasu OT BUPYCU, TPOAHCKU KOHE, 3/10BpeaeH
AN WNNOHCKKN codpTyep M HaMPa3NUYHKU YA3BUMOCTU B curypHocTTa. CM Security
ApplLock AntiVirus npeanara Han-pasnMYHU PEXKMUMMN HA CKAHUPAHE Ha cucTemara:
CKaHMpaHe Ha onepaLMoHHaTa CMCTEMA U NPUIOKEHUATA, CKaHUpaHe Ha SD



KapTaTa, CKaHUpaHe Nno speme Ha MHCTa/1aunuA U TaKa HATATbK. Xy6aBo e, Cblo, 4ve
MEHIOTO M € Ha/IMYHO U Ha 6'bl'lrapCKVI €3UuK.

2. AntiVirus Security — FREE

CodTyepbT Ha AVG npegnara 3awmTa OT BUPYCH, 310BPEAEH M LUNUOHCKN coPpTyep
n gopwv 3nospedHn SMS-n, KaTo rapaHTUpPa NbAHA CUTYPHOCT HA IMYHUTE HU
AaHHU. OCBEH, Ye CKaHMPa BCUYKMUTE HM MPUNOKEHUA, MeaUNHU dalninoBe U Aopu
HACTPOMKM B peanHo Bpeme, AntiVirus Security — FREE HM no3BonsaBa gopu Aa
HamMmepuM 3arybeHuns cm namn oTkpaaHaT TenedoH ¢ nomowta Ha Google Maps,
KaKTO U Aa U3TPMEM AUCTAHUMOHHO IMYHUTE CU JAHHW, B C/Iy4an, Ye He Cme
ycnenu Aa ro oTKpuem.

3. Norton Security and Antivirus

Norton e n3gectHo nme B chepaTta Ha aHTUBUPYCHMA COPTYEP M KOMMNAHMATA He e
nponycHana aa pa3pabotm 6esnnateH NpoAyKT cbBMecTUM U ¢ Android.
CodTyepnbT TbpCU M NpeMaxsBa NPUNOKEHNA CbAbPXKALLM 310BpeseH coPTyep Unu
BUpYycK, 1 nogobHo Ha AntiVirus Security — FREE, no3BonaBa AUCTaHLUMOHHO
3aKNtoYBaHe Ha 3arybeH unm otkpagHat TenedpoH. OcBeH 3a 310BpeaHM
npunoxenua, coptyepsbT Ha Norton HM NpegynpexaaBa 1 3a CanToBe, KOUTO ce
ONUTBaT Aa OTKPAAHAT IMYHUTE HM AaHHU AN NAapPUTE HM.

4. Kaspersky Internet Security

MpunoxeHneTo npegnassa TenedoHa namn Tabaeta HM OT BCAKAKDBB BMA, 3aNnaxu,
BK/IIOYUTENIHO BUPYCH, LWMUOHCKM codPTyep, TPOAHCKU KoHe 1 apyru. MNoaabprKa
onuusA 3a HAMUPaAHE UIKN U3TPUBAHE Ha AaHHUTE Npu 3arybeH/oTKpaagHaT
TenedoH nnum Tabnet n pasnonara ¢ PyHKUKUA HapeyeHa ,Anapma” 3a OTKpUBaHe
Ha MOBUNHOTO YCTPOMCTBO B C/ly4an ye e 61130 A0 HAC, HO BCE NaK He MOXeM Aa
ro Hamepum.

5. Mobile Security & Antivirus

Mobile Security & Antivirus e MOBUNHUAT eKBMBANEHT Ha NonyaApHaTa
aHTMBUPYCHa ycnyra Ha KomnaHuATa Avast. MpunoxkeHneTo npegnassa tenedoHa
nnu Tabneta HM OT PULIMHT aTaKK, 3N10BPEAEH U WNNOHCKK codTyep, TPOSAHCKM
KOHEe 1 APYrn U, CbLLO KaTO NOBEYETO NPen/IOKEHMA NOrope, HX Nomara Aa
HaMepuUM UM NOHEe Aa U3TPUEM AaHHUTe B N3rybeHoTo c MOBUIHO YCTPOMCTBO.
Hanuvue e cbuwo onyma 3a nsnpawiaHe Ha SMS, KoiTo HK yBeaomABa, Ye SIM
KapTaTa B n3rybeHoTo HM YCTPOMCTBO € Buna cMmeHeHa.

Yn.26. O6bpHETE BHMUMAHME Ha pa3liMpeHmnaTa Ha KpunTmpaHute Gpannose,
KOMTO BM ce npegnaraT BbB PelicObyK, Ha eNeKTpoHHaTa Nnowia 1 Ap., KaTo He
OTBapATE TaKMBa C PasLLUMpPeHUn

.CRYPT, .vwv, .zzz, .aaa, .abc, .ccc, .ecc, .ezz, .exx, .Xyz , .micro, .ttt, .xxx, .mp3 u ap.



1. AKo cTe nonyunnn Facebook cboblieHune, Ye Ball NpMATEN BM € CNOMEHaN
NepcoHasiHo B

KOMEHTap U cief HaTUCKaHe bpay3bpbT BU cBana gpaiin c paswmpeHue *.jse He ro
npuemanTe. 3a BCEKM Cay4alt NpoBepeTe KOMMIOTbPA CM 3a 3/10BpeAeH Ko, C TO3M
OHNalH ckeHep: www.eset.com/bg/home/products/online-scanner/

2. CneA KaTo NpoBepKaTa 3a BUPYCH NPUKIIOUYM pecTapTUMpaiiTe U HanpaBeTe
HOBa

npoBepKa c To3n ckeHep: www.bitdefender.com/scanner/online/free.html

3. AKO BCe nak cTe cBaAUAKU U cTapTupanu ¢alina, HanpaseTe NpoBepKaTa 3a
3noBpeneH

KoA (no-rope), KaTo AOKATO TA Teye cnpeTe MHTEPHEeTa Ha KomnoTbpa cu. Cnep,
TOBa NPOMeEHeTEe NapoanTe Ha MHTepHeT BaHKMpaHeTo cu (Han-gobpe ot
pa3findyeH KomnoTbp), Gencbyk akayHTa, MenNa U BCUYKM APYrU BaXKHU U
KPUTUYHK yCyru, Kouto nonssate. O6HoOBETe onepauMOHHATa CM CUCTEMA C
WMHCTanMpaHe Ha nocnegHute bnaentn ot Control panel - Windows update. Heka
HOBWUTE BM Naponu ca Hag 10 3HaKa ¢ pa3IMyHM CUMBOIN

4, Ako pgoctbnBate Facebook npes cmapTdoH 1 cnea KaTo cTe Noay4mnm
nsBecTue 3a

CNoMeHaBaHe OT Ball NpPUATEN CTe HaTUCHANAU U NPUen Han-BepoATHO ca
3ano4YHanu B 6pay3bpa Aa ce NoKa3BaT arpecuBHU CbobLLEHUSA, Ye TeNledOHDBT BU
e 3apa3eH C BMPYC, C NPMKaHBaHe Aa HaTUCHeTe ByToH, 3a Aa ce n3tpue. He
HaTUcKanTe HUWoO! BegHara pectaptupante cmaptdoHa. Cnep ToBa MHCTaAMpanTe
aHTMBMPYC OT OHNAMH MarasmHa u ro NycHeTe Aa CKaHupa ycTponcrteoTo. Cnep,
TOBa OTHOBO pecTapTupanTe. M B TO3U cayyali NpomMsaHaTa Ha BCUYKM NAponu e
CUNHO NpenopbYMTENHA.

5. AKo Bce nakK cTe OTBOPWU/IN CTPaHeH BuAaeodann nam cbobuieHne BbB
dencbyk, KoeTo

3apasnBa npodunaa Bu 1 NnybaMKyBa BMeCTo Bac, He3abaBHO cMeHeTe naposaaTta cu
N pectapTupaite cmaptdoHa, KOMNTbpa, Tabneta uam nantona. Chep ToBa
NPOAbXKETE CbC aHTUBUPYCHO CKaHMPaHe 1 NoAMAHA Ha Napo/u 33 AOCTH,
3anameTeHu B 6paysepa n npoduna.

VIII.CbBETH 3A 3IPABETO

3a na paboTuTe HA KOMIOIOTHP, O€3 Ja yBpEeAUTE CBOETO 3APABE, PeayBail
BPEMETO CH B OHJIANH 1 o(JaiiH cpena, KaTo Cra3BaiTe CIeHUTE
MpaBUiIa;



3A A HE YBPEIAUTE 3PEHUETO CH:

3a 1a He yBpeaHTe 3peHUETO CH:
4 Pa3CTOSTHUETO MEXK]ly OUYUTE U MOHUTOpPA TPsAOBa J1a O'bJIe OKOJIO OJIOBUH
METHP;

4 Pa3CTOSTHUETO MEXK]ly OUUTE U KJaBUaTyparta Jia 0'bJie OKOJIO MOJIOBUH
METBD;

v BbPXY MOHHUTOpPA HE TPsIOBA J]a MoMnajia Mpsika c'lbHYEBa CBETIIMHA,
v HE paboTH B CTasl, KbJIETO UMA CMECEHA CBETJIMHA — CIIHYEBA U
U3KYCTBEHA;

— BPCIAHO 3a OYHUTC €, AKO 3al MOHUTOPA Jd UMa ITPO30PCI] oe3 Iropu u

3aBECH;

v 3d J1a OTIIOYHBAT OYUTC, OT BPCMC Ha BpEMC OTMECTBAMTE norijcaa oT
MOHHUTOpA U HOFJIC)KI[EIﬁ IIpEe3 IMpOo30pcCiia Ninu KbM Haﬁ-ﬂaﬂe‘{HHH Kpaﬁ Ha
CTasiaTa BbpXYy JAJICUCH O6€KT;

v €/IMH ITBT B TOJIMHATA MPOBEPSBAN 3pEHUETO CH TIPU OUEH JIeKap
(odranmmoror).

IIpu pabora ¢ ki1aBuarypara:

v HE MpEerbBall KUTKaTa, KOraTo MUIIEIII;
v Cr'bBal JIEKO NMPBCTUTE HA PbKATA U OTITYCKaH MaJeNa;
4 no0pe € J1a M3MOoI3Balll KJIaBUaTypa ¢ KIABHUIIIHM, KOUTO ca MO/l JIeK HAKIIOH.

IIpu paGora ¢ MuIIKa:
v MUIIIKaTa TpssOBa Aa ObJe ¢ pa3mMepa Ha JJj1anTa; [ HE IBUKU

MHUIIKaTa ¢caMO C IIajJcua U MaJIKHA IIPBCT,

v II0JI3Ba ITOIXOISIIA MOIOKKA 3a MUIIIKATA.

MebOeaure

v CTOJNIbT TpsiOBa na ObJEe Ha KoOjenla, ¢ peryjiupyeMa BHCOYMHA Ha
celajkaTa u



oOJieraikara, KosiTo TpsiOBa Jia OCUTYpHU Oropa Ha rpbOHAYHUS CTHJIO B 00JIacTTa

Ha KPBCTa;

v 0ropoTo TpsibBa a ObJie CTAOMIIHO U YCTOMYHMBO Ha BUOpaIUu.

CXEMA 3A YBEJOMSBAHE B CJ1IYYAH HA KHUBEPTOPMO3

CucremeH aIMUHUCTPATOP
(cyxuren nnu BBHIICH
CIIeITHAIICT)

Yuuten, Bp30UTATE]L,
PBKOBOIUTEN
Hanpasienue UKT:
JIUPEKTOP, MEAATOTUYECKH

Jupekrop

CrieuuaJIucT

-

.

Otnen KubepripecTbHOCT

HaI_II/IOHa.]'IHa TCJ. JIMHUA 3a

TJIBOII

www.cybercrime.bg 4

tel. Ha LlenTsp 3a

0e3011aceH UHTEPHET
124 123

www.safenet.bg

nena 116 111 /

KPATBK PEYHUK U AOII'BJIHUTEJIHU CHBBETH:

Pomuren:
HACTOMHUK,
MOTEYUTE, IPYT
roJiarani rpuxu

3a JIETETO

\ 4

Hupexnus
,,CoImamHo
noamnoMarase”

KAYBAHE U CIIOJAEJISSHE HA CHUMKMH — CHUMKH WIH BHACO HA
JeTe, YICHHUK, POJMTEII, YIUTEN, TUPEKTOP, MICUXOJIOT, PECYPCCH yUuTel, OJIU3KH,
MPUATEIIN, TTO3HATH WM HEIO3HATH JIMIA ca MyOJINYHO JOCTHITHA U300paKeHUS B
WHTEPHET, KOMTO MOTaT Ja ca Ka4eHU OT POJUTEIIUTE WU JPYrd YJCHOBE Ha

CeMefICTBOTO, npuATCIn, CbY4YCHHUIN U AP. TGSI/I, KOHUTO Ca TH CHOI[GJ'II/IJ'H/I/ Ka4dyuJin B

MHTEPHET, MOXKeE J1a UMaT U3LSII0 100pu HamepeHus: KbM Hero/Hest. Korarto ce kacae


http://www.cybercrime.bg/
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32 CHUMKHM, Ha KOUTO HE CT€ aBTOp, ChIIUTE HE MOraT Aa ObJaT MOJI3BAaHU U
nonyJasipu3upanu 0e3 chriaacueTo Ha TexHus aBTop. Ho TakoBa chabpikaHue MOXKe
Jla HaKbpHSABA JMYHOCTTA M JOCTOMHCTBOTO Ha Jmuero. lIpenoppumrtenHo € mo
HUKaKbB ITOBOJ J1a HE C€ KayBaT CHUMKHM Ha JETE, 34 KOUTO MMa U HAN-MaJIKOTO
CbMHEHHE, Y€ MOTaT Ja My HaBpeAsT U 0e3 HeroBo chbriacue. CrnoaensHeTo Ha
CHUMKHM € YECTO CpEIIAHO SIBJICHUE B COLMAJIHUTE MPEKH, 3aTOBAa OCHOBHA
Ipernopbka € MOJOOHM CHUMKHM Ja C€ CHOJETSAT camMo C XOopaTra OT CIHChKa C
MpUATENIN Ha YOBEKAa, KOMTO MCKa Jla Kaud CHUMKATa, M Ollle Mo-100pe — camo ¢
rpynaTta Ha Hai-OJIM3KU MPUITENIM OT PeasiHUsl )KUBOT. BaxkHO e, Kkorato ce CHUMa
cbCc cMapT(doH, Ja ce yBepuTe, e CHUMKHUTE HE Ce KayBaT aBTOMAaTUYHO B Mpoduiia
Ha pOAUTEII UK AeTeTo B caiiToBe KaTto MHcTarpam nanpumep. B npodunure cu B
COLIMAJIHUTE MPEXU TpsiOBa Jla CTE CUTYpHHU, Y€ CT€ HACTPOWJIM JIOCThMA [0
CHUMKUTE CH TaKa, 4e Jja ce BIKAAT caMo oT npustenute Bu. CpmoTo ce oTHacs u
32 HACTPOUMKHUTE HA 00JIaYHU YCIYTH, B KOUTO CE€ ChJIBPKAT CHUMKH U HH(pOpMAIIHS.

GAJIINBU HOBUHMU — Ch3natenure Ha (paimimBu HOBUHU M3MOJI3BAT
TPaAULMOHHN MEIWMHM TMOXBAaTH 3a MPUBJIMYAHE BHUMAHHETO HA YHUTATENS,
HanpuMep MPOBOKUPAIILM 3arjaBus, HO YCIISIBAT J1a r0 3a0JIyAsT U J1a TO HaKapar Ja
NOBSIpBa, ue HHpOpMAIUATA, KOSITO YETE, € UCTUHCKA.

Kak na pasno3naem ¢ajmuBuTe HOBUHU:

. [IpaBete pa3nuka MeXay XyMOPUCTHYHU M CEPHO3HH HOBHHAPCKU CAMTOBE.
3anuTaiiTe ce — MO3HABaTe M MeIWsATa U UMare i u noepue? [Iposepere mamu
3arJiaBHeTo, KOETO YeCTO € TPBMKO M MOMIIO3HO OTTroBaps Ha ChIBPKAHHETO Ha
HOBHHATA,;

. [IpoBepere nanw >KYpHAIUCTBT € IOCOYMI KOHKPETHO HW3TOYHHKA Ha
uHdopManus uiau uHPOpMaruMATa ce Oasupa Ha apyra ctatus. [Ipoepere mamu
OCHOBHHSAT HM3TOYHHK Ha WHQOpMAIMs € JJOCTOBepeH. BuHarm moriexmanTe
HA4YaJI0TO WM Kpas Ha CTaTHATa, KbJIETO OOMKHOBEHO € IMOCOYCH M3TOYHHKBT Ha
uHdopmarmsa. Ako ce kacae 3a umHpOpMAIUs, KOSATO MPOU3IH3a OT IbpKaBHA
WHCTUTYIHS, TIpoBepeTe oduimaninara i crpaHuna naiu Gurypupa Ta3m HOBHHA
WM TIOThPCETE eKCIepT MO TeMara OT JajJeHaTa MHCTUTYIUSA. AKO HE € IMOCOYCH
M3TOYHHK, € PEIHO J1a C€ ChbMHSBATE B JJOCTOBEPHOCTTA HA HOBMHATA. B moBeueTo
JIOCTOBEPHH MaTepHalid C€ MOCOYBAa HauyWHA HAa ChOMpaHe Ha MH(OpMAIUATA H
aBTOpa Ha myOnukarusaTa. [I[penopbYuTeNHO € 1a ce cpaBHU MH(POpPMAIUATA, aKO €
myOMMKyBaHa B Pa3jIMYHHA U3TOYHUIN; [ | AKO MOMaHETE HA CTATHS, MMyOINKyBaHa
B HEIO3HAT 3a Bac 0Jior, a HHpopMaIuaTa HE € THpPAXKUPAHA HUKBJIE IPYyraje, TOBa
€ 3HaK, 4Ye HOBMHATa MOKe Ou e danmmBa. Bunaru Tepcere u Apyru pe3yiaTaTu MO
TEMaTa, a aKko T€ Ca MaJKO WM HHUKAKBH, MO-700pe HE pa3mpOCTpaHsIBaWTe
HOBUHATA,;



. [IpoBepere narata Ha MyOJMKANUATa, Thl KaTO YECTO CTApU M HEAKTYaJHU
HOBHHHU CE€ IIyCKaT KaTO HOBH.

OHJIAMH (KHBEP)TOPMO3bBT mnpencraBisa H3MOI3BAHETO Ha
MHTEPHET 3a HAaHACSAHE Ha €MOLIMOHAIHA BPENa BbPXY APYTrH xopa. TopMO3bT B
MHTEpPHET MOXe Ja uma pa3iauuHu (opmu. Tolh Moxke na MHHAaBa Tpe3
pa3npocTpaHsBaHE Ha TMOJUTPABATEIHU U OOMJIHM CHUMKH M BUICOKIIUIIOBE B
caliToBe 3a CIOJIeIsIHE Ha BUJIEOChAbpkaHue kato Vbox7 u YouTube, ch3naBane
Ha ¢aamuBy npoduiiu ¢ 0OUIHO ChAbPKAHUE B COLMATTHU MpPEXH Kato Ask.fm,
OeiicOyk 1 UHCTarpam, KakTo U B ChOOIICHUS U U300paKEHUSI B TIPUIIOKECHHUS 3
KoMyHuKaIus karo Ckaitn u BaitObp, uiu B M3NpaiiaHeTo Ha OOUIHU ChOOIICHUS
U KOMEHTapH, B ChUIUTE caliToBe U MIaThOpPMHU.

KPA’KBATA HA IMPO®UJI (xakHaT mnpopui) MpeacTaBisBa
NPUCBOSIBAHETO HA YYXJ TOTPEOHUTENCKM TPOPWI B COINMaIHA MpEKa,
wiardopma 3a oburyBane (Harmpumep deiicOyk), eaeKTpoHHA MOIla WA JIPYyT
caiit. Kpaxx0Oara cTaBa Bb3MOXHa Upe3 BIM3aHE C MPaBUIIHATA TTApoJia U HeifHaTa
NOIMSIHA C HOBa M HEM3BECTHA 3a YOBEKA, HA KOTOTO MPHHAJICKU MPO(HITBT.
Bw3MokHO € criem kpaxbara mpoduabT na ce M3Moi3Ba 0e3 3HAHHWETO |
CBIVIACHETO Ha IIbPBOHAYAJIHUSA COOCTBEHUK. AKO Ha JIeTe MO/ 3ab/DKUTEIHATA
3a MOBEYETO COLMAIHU MPEXH Bb3pacT OT 13 roauHu (Tasu Bb3pacT € Takasa,
3aI[0TO MOroJiIMara 4acT OT MONYJSPHU COLIMATIHM MPEXKU ca aMEPUKAHCKU U
IpaBUjIaTa 3a MOJI3BaHE ca ChOOPa3eHU C aMEPUKAHCKOTO 3aKOHOJATENICTBO) Ce
ch31aBa coocTBeH npodui BbB DelicOyk, MHOTO € BaXHO IpU U300pa Ha Bb3pacT
na ce u3bepe noj 18 roguHM, THIl KaTO 32 HEMBIHOJETHUTE NOTPEOUTENN UMa
Ba)XKHU JIOTTBIHUTEITHU 3allUTH.

KPAKBATA HA JIMUHU JAHHMU e By KOMOIOTHPHO MPECTHILICHUE,
IpU KOETO Ce MPpUA0OUBAT YYKIW JIMYHU JaHHU C 11e71 (UHAHCOBA U3MaMa WU
370ynoTpeda KaTo TerjieHe oT OaHKOBa CMETKa, WM KaHIUIATCTBAHE 33 KPEIUT
OT 4ykJ0 uMe. Ta3u OnmacHOCT MO MPUHIIUII HE 3acAra MO-MaJIKUATE Je1a, KOUTO
HE TMpPUTEXKaBaT JIMYHU JOKYMEHTH, OaHKOBM CMETKM wWiu kKaptu. Ho mpu
TUHHEUKbpUTE HAJl 14-roAuiiHa Bb3pacT TO3U PUCK CTABA AKTyaJeH.

OUIINHI ATAKUTE ca naii-paznpoctpanenara gopma Ha MHTEpHET
M3MaMa ¥ IIMHPOKO W3MOJI3BAH IMOXBAT OT KOMITIOTHPHH TMPECTHITHUIM 3a
MoJIy4aBaHe Ha BakHa mHQPopManusa. ToBa mpecThIieHre ce Hapuya ,,UIuHr”
(,,phishing” — "3apubsiBane”, mpoumsnuza ot fishing — pubonos), 3amoTo
CJIEKTPOHHUTE CHOOIIEHUS, KOUTO C€ paslparniar, ca Kato ,,BbIUIN° C OCHOBHA
1ea TOJydaTelnuTe Ja C€ ,,XBaHAT Ha TIX MOPaaAW CBOATA HEOMUTHOCT H



HEOCBEJOMEHOCT, KaTo UM OTroBopsT. [Ipu puimmHra n3amMaMHULMTE pasnpaiiar
€JIEKTPOHHA MOIIA, KOATO NPETEHAUpPA, Y€ UABA OT IOYTEHA KOMIIAHMS U CE
onuTBa JAa yOeau mojydarens Ja JdajJe BakHAa JIMYHA WIM (UHAHCOBA
uHopMainus. ENeKTpOHHOTO ChOOIIEHHE OOUKHOBEHO MOJIM Jia C€ M3MPATAT
JUYHU JTaHHU U JJaHHU 3a OaHKOBAa CMETKa B OTTOBOp WJIM Ja CE€ BbBEJAT Ha
yeOcaliT, KbM KOWTO MMa Bpb3Ka. Te3n JaHHM ca HampuMep MOTPeOUTEICKU
MMEHa, IapOoJy U HOMEpa Ha KPEIUTHU KapTH.

KAK CE HA3APYBA BE3OITIACHO B UHTEPHET? Ilpenu na
nazapyBare OT €JIEKTPOHEH MarasuH, € MoJje3Ho Ja oObpHEeTe BHUMaHUE HAJTUYHA
7y e uHopMmaius 3a UMeTo, ajapeca u TenedoHa Ha Teproeena. He mpomyckaiite
J1a IPOBEPUTE U JaJU JOCTABUUKBT € MOCOUMIT U3PUYHO ITpaBOTO BU 110 3aK0H 11a
ce OTKaXKeTe OT mophuKata B pamkuTe Ha 14 quu. [lone3Hno 6u 6miio 1a mpouerere
BbB (DOpyMHUTE OT3MBHU OT APYTH MOTPEOUTENTH, KOUTO BEYE ca IMa3apyBajiul OT
BBIIPOCHUSI €JIEKTPOHEH MarasuH, KbM KOWTO CT€ C€ HACOYWJIU. THProBeUbT €
JUThkeH na Bu wmHbOpMHpa 3a OCHOBHHUTE XapaKTEpPHUCTHKH Ha BCSAKa OT
IpeJIaraHuTe OT HEro CTOKU M yCIIyTH. Tol TpsiOBa Aa MOCOYM TSIXHATA ILIEHA C
BKJIIOUCHU BCHYKH JAHBIIM U TaKCH, KAKTO M CTOMHOCTTA HA NOIICHCKUTES WU
TPAHCIIOPTHUTE PA3XOJH, AKO HE CE BKIIFOUCHU B KpaliHaTa 1ieHa. Ha caiita ciensa
na ObJe MOCOYEH HAYMHBT Ha IUIaIlaHe, JOCTaBKAa M M3MBJIIHEHUE Ha JOTOBOpA.
Bamie npaBo € aa BbpHETE, 3aKyleHaTa OT €JIEKTPOHEH Mara3uH CTOKa, aKo Ce
okaxke AedexkTHa. Pekiamarusra cu 3a qedeKTHA CTOKa CieaBa Ja MPEIsSBUTE B
HSKOW OT OOEKTUTE Ha THPTOBEIA, OT KOWTO CTE sl 3aKyNHJIH. AKO THPTOBEIIHT
yBaXHU pekiamanusaTra Bu, B pamkuTe Ha Mecell TpsAOBa WIM Ja PEMOHTHpA
Oe3miaTtHO 3a Bac crokaTta wiM 1a s 3aMeHU ¢ HOBa. B ciryuail ye He ycmee na
CTOPH €JHO OT ABETE, CJIEABA WM Jia HaMaJIu 1IeHaTa, WU J]a BbpHETE CTOKAaTa, a
TOM 1a By Bb3CTaHOBM 3aIlaTeHATa 3a HEsl CyMa.

SAIIUTA HA KOMHIIOTBPHUTE MPEXHU OT OIIACHA
EJEKTPOHHA ITOILIIA

1. He tps6Ba na ce mposiBsBa MHUIIMATHBA 3a TMOJydaBaHE HA MMEI
MMCMa, MHTEPHET CTPAHUIIN, KOUTO MpeiaraT 0e3IUIaTHU WIH IJIATeHU YCIYTH U
CTOKH, YECTO TpEeajiaraimy Ja BH W3MpaTAT mpoMormu mo e-mail. Otkaxere
TaKaBa yCIJIyra.

2. Nwmeinn anpecsT ce cnonens camo npu Hy»xaa. Koraro ce npenasa no
€IMH WIM JpYyr TMOBOJ, CE€ BHMMAaBa 3a CJCIHHUTE JABE HEWA: IbPBO A
OpraHu3alusATa WM YOBEKBT, KOMTO 'O MOJIy4YaBaT, L€ BHU U3MPATH HEKEIJIAH



MMENJI; BTOPO, MOKE JIA J1a C€ pa3uuTa, 4Ye UMENJ aJpechT HAMA Ja Oble ajeH
Ha TPETO JIALIE.

3. He ce otBapar umennure B Hexenana noma. Huxora He ce
OTBapANTe MpUKayeH! (PailiioBe B CbOOIIEHUS OT HEMO3HAT U3Npalay. AKO HE ce
MO3HaBa UMETO B M0JeTO ,,OT”, HE OTBApSANUTE MPUKAUYCHUS (Haill.

4. AKO ce TOJy4yd HEOYaKBaHO CHOOIIEHUE ChC CTPAHEH MPUKAYCH
¢aiin oT mo3HaT u3Mnpamay, To 60U MOIJIO Ja ChAbpXkKa BUpyc. MHOTO 3710BpeIHU
MPOTrpaMu €€ Pa3npoCTpaHsABAT A0 BCUUKH KOHTAKTH, KOUTO HAMEPSAT B IMOIIATA
Ha 3apa3eHus KOMIOTHP. TakuBa ChOOIEHUS YECTO UMAT CTPAHHA TEMA WU UME
Ha mnpukadeHus (aitn. Yecro ToBa € IIErOBUTO CHOOIIEHHE, HAChpyaBallo
nojiydareis Aa BUAM KapTUHKAa WM Ja MpoYeTe MPUKAYEH TEKCTOBH (ail.
Bunarn wu3uckBaliTe MNOTBBPAKIACHUE OT WU3Mpallavya, NOpead Ja OTBOPUTE
ChOOIIEHUE WK MTPUKayeH (ailia OT TaKbB BH/I.

5. [IpoBepsiBa ce MmbBAHOTO KMMe Ha npukadeHus ¢ain. Ckpurure
pasmupeHus oT UMeTo Ha ¢aiima morar Aa 3a0iyAsT a OTBOPUTE 3apas3eH
npukaveH (aitn ot uMeiina. Bunaru ce mpoBepsBa J1ajdu UMEIT TPUIOKEHUETO
MOKa3Ba MBJIHOTO MME Ha MpHUKadeHHs (aiisl, BKIIOUUTEITHO PA3MIMPEHUETO.
Bupycu u yepBen Morat J1a c€ ChIbpKaT BbB (halijioBe, KOUTO M3IIICKIAT KATO
KapTUHKH, Hampumep ¢ pasmupeHue .jpg. Ho e Bb3MOXHO 1a MMar CKpUTO
paslupeHue, Kato .exe Wi .vbs KbM UMETO Ha (aiijla, KOeTo Oo3HayaBa, 4e
NpUKAYeHUT (Daiiyl He € KapTUHKA, a IporpaMa, KosiTo 1€ C€ CTapTUpa, OM Ce
OTBOPH NpUKAvYECHUS (aii.

6. Buumaga ce ¢ ¢panmmBuTe npeaynpekaeHus 3a Bupycu. GanimmBure
npeaylnpeXaeHuss 3a BUpPycH ca u3BecTHH kaTo "hoaxes". Toma e ¢ammmuBo
CHOOIIEHUE, KOETO MOBEXkAa OTPEOUTENUTE J]a BAPBAT, Y€ Ca MOTYyUUIIU BUPYC
U TW HAaChpyaBa Ja MpenpaTsiIT OIpeaynpexIeHUETO Ha BCEKU, KOTOTO MMO3HABAT.

7. He oTBapsiite umeiii, ChabprKalll HexenaHa pexiiama. Toil Moxe Ja
Oblle M3MOJI3BAaH 3a NpeHacsiHe Ha BuUpycu M uepBeu. OT ChOOpakeHHs 3a
CUTYPHOCT OM TpsOBajo Ja HW3TpUBATe BCUYKH PEKIAMHU CHOOIICHHS OT
HEIMO3HAT U3Mpaliayd BegHara, 6e3 ga ru oTBapsre.

8. He ce wusmonsBa camMo eIHA TIOINIEHCKAa KyTUs 3a BCHUKO.
CrnenuanucTuTe MO0 KUOEPCUTYPHOCT MPENOpPhUYBAT Ja C€ OTKPUBAT HSIKOJIKO
Pa3JIMYHU MO U Ja C€ Pa3llelisT M0 NpeaHa3HaAuYCHHE.

9. N36sarpaiite CchIo Taka Ja Mpernpamare TUcMa MEXIy HIKOJIKO
BaIllA MOUIEHCKHU KYTHUHU.

10.  He e mpenopbuuTEnHO Ja Ce Mpenpamar nucMa 10 HIKOJIKO YOBEKa
eaHoBpeMeHHO. Oco0eHO TakuBa, OT THUIA - "TpenpaTeTe Io 40 7 YOBEKA U 11I€ BU
ce CJIy4d Hemo Xy0aBo" win "moMOrHeTe Ha OOJTHOTO MH JIETE, KATO MPEMPATUTE
TOBa IMUCMO Ha MHOTO XOpa, €1 KOM CH IIl€ MU JAJ€ 3a BCEKU 3 UMENa S5 1eHTa,
HanpuMep. Te3u nucma ce pa3npocTpaHsBatr ¢ 1€ cbOUpaHe Ha JEeHCTBUTEIIHU



UMEWII ajpecu, TbM KaToO NpH MpenpaiiaHe, KbM ITUCMOTO c€ J00aBsT
aBTOMAaTUYHO M aJpecure Ha npeaHutre noaydarenu. Cieln  HIKOIKO
Mpenpaalus, B €IHO TaKOBa MHCMO C€ ChOMpAT HIKOJIKO CTOTHIM PEATHH
MMENT aipeca, KOUTO CJIe/ TOBa c€ MpoJaBatr Ha (PUPMHU 3a CIIaM.

11.  AkO Bce DAk HCKAaTe Ja I[pEenpaTUTe HIKAKbB TEKCT WU
nH(popMaIus, KOSTO CTE MOJIYYUIIN, KOMMPANUTEe TEKCTa U I'0 U3IMpaTeTe KaTo HOBO
nucMo. He npenpaniaiite npe1HOTO, BBIIPEKH Y€ € MPUMaMIIMBO No-JiecHO. Taka
1€ Npeana3uTe NPUsATEIUTe CU OT ObJEH] CIIaMm.

12. Axko T1mopaad HsAKakBa TpPUYMHA JIBPXKUTE Ja MpernpaTute
opuruHasiHOTO mHcMo, cnoxere ajapeca B BCC (Blind Carbon Copy) BmecTo B
CC. Taka HMKOM OT mOJIydaTeluTe HAMa Ja BHUJM aJPECUTE Ha JIPyruTe
nosydarenu. [IpyurHara na ro U3nos3BaTe HE € Ja CKPUETe MOIy4YaTeIuTe eIuH
OT ApYT, a J1a TU IpeaAna3uTe, B CIydyail ye ajpecHaTa KHUTA WU €IeKTPOHHATA
TMOIIIa Ha HAKOM OT TSX CTaHe JOCTBITHA HA CllaM-00T (Hampumep nopajau BUpycHa
UHDEKIUS Ha KOMITIOTBPA MY).

13.  Ilewanba ot nortapusi: He cre crneuenwid. CrnaMbpuTe H3MOI3BAT
Hal-pa3InyHu MPUMaMIIMBH 3arjlaBUs Ha MMCMATa, 3a J1a HaKapat Mojydartess aa
'l OTBOPU. MHOTr0 NOTPEeOUTENN HAUCTUHA OTBAPAT MO00HH nrcMa. Jlopu cien
OTBApSHETO BEJHAra Jia ro U3TpUeTe, CaMOTO OTBapsiHE Ha MUCMOTO O MOTIJIO Ja
NOTBBP/IH, Y€ aJIPECHT € PEAJICH U BUE CTE TO MOTYyUHIIH.

14.  OtnucBaHe OT OIOJIETHH, 32 KOMTO HE IIOMHUTE /1a CTE CE 3aITUCBaIH.
Yecto cpemniad METOJ, M3MOJ3BaH OT CHAMbpPUTE 3a HAMUpaHE HAa AKTHUBHUTE
noleHCcKu anpecu. Msmpamia ce OroeTMH ¢ JMHK 3a oTnHcBaHe (YXK) OT
nojiydaBaHeTo My. OTHHCBAaKH ce, BCHUTHOCT MOTPEOUTENSAT MOTBBPKIABA, Ye
M3I10J13Ba TOIIEHCKAaTa KyTHs, C KOETO BeJlHara BliM3a B craM Jiucture. Bmecto nga
ce OTIHucBare, OJIOKUpaNTe MOy4aBaHETO HA MHUCMa OT TO3H aJipec.

15.  He oTBapsiite nmucma, KOUTO ca GUITMHT atakd. Hait-noOpusar HauuH
71a ce 3alUTUTE OT (DUILMHT aTaku € KaTo HUKOTa He OTBapsATe (PUIIMUHT MHCMa,
HO YeCTO € TPYIHO Jia c€ pa3no3Hae Koe MucMo € puimmHr ataka. MoxeTe aa ru
pasIo3Haere 10:

« O6pswienuero e "Dear Customer" mwiam "Dear User", a He Bamreto nme.

* B mucmoro e, ye akayHThT Bu me Obae mpekpaTeH B cirydail, ue He
MOTBBPIUTE JaHHUTE cu He3abaBHO. /Hackopo cmambpuTe M3non3Baxa noaooeH
noxsar korato Ckai ce cpuHa 3a 1 neH. Pazmpoctpanuxa choOIIeHuUs, Y€ CKaMI
1I€ YUCTH HEAKTUBHM aKayHTHU U C€ HCKallle J1a C€ pa3NpaTh CbOOIIEHNE HA TIOHE
15 morpeburens, 3a ga ce JOKake akTHBHOCT., [| MMeWIbT maBa OT akayHT,
MpUIMYalll, HO HE €JHaKbB C TO3M, KOWTO W3MOJ3Ba  HW3BECTHAa (Qupma,
opraHu3anus 1 Ap. AKO HE CT€ CUTYPHH JaJld MUCMOTO € (DUIIUHT viin He, Hal-
no0pe € 1a He OTBapsITe JIMHKOBE, KOUTO Ca MyOJIMKYBAaHU B HETO, a J1a HAITUIIETE
Ha pbKa ajipeca Ha caiiTa, KOMTO BU € HEOOXOAUM.



« AKO cTe TOJy4yWsIM TakoBa IMUCMO, 3a MPEANOYMTaHe € Aa OJoKupare
aapeca, oT KoiuTo e u3npareHo. Koraro ro 0nokupare, Bue naBarte ykazaHus Ha
MOILIEHCKUAT KJIUEHT, Y€ TOBa € cllaM M He TpsiObBa ga ce mpuema. IloBeueto
notpeburenu obadye MPOCTO M3TPUBAT cllamMa U TOW MPOABIKaBa Ja UJBa B
KyTHSTA.



