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Uvod
INTRODUCTION

Tato priruCka prezentuje prispevky vSetkych partnerov projektu ,,Efektivna

komunikacia — uspesny budtci zivot“ na tému Bezpeéné komunikacné prostredie.
Zahfna najdélezitejSie pravidla, ktoré je nevyhnutné dodrziavat pri kazdodennom pouzivani
virtudlneho prostredia, najma elektronickej posty, chatovacich miestnosti, diskusnych for,
vzdelavacich platform, socialnych sieti a pod.

Vzhladom k tomu, Ze internet sa v sucasnosti oraz viac vyuziva na pohodinu

a rychlu komunikéaciu a je zakladnou poméckou pri vzdelavani mladych, je
nevyhnutné vytvorit opatrenia a stratégie na minimalizaciu ich pripadného zneuzivania
a zapojenia do nezakonnej ¢innosti. Z tohto dévodu je nevyhnutné vytvorit

a spristupnit subor ochrannych opatreni pred moznymi nastrahami, ktoré budu
ochrafiovat’ a davat mladym jednoduché a skuto¢né informacie o bezpe¢nom

a uvedomelom pristupe k internetu. To su vychodiska aj ciele tejto prace. Jednoducha
a stru¢na priru¢ka ponukajuca pravidla, ktoré pom6zu mladym fudom chranit sa vo
virtualnom i osobnom prostredi, pricom okno do sveta zostava otvorené.

This Guidebook represent all partners contributions of the Project Effective
Communication - A Successful Future Life on the theme Secure Communication
Environments and constitutes a guide that sets out some of the most important rules
that must be fulfilled in the daily use of virtual environments, namely: electronic mail, chat
rooms, discussion forums, learning platforms and social networks, among others.

Considering that internet is nowadays an increasingly used resource for fast and
convenient communication and a fundamental tool in young people learning progress,
it is imperative to create mechanisms and strategies to minimize possible abuses

and illegalities. It is therefore necessary to ensure and make available a set of risk
protection tools that can be used to protect and give young people simple and
objective information on a safe and conscious approach to the Internet. These are
assumptions underlying of this output. A simple and concise document that brings
together some rules that will help the younger ones to protect themselves in a
virtual and personal environment, keeping the window open to the world.






Prostredie internetovej

komunikacie —

bezpecnostné opatrenia
Internet Communication
Environments— Security

Issues

E-malil

Zabezpecte, aby ste mali svoj
bezpecnostny softvér pocitaca
aktualizovany najnov8imi verziami vratane
antivirového programu.

Predtym, nez otvorite prilohy, skontrolujte
ich antivirovym programom.

Vyhnite sa preposielaniu retazovych
e-mailov.

NIKDY

... neotvarajte nezname e-maily,

... heklikajte na linky v e-mailoch,

... Si neinstalujte nezname aplikacie,

... sa nezabudnite odhlasit’ alebo
ukongit pracu po pouziti svojho uctu

CO NEROBIT

... nezverenujte osobné informacie,

E-malil

Keep your computer security
software up-to-date with the latest
versions, including antivirus;

Check the attachments with the
antivirus before opening them;

Avoid forwarding e-mail messages in a
chain

NEVER

... open e-mail messages from strangers
... click on links included in an email;

... install unknown applications;

... forget to “sign out” or “quit”
after using your account;

DO NOT

... disclose personal information



... hedavajte inym svoje hesla,

... heuchovavajte svoje hesla ani
neumoznuijte ich automatické
zadavanie,

... heprezerajte si webové stranky,
pokial mate otvoreny e-mailovy ucet.

CHATOVACIE
MIESTNOSTI

Ked’ ste v chatovacej miestnosti, mali
by ste poznat’ zakladné pravidla
konverzacie:

Piste kratke vety. Na vyjadrenie svojich
mySlienok mozete pouZit’ pismenové
skratky.

Ked ste v skupinovej konverzacii,
reSpektujte jej ttmu a nezadavajte otazky,

ktoré s nou nesuvisia.

Vzdy reSpektujte pravidla
on-line konverzacie:

VZdy reSpektujte osobu, s ktorou
komunikujete.

Ak su niektoré osoby ku vam agresivne,
neodpovedajte rovnako.

Ak na vas niektoré osoby pravidelne
utocia, preruste s nimi kontakt.

Niektori fudia sa pri pisani nevedia
spravne vyjadrit a tak urcité slova
nechtiac nadobudnu iny vyznam.
Namiesto toho, aby ste im nahnevane
odpovedali, skuste ich povzbudit, aby
zvarili a preformulovali svoje
myslienky.

... give passwords to anyone;

... save or authorize automatic password entry;

...... surf the Web with an open email account.

CHAT
ROOM

When you are in a chat room you
should be aware of the basic rules of

conversation:

Write short sentences. You can use
acronyms or buttons to express yourself.

When you are in a group conversation,
respect the topic of the conversation and
do not put questions that are not related to
the topic being debated.

Always respect the online
conversation rules:

Always respect the person with whom you
are talking

If they are aggressive with you, do
not respond in the same way.

If someone is continually offensive,
remove from your contacts.

Sometimes people find difficult to
express themselves in writing and
certain words change the meaning of
sentences. Instead of responding in an
angry tone, ask the person you are
exchanging messages with to
reformulate the ideas.



DISKUSNE FORA

Aby ste mohli byt suéast’'ou
diskusnych fér, je nutné zaregistrovat’
sa. Pri registracii:

musite mat' minimalne povoleny vek;

si pozorne precitajte pravidla prevadzky
a ochrany osobnych udajov;

nezadavajte svoj osobny e-mailovy
ucet;

pouzite krycie meno, ktoré ochrani
vasu skuto¢nu identitu;

zoznamte sa s pravidlami Uc¢asti vo fére
a reSpektujte ich.

Ked' vstupite do féra, musite brat’ do
uvahy zakladné pravidla ucasti:

ak sa chcete nie€o opytat, najprv sa
presvedcte, ze vaSa otazka eSte nebola
zaregistrovana. Ak ano, skuste najprv
analyzovat dané informacie. Ak aj napriek
tomu potrebujete pomoc, vlozte vasu
otazku do tejto diskusie;

vase spravy by mali byt stru¢né a jasné;
pri pisani sprav si vzdy skontrolujte

gramatiku;

obsah spravy by mal byt kratky a mal by
presne naznacovat o aky problém ide.

DISCUSSION
FORUMS

To participate in the forums you
need to register. When making the
registration must:

have a minimum age allowed;

read carefully operating rules and
privacy policies;

omit the address of your personal
email account;

use a nickname that protects your identity

know and respect the rules of participation
in the forum.

When you join a forum you must
take into consideration the basic
rules of participation:

if you want to ask a question, you must first
confirm that your question has not yet been
registered. If it already exists, analyze the
information given, and if you still need help,
put your message in this conversation;

the messages should have a short
and enlightening title of the doubt;

then writing the message you should
always check the grammar;

the message content should be small
and indicate precisely the problem in

particular.



PLATFORMY
VZDELAVANIA

Ked ste v chatovacej miestnosti, mali by
ste poznat’ zékladné pravidla diskusie:

nemali by ste zverejnit svoje pouzivatelské
meno alebo heslo;

vzdy prispOsobte svoju komunikaciu
danému typu médii dostupnych na
platformach, ako su féra, rozhovory,
spravy, atd.

SOCIALNE MEDIA
CO NEROBIT

... neposkytujte osobné udaje;

... hespristupriujte svoj ucet na
socialnej sieti inym prehliadacom
otvorenym alebo prihladsenym do sluzby
Google;

... neprijimajte ziadosti o priatelstvo bez
toho, aby ste si tieto osoby najprv preverili
— navstivte ich stranku, precitajte si, ¢o
napisali, ich recenzie, prezrite si ich fotky;
ak najdete informacie, ktoré vas
znepokojuju, neprijimajte Ziadost

0 priatelstvo;

...neodpovedajte na prispevky s urazlivym
obsahom; ak niekto dava na vasu stranku
neprijemné komentare, okamzite ich
odstrante a vymazte tuto osobu z vasich
kontaktov;

... hezverejiujte informacie o sebe ani

o0 svojich priatefov, na zaklade ktorych by
ich ini ludia identifikovali, mohli by ste seba
a svojich znamych ohrozit';

... hestretavajte sa s ludmi, ktorych

poznate len cez socialne siete.

LEARNING
PLATFORMS

When you are in a chat room you should
be aware of the basic rules of
conversation:

you should not disclose your username
or password;

always uses correct language in the
various media (Synchronous and
asynchronous) available on platforms
such as forums, chat, messages, etc.

SOCIAL MEDIA
DO NOT

... provide personal data;

... access your social network account
with other browser tabs opened or
logged in to Google;

...accepted friend requests without
verifying the identity - visit this person’s
personal page, read what he/she wrote
and their reviews, look at the photos. If you
find information that makes you
uncomfortable, then do not accept the
request for friendship;

...respond to comments or offensive
content - if they put a nasty comment on
your page, delete it and remove the
person who made it from your contacts;

... put personal or friend information that
allows you to identify them, you can put
them in danger;

... meet people you only know through
the social network;



... hezverejnujte fotky, na zaklade
ktorych by mohlo byt lokalizované

miesto, kde sa nachadzate

... hezverejnujte fotky v provokativnych

pozach

Nastavte si spravne ochranu
osobnych udajov.

Prijimajte len ,,priatel'stvo“ ludi,
ktorych osobne poznate — nie vsetci
pouzivatelia internetu su l'udia

s dobrym umyslom, stavaju sa gj
pripady kradeze identity,
kybersikany alebo podvodu.

... post photos where your
location can be easily identified;

... publish photos of a provocative nature.

Properly define the
privacy settings.

Accept only the “friendship” of
people you know personally -
not all internet users are people
with good intentions, so there
are cases of identity theft,
cyberbullying or fraud.

Upravené podla:
Cardoso, C. (2014). Itic 7/8 (12 ed.).
Porto: Areal Editores






Pravidla bezpecnej komunikacie
— virtualnej

Rules of safety communication

— virtual

1 DO NOT PUT
MY PERSONAL INFORMATION
(FULL NAME, ADDRESS,
INFORMATION ABOUT FAMILY...)
ON INTERNET.

NEDAVAM NA INTERNET
OSOBNE UDAJE (MENO A PRIEZVISKO,

ADRESU, INFORMACIE O RODINE...).
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MOJE ROZHOVORY S INYMI

UZ NEPOSIELAM NIKOMU
DALSIEMU (NEZDIELAM
INFORMACIE O INYCH LUDOCH).

| DON'T SEND
FORWARD MY
COMMUNICATION WITH
SOMEONE ELSE (I DON'T
DISSEMINATE INFORMATION

ABOUT OTHERS).

11
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AK CHCEM ZVEREJNIT

FOTOGRAFIU NIEKOHO INEHO,

NAJPRV SI VYPYTAM
JEHO SUHLAS.

IF I WANT TO PUBLISH

A PHOTOGRAPH OF SOMEONE
ELSE, FIRSTLY | ASK FOR
HIS/HER CONSENT.




NEZABUDAM NA TO, I DO NOT FORGET, THAT

ZE FOTOGRAFIU, KTORU ZVEREJNIM, THE PHOTOPRAPH | PUBLISH IS
SI MOZE KTOKOLVEK STIAHNUT. AVAILABLE FOR EVERYBODY
TO DOWNLOAD.




Pravidla bezpecnej komunikacie
— 0sobnej

Rules of safety communication

— personal

| GIVE PERSONAL
INFORMATION (NAME,
OSOBNE UDAJE (MENO, ADRESU, ADDRESS, TEL.NUMBER...),

TEL. CiSLO...) DAVAM IBA LUDOM, ONLY TO PEOPLE | KNOW.

KTORYCH POZNAM.




POCAS ROZHOVORU

SA VYJADRUIJEM ZDVORILO,
NEPROVOKUIJEM
A NEVYSMIEVAM SA.
DURING THE CONVERSATION
| SPEAK POLITELY, DO NOT
PROVOKE, DO NOT JEER.

15



AK SOM NAHNEVANY,

SPOMENIEM SI NA NIECO PEKNE
A POKUSIM SA UPOKOJIT.

IF | GET ANGRY,
| THINK OF SOMETHING NICE
AND TRY TO CALM DOWN.

16



IF SOMEONE WANTS
TO PROVOKE ME,
| IGNORE HIM/HER.

AK MA CHCE NIEKTO

VYPROVOKOVAT,

IGNORUJEM HO.

17
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AK VIDIM, ZE TEN,

S KYM SA ROZPRAVAM,

JE NAHNEVANY, NECHAM HO
UPOKOIJIT SA.

WHEN | SEE, THE ONE |
SPEAK TO IS ANGRY, | LET
HIM/HER TO CALM DOWN.




zaver
conclusion

Internet je realita pritomna v naSom kazdodennom zivote ako nastroj, ktory podporuje
komunikaciu, presahuje fyzické bariéry, rozsiruje nase vzdelanie, umoznuje nam kontakt
so svetom a otvara okna nasich vedomosti.

Je to nepochybne nevyhnutny prostriedok, od ktorého sme vSetci zavisli, priamo alebo
nepriamo, ale zaroven nas vystavuje aj obrovskym hrozbam, ktoré treba mat’ pri jeho
pouzivani na pamati. Dufame, Ze tato prirucka prispeje k vaé¢siemu povedomiu ludi

0 potrebe zodpovedného pouzivania internetu.

The Internet is a reality present in our everyday lives as a tool that promotes
communication, transcend physical barriers, expands our education, puts us in
contact with the world, opening windows to our knowledge.

It is undoubtedly an essential means on which we all depend, directly or indirectly,
but it also exposes us to the enormous threats that must be borne in mind when
using them. We hope this Guidebook has added value to the service of greater
awareness of the need for responsible use of the Internet.
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